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ABSTRACT

Differential Fault Analysis (DFA) is widely known for one of the most efficient method analyzing block cipher. In this
paper, we propose a new type of DFA on DES (Data Encryption Standard). DFA on DES was first introduced by Biham and
Shamir, then Rivain recently introduced DFA on DES middle rounds (9-12 round). However previous attacks on DES can only
be applied to the encryption process. Meanwhile, we first propose the DFA on DES key-schedule. In this paper, we proposed
a more efficient DFA on DES key schedule with random fault. The proposed DFA method retrieves the key using a more
practical fault model and requires fewer faults than the previous DFA on DES.
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Algorithm 1 : <RK;, > (i=1,...8)44 dxdF

Input : 162HE F-34 U8 3 R, B, 163HE= S-box 948 gl Fu4 g2E [(i=1,...,8)

Output : 2|&E <RK > (i=1,...,8)

1 a—EP(Rs)DEP(R)

2: for ¢ from 0 to 7 do  b<—albi+1:6i+6]

3: if fault is injected into regl (j=14,15)
3.1 for 7 from 4 to 7 do

3.1.1 for all possible value of (z,4)€1 compute z@®y®bh,

3.1.2 if s@ydb =0

then add (zBEP(R)6i+1:6i+6] ,yDEP(R)[6i+1:6i+6))to the list <RK, >

else remove (x,y)
4: else fault is injected into regf (j=14,15)
4.1 for ¢ from 0 to 3 do

4.1.1 for all possible value of (z.9)E1 compute z@ydb,

41.2 if z®y®h, =0

then add («@EP(R)[6i+1: 6i+6), yDEP(R)[6i+1:6i+6]) to the list < RKg, >

else remove (z,y)
5: return < RKg, > (i=1,..,8)

FAe] o FAAe AL, 155kE= 7)9 SH|E
(BK,,[n], n=12,13,14,17, 30, 37, 39, 46) & |93} =&
HEE o 4 Stk RmR 9 LE g3 glemd
L, =L16@F(‘R16’R[(16)% < 4 ek (F(Rw? RI{lﬁ)%
162hEE F-34 29 3b) 18l3 R ®R-& 158+
E P-32] 29 ARolnz 152k oY gl
=4 #e e & 5 ok w2 <Ryl >
<RK[, >elA 8H|EE A|¢Jg 158k 7] AE&
T3 162h2= 715 BS53he Wi Bl
22 158 718 €& 4 otk 2 AF 158
719} 168RE-= 718 DES9 7] 4549 4 #A4q|
A-g3 vlgslE 78 4 9t

3.5 1421RE= 7| YAMIF0| [HE DFA 2

(3.4)49] 158} 7] A dg DFA %
HellA 162h= F-359] 48 3 % (B, R
S-box® 4 A g o) 4t YA E BT &
4 glch old S-box® £¥ AEe] AL =E
S-box®] £¥ o] opd U4 Fuhg o] 43}
A%} & 2577} regh ol F9=E9 S5-box, ...,
S8-box®] &3 A gt o83l reghioll U=
& 7% Sl-box, ..., S4-box9 &4 2% e

ol ¥t 148HE 7] AAA ] 278 FUE A

¥, 1682 F-3] oY @& 4 (B, RS €3
8]7 (3.3. Proposition 1} &3] 1422= 71 A4
A4 o)A 57 AT 4 B 2F S-boxd £H
A8 7§ 9l weld 1582 7] A
3k DFA Wi} 22 wpio @ 1482 7] A4
FA o] 2F-E F48l 158 719} 1685 7]
£ B7sla vyl e 458 ¢ ok

v. A8da

& Aolx= DESY 7] A4A el g DFA v
ol didk AFAFAE AR} £ A Intel
Pentium D 3.4GHz PCE o}43le] CIER A&
#o)de A8 st 14848= 7) A= 158
= 7] AdaA6 L5721 F€ DFARH S 54
stu e ielsiA A pe} kol dlsle] AY] L5-E
regh,, regh ol F4iste] 1422 7] AR FA A gt
DFA W& o] 43l HL71E H5s= 4L 8
Ak & 100,00074¢] £7E sl £ =44
Akl 148 7] AAFA 75 FAT
DFA & o453l u|g7] & ded 8% oF
o Age (¥ 4)9 2ok AFAFelA o] &
2 F489 99.52% (regtall 2%FE Fh o
99.54% (regltol 25755 )¢ SE2 v|Yy)E ¢
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Appendix 1.
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