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VANETe|A ZgjolujAlg} HtE AFslr] 93] Be A7Eo] AR=UAS, o] 3 el B4
& g vEYa 7 72 3 B4 F shueler AFEa low, Aol HAEE(Revocation
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Abstract Due to increasing demand for improving road safety and optimizing road traffic,
Vehicular Ad-Hoc Networks (VANET) have been subject to extensive attentions from all aspects of
commercial industry and academic community. Security and user privacy are fundamental issues for
all possible promising applications in VANET. Most of the existing security proposals for secure
VANET concentrate authentication with privacy preservation in vehicle-to-vehicle (V2V} and vehicle-
to-roadside infrastructure (V2I) communications and require huge storage and network capacity for
management of revocation list. Motivated by the fact, we propose a new scheme with security and
privacy preservation which combines V2V and V2I communication. With our proposed scheme, the
communication and computational delay for authentication and overhead for management of revocation
list can be significantly reduced due to mutual authentication between a vehicle and a Roadside Unit
(RSL)) requires only two messages, and the RSU issues the anonymous certificate for the vehicle on
behalf of the Trust Authority (TA). We demonstrate that the proposed protocol cannot only guarantee
the requirements of security and privacy but can also provide efficiency of authentication and
management of revocation list.
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4.1 M3 EDil
TAE Ax 7B g#e8 (q, Gy, Gy, Gry e, P, P)E
ARgth 1 & viaEY) se Z) & AYsL ofd o
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283 3749 e < Hi (0 — 2, Hz: (0" —
Gy, Hy: Grr—(01) & AAdch. TAE 370 Tepm
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Agkm RSUE Q1% 2 BAS 4% Al ARE ¢
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__Algorithm 1: [A1] Registration
Data: With system parameters and master key s , the TA
inputs an identity ID of the registration request
Result: Generate registration information

1: begin

2 if ID is a vehicle then

3: Choose random ID PID,

4 Set W, =(PID,, T,)

5 Compute U, = H(W,)B+a,F,eG, and

o, =—sH({U,)-q eZ,
Store the duplet (ID,,U, ,W,,0,)
return (PID,,U,,W,,0,)

6

T

8: else if ID is a RSU then

9: Set Wy ={IDy,T,.) and LID, = (IDy, L)

10: Compute U, =H,(W,)P, +a,P, G, ,
oy =—sHUp)~a, & Z; .
Q=H,(LID,) € G, and d, =50, € G,

11: Store (dy, Wy, Uy, 0p)
12: reture (d,, W, U, 00)
13: end

14: end

Wy, o) & ¢HAsA dgdch oF ¥ A% TA
o FAN YVi=sPiE AHESY O 4 (Do) AEE
ek d2Ag 7] (o), Un)E dolEd)
H](WV)R:UVR'*'Hl(UV)K'*'UV (1)
RSU =3 azx vl $5343¢ 59314 g
A8 ID IDp 3 ANARE Lp-& TAGA B2tk TA
< Ao dugE AlS 5935t RSUZF digixsg
IBEE AHgslr] 918 AREL WAL o]F TAE
RSUSHAl (dg, Wr, Ug, 0r) & A8 A3k RSU
AAl TAY AT Yo=sP: & AHE3l X} 24§

dhgo g gy F) (o, Up) & ZA5E EUh

4.3 v2| 2i5 Bl

AL RSUE 8 4847 2& 9% JEH=as
AZ=7] el wEA] RSUERE 3 felop gt
=% ¢z RSUS 97] ¢ A& RSUE dF3oF
o)A@ RSUS 4EUFe] $4=9 %% RSU
E A7) SKvr-& a8, A Y RIFAE &
#3814 Bk AA7)E g RSU Aleld] a@se
WAlRe] AR R w2 AL Bk AT
A9 AFHE VIV FA4lolx Jggo] daA]e] gt A
g ARE-Sls 7)o dig F53e 988 @tk 28 2
7} VoI B4l %8 93 diAxe] m@e 3 9l
FAe M4 BAL BoFa Stk

194

% V7t RSU Re) F2¥YE ©Fs, Ve R
#7408 BU¥ Beacon WAIXE 38 RSUY ID
IDR & 853 ®r} 2 F A& GPS(Global Posi-
tioning System)& AH&-3ld RSU R4 94 AR La
£ &A3l3 RSU R IBE 3707 Qr=Hy(LIDg) €

E ARFY AF Ve UL RSUAA 77 3¢
V2VEAdA a53d dANE ¥ AL o E
ARsln old] Wik FA7 Yv=xvP € G E AT
. VE AA7E AN 98 olF, 49 49 @ n
€7, & Agsly npie i & AN AR 7
A7k 97 AR ME g 4 29 2ol 43
t} TSy & AHgo] V7h Adshs BladE(timestamp)
ol

M =W,,U,,PID,,rR,Y,,TS,) )

VE A9 d@Xg 76ty 7] (Uy, 0,) & AHES

o A9 (K,w) & 4 (3)7 o] A%}
K=kF G
w=0,-kH(K|M)eZ, ®

Vehicle ¥,

RSU R,

O M=W,.0,,P,PID, },TS,)
Sign M => (K,w)
Encrypt M and (K,w)=> (L.5)

(23]

— .
2) Decrypt (1,5 and verify (K,w)
Compute session key 5K,
Issue the CERT,
C. P Encrypt (1A, T, .CERT, TS} => C
3} Generate session key SK,,
Decrypt C with 5K,

Check r, £, and verify CERT,

29 2 V2 FAeA dF B ow AdFAe 44 28
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