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Abstract A threshold decryption scheme is a multi-party public key cryptosystem that allows any
sufficiently large subset of participants to decrypt a ciphertext, but disallows the decryption otherwise.
When performing a threshold decryption, a third party is often involved to guarantee fairness among
the participants. To maintain the security of the protocol as high as possible, it is desirable to lower
the level of trust and the amount of information given to the third party. In this paper, we present
a threshold decryption scheme which allows the anonymity of the participants as well as the fairness
by employing a semi-trusted third party (STTP) which follows the protocol properly with the
exception that it keeps a record of all its intermediate computations. Our solution preserves the
security and fairness of the previous scheme and reveals no information about the identities of the
participants and the plaintext even though an attacker is allowed to access the storage of the STTP.
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