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Fixed IP-port based Application-Level Internet Traffic Classification

T

Sung-Ho Yoon" - Jun-Sang Park’ - Jin-Wan Park’ - Sang-woo Lee™ - Myung-Sup Kim

ABSTRACT

As network traffic is dramatically increasing due to the popularization of Internet, the need for application traffic classification becomes
important for the effective use of network resources. In this paper, we present an application traffic classification method based on fixed
IP-port information. A fixed IP-port is a {IP address, port number, transport protocol}triple dedicated to only one application, which is
automatically collected from the behavior analysis of individual applications. We can classify the Internet traffic more accurately and
quickly by simple packet header matching to the collected fixed IP-port information. Therefore, we can construct a lightweight, fast, and
accurate real-time traffic classification system than other classification method. In this paper we propose a novel algorithm to extract the
fixed IP-port information and the system architecture. Also we prove the feasibility and applicability of our proposed method by an

acceptable experimental result.

Keywords : Traffic Monitoring and Analysis, Traffic Classification, Application Identification, Fixed IP-port

1.M B 2e T "Emto] Mulze] diFste] €le] Tk
el QIEY Ege] T35 wel gl vEYA
A7 QEY gAY F7h9 14 dENZY wFer w2 A% Sy RuHY 2 pAe 2aye] Axm
e MEH A EdfIo] FF8krh ol A2 @] WWW, QITH1, 21.
FTP, e-mail # #& AZAQ AEUl Aujz=ent ofve} YEAD EdY 24 MESa Jaziy HAS
HE|ute] 2E2%, P2P(peer-to-peer) 3 FF, A} Astn B4 750 @ 2 Be BEs= dde 314
N o olt}y, olzfg A A= UESA HE 9 Aol #AH
‘ z%‘)ojsié%%)féa@}‘*}L;ﬁ“ji)?nl'gﬁi%“‘ﬂ A whdow AsuT. B4 MEAD =992 47
A eH(2009-0090455) 2] A 1S wro} el A2 o = y =1 =2 3} 2= 9)
MEER R R L e e e e o
T %—ﬁi%:_ﬂg:]nﬁil—j,_ AsgAn el 2as o e = a j o e
EEAS 20000 89 279 2 S8 ZREE AFAFT Z2EZ EHY B9,
Ixtas ooa i 6o 34 Fol gtk ge Al ey 2 =g A% )ue 7]

AAEE 120109 1€ 69



206 ZE2MelEsl=2X C M17-CH M2=(20104)

71EE AA HEYA
A B2 oldg 47
#oA EfIS &
oS THIH dE Eo =
o= Aofsl7] Bt msnold 8§ ©EOE A o3}

rir
o

o |
o
N

$ES V|Fo R EYIS B3
ol W 71E =21, 3-10e4 EHFE A= o
Fd danEss Ak AW, =2 2w =9 b
g4, 11 Az AR AYE fehy] wiEel] AAzke
2 dAHE EfEs BAsted B ogol
Bk AtE duEs AAHeR Pyt 9 HAF T gl
= 7% M8 AAEHA eksdrt
B =FdME 24 [Pport JRE o] &3 &84 EY
A A ES At 24 P-ports &4 3 E&olA
vk A}85 = {IP address, port number, transport protocol}
Ag ougit}, o]gd 1 [Pporte 2 82 ¥4 go
2N AFHeR F& & F 9y
14 IP-porte U3 & 2714 548 7Hxith
(D ™% Agsh 14 Pport FF duFe 2A
EYYS HA A= T T2ENA HolHE A
A w87 Wil wg- 4ge 54& /AT Ak
(2) w5 w2k 174 P-port7]uke] #4233 w7
ek s vlal goEA JdHd EfYS u$-
Aol wEA Al webx AAIZE Efg
5 .

oleld Aaetm W 14 IP-ports] 54 olg3hol
e AT BAG 2 emsEsh W gRYe A2
ohoES, Y Aol thololaue ol§d FF YueFS
Agatel e AZE okl 14 P-port® FESHE PEE

ol
i
2
(o
fru
| _1)(, ﬂl\m
ri
o
rir
u2
=
o m Y
2 & o lo

o o 1%

N
1]
s
re
-4

Edg B4 wMse 27 e PRI 5 ode,
o5e XE A BA [3], AUA v B4 [4] v

Ad7inke] 24 [5-7], Eg G 7

g 24 (1, 8lol

o w3 AT

Al A Q] AT

22 Ala4HA
A4 7]

Agae g

o ® o & ¢
miHU-{E
o, >

o
_)&
il

fr
[
oy
o
E
B
B
o
)2
2
3
)
i)
=
=
_)‘J_l‘
o
>
b
o
i)
rlr

Aol glr.
2 Aol
SEME R

AQOE
>
I
o o

o
fol ez N ot
i} "
1o
ox
N
o
fitl

W E3, 8-10] A4 B2 dATollA kst

IANA| A =

E ] o il
b BA 5o geAA e EES A

&
ol
o

i o
o
oo
oo
o
o,
=
of
X
r
LoH

P

A

7|gt E2)
131—9] H}H O

0.9 =
O O

T
HE N

e oo
olo oo

Mo o®
lﬁ
>
oo °
2 C
TN

®
=

e Foop
ofl
=)
_C:‘L
£

% oo
(Kl
fetl

NP ooy

2 olo 2
ofo

N

i
rir
N
o
o

[0 oX oo

o
&

>

o
rlr

o F
1 4
rlo
I
m o o%
@ o
o,

g

.
Lo XN
ri

, rZoo

LI
v

N
s

W, foir {o
b2
B [y =)

M2

|

Jm

oxl
oo i
1
o o

-

o Mo
ob

ot

N

> oo
&
X2
i~

>,
[
i
e

8 A7k 18 8ol
o] Aole. e mE &
FAQoR Rolok s, ATUAE

L E ol ATUAL &

)
off
o
R
IR
i
o ot olo {:Z
(ko R X

oo o

1
o
i)

Aetets= 14 IP-port 7]5ke] &
o

B el Sl @ $38

[

=
il
o

{IP address, port number, transport protocol}= Zto}ujjo]

ATUAR AHgeE Aol oA Aud 7E
4 oge) Be w8 4% F3 AR A

ISR

AMZE S8l g tiA7F wan, £3 o
eH=E vtk

23 Ml 2d Jldt ERfE BN
HAl HYirie S8 W QU EYPY EHo] H F
AE 5 (port, flow duration, inter-arrival time, packet

size, byte size)ES HA 9 dnPFOZ FFAIA 4

sh Wl
AL
EREERE

.
#4

aA B4 79y 7 7HeE vd, &
Bayesian Network, Decision Tree[7]17} S,

71H ol A= EM(Expectation Maximization)[6]7} ST}

o] W] ML mAl g 1d duYFS o]&Fe
2H EYS g dE BERge 9ol thE B4 o
H3 =& BAES AFdths Aelrh ey Agd W
Aol &8 ETe gste EYY vlolHE £y} 5
a157) wEe] AA MEYZ EfFd &39S A 2
o] AEAo] Holx = wxlo] glr) ek wi A2 &



¢ dagEs oAl ddsjor
=

=

3 A e JdEY EFTe 3
A A A{IP address, port number, transport protocol}
o A A EA gH 5o EA4S vEeRE E
=

BN
;:O
oo
rr
>

o g =
&
)
L
olo
ofo
&
At
o
1o
(et
ofo
-3

o v o
g
of 2
b

2

o,

L m H;I 4
&1 o
Mo

2, o

~N
i'l
o, =
R

Q‘L
» e
o
|m
o o
E o
Mo MT oy
1 1z
MY i
H i)
N =
=
ro
2
i)
oX,
o
s
oX
[¢}
ol

™
o2
o0 £
=
rr xo
rlr
2 {m ol
R
=)
ot FME
>~
Z _I_I.:

o
ofN
Q‘L
r
-
=
foi
£
ENjge.
N e
IR
10 fr

il

(

S
o 2 12

L2 4m

4o Fy
K3
ok
jint)

5

4
M
o ME
o
=
g it

o et
ofN ot
S

)
Rloro

yo B
)

~ ﬂl‘,ﬂ rlr Fll‘

AL
2 lo

ro

D T

E_l@,oﬂ
= o
RN

o)

18 O o o 2

>
dr o 2 N

1
112
=1

e

oo
(m
2 oy

oX,
o
M
2
1
=)
ol
fet
u
O
M S ki o of\

=

Z

(@

&

=

>

rlr

N

5 i

o 1o

il
iy
ofy
>,
[>

AU A 7]4ke]
+4](Ground truth)d
A AYAE o] &%
7] W&o #HF

1o Ho
L
o

Hel Ay}
AHESEA T o
A gsirte
100% A= &7

TS F 2o
2Eo| A A

°ojF VEeR

I
. ML O

I
—

L3
o o
T
2 oz

1)

o Ol
(&5

N
L
o
2ot

i, St

)

=8 Szabo et al [9]9 A=
gy T 389 ID
HE Agtatt) siARE o] &

grolH & A sof s}

oy
o>, &

1= do0 0 ol

oo ok Q@
oZ
i)
e e
[

O

i fo
i)
il
o
Lot
ol
ol
=
I
5=
3

ol Wasith X g
o4 Er AAs A,

3. 13 |P-port

34 IP-portd 3hte] F&eA IAA SR ALR3HE {IP
address, port number, transport protocol} %< ¢]m| gt}
AA oleF AR= AEU MUAE Aleshs Aue Ar
g oulgith AA g2 AU &5 AA AuaE A
7] Aol AHEA AT HAS AXA Hed oled 7
S 2 AWrE g5tk wEkad 20 AW {IP
address, port number, transport protocol} 7} 3% 3-8
1% P-porte 37t @t

A IP-ports gQlstr] 93 b AFE sk A

oxl of

g P-port 7|8 & HiY 2IHUW EcHE =AM0 2tet 47 207

|
\ /
nateon b b
~ d
user N -

(32! 1) I3 IP-porte] ol

o Yste] Bu YEYIAA Be EfIS DAstE
nateon MAIA &5 AAZ ] 7Y FEE AT o
AEE AW IP-portE ZAF shgith

(238 DS YMEYA U 2EE°] nateon "4Al1A &
S A e ), & dAEE g2 8 FREA W
A9 [P-port7} £A13-S Btk (28 DolA EAE
P9} ports= 24 dlF &8-S AMESIHS el gk YERdh
T3k, BLINC[8IOI Al “farm”o]2t= &0l Aot Jef=
7 IP-port7} £A4) & A 4 ATk

ki

w2 RN | [e] b el = H
wol g $-&9 1A [P-portE =93}

 dugFy g2 sd SEo] Agse EE (P
address, port number, transport protocol} oA 1A IP-
portg& Zopdl= Zlolth, Bgd 14 IP-ports: FE3He
dugEE AAS] Sl§), P-port & AZ, A, A=

2ol A7 Bz Aot

7h A IP-porte & §&0] @508 TAHHOR 4
&3t= [P-ports ovlgith. o9 dz2E 29l
AH el IP-port7h %A L =
14 TP-porte} sUgk ew]ojt,

(h) &4 IP-porte 3 &AM AFEHZ AT Wi
IP-port7} v = 9otk tHEAQ &= HTTP
2 AgetE FooldE FAE ] [P-porto]th

(th) Al IP-ports= 54 IP-port¥ L ¢mjE= x|k

e oy $&3 FRITkE HAM Ael7t

d2ZMX = P2PEAEQ IP-porto|t). ]2 %k IP-port

e WS g A Bot Aol EARE Ags
oot $83 Fhat



208 ZEMelEs=2X C M17-CH M2=(20104)

B gaFAs 44 Pport(nd Pport)s F%3
=S 2R @k %7 Pportd] F9ol= ALg WEs
S e Wk ohE UE @ dolHE fAdk &

o (e}
T =

ol SWMI=E F7F AT YAl [Pportes A= ohE
LA FHte] AFEE 4 Q7] wWiEel 1A IP-port7t

34 IP-port F& <azHS ¢
=
53

52470} Gk,

* 9] (Coverage)

7bed Be $8olA 1A IP-ports Frolulojof gt

Hag s S8l sk o9 17 P-ports 2ol
yjejof 5“3} wgh Z47be §82 s 54 JHA 7]
ol BE g8 H8rte 3 HHAAQ 1A IP-port &

3= (Accuracy)
=)

]
=9 1A IP-portE o] &3le] #2419

A3}e] FP(false

S

positive) 9} FN(false negative) A7} Fojok dto11]. it

A TP-port 7|Nke] ¥4 Ayes £ #4245 (Completeness)
A

il

TMA A B35l7] Wi thE A R GaaA) Y Ag
stojoF dhc} whEbA Multi-Level ¥4 W] A A=A
]9 =2 HYLE sixjof gir)

W=
1% IP-port % ¢ag
He =& Aojof gt} )
H IPports w4 A IP-portE 2
1 AATE A3t e oW =S

(Overhead)
of mEeALEH Z2A S
T4, YA IP-portE
tolu] 7] HOHH% o
FAGFEE sfofof

o £

im»

o 5 Al (Mutual Exclusion)
RE 14 IP-porte WEA shte] S8 o3 AREH
ofel gt & o] S&olA Tkl AMESHE IP-port
T 27 IP-portell A A7 HojoF gk},

42 1 |P-port F& &12|E

(2% 2)& 2 FoA Adste daugsy d4d 14
IP-port “JE] o] tholo] 13 o|r},

BE IPportE2 57FA AE](Discard, New, Candidate,
Fixed, Time_wait) & 3}ttoll 43t} Fixed 4 Ele] IP-port
o] E =FdA Adsts 14 IP-portelth el AF

o)

o

ol &, 717kl i Sl disl 5
Ho g A}

# % FE IP-portt Discard Aelol] &gt} vz 4
efol &84 oke BE [P-portEo] o] Atejo] &3} uk
ofF WAl $8E 4 Y Pport7t JdukdE &

Starting point

// "\\ T_u’meout__ Ve '\\\
———»{ Discard |« ™ Time Wait |
N 4 N /
‘ A
Communicate one client
Ttimeout_New ///i \\ Conflict
New /—P
N y,
Communicate over Tclients
Ttimeout_Candidate / X \ Conflict
«——————{ Candidate >
N /
Communicate over T duration
Ttimeout _Fixed } 7\ Conflict
—\/ Fixed )
o
(38! 2) 1A |P-port AEH MO| clolo{1

IPporty New AH|E o]=3dtc} Lk 7+ AbefolA 2 &3}
= YA Z(Tclienthost, Tduration)& ¥Hdl= IP-portEol

% 1|

33 Candidate, Fixed Ael2 Ad& o] %384 Hr} Fixed
FEfel &% IP-portso] 24 Pport= A4 =W, °o|As
< EfY 40 ARgHTh

New, Candidate, Fixed “FElelA AAGS wHEebA] %
sto] k] gk dEel dolde A& t‘o‘xl’f'?}ﬂ Aste] 2z
ol AT (Tomeimio = AHE ATt gk vl P-port
S AN &S ?Jrzlo}oq MR T %% o o) &
o H-E Folsle], wheF ZE(Conflict)o] LA3HH Time Wait
FHlE olFdth Time Wait Aele ©E 83 FEE
218} Discard AEl& o]& g [P-port7t 33| WHEE o &
dag eHs=g BAATE A A7 H3 SAT
ok SE(Conflict)e] &, shte] IP-port7} A= tHE $-&o
o3 FfrEe AS oujgt

B o=idAe 4Ed Ay olss st 2 MR 94
#e s e B =T AokslE 3714 4
ol gk Aotk

* Tetienthost

574 1% IP-ports SAIG if9 FEo]UdE TrEC
Merolth B ZetolJE T2ES) %ﬁs}% [P-port Y55
14 IP-portd &l =t wetA 94 AR Telienthost)

o| 4ol FeloldE TAE JfFE 7FAE IP-portito] LA
IP-port® AAFA. dAFe] S7kstd 49 HlolH | el
THY 1A IP-portyt FEHo], ol& o|&F EYF T4
o] Ag=(Accuracy)= S7FRTE AR QAR =EEkA]
23l= 14 P-portEo] 255 %&] 545 (Completeness)
o°

° Tduration
AFE7NZH(uRA Y ARS A1 -

Y
B

5 AhS v



b .
duglsd olyd Al IP-portE: TH37] 4
83}, P2P -804 EAY = EFTL &
AL 7 ER, AFEAIZE AAIZK(Tduration)

* Timelimit

F% Qg 559 ZE [Pportsd ¢
9} Tduration #S WA E39 A%
o} B el g A
As] AGstA kgl wgk

=

IP-port & Al =2 W3
(e}

1%k Tclienthost
| EA8HA |

2 X

o
ol
ko)
rlo
=
o,
)
n
O
&
e o o of

E7bs8 A ket whebA, A B (Ttimelimit) S ©] 83k

olg]dt AAFEL T YuYFS vgd FHCNA
Fdatn goHow whED 1Ay P-portdE: daeEd
A A daAFd FEe floA AFd 7F AEEY olF
olth. Alter Y HE (18 HH} 22 = o3 53
el

A F=E F FEoR yHdnh 3 wA HE(ine3-7)&
A 2L P-port & IPT(IP-port Table)ol SEA7]AL o]
il

5530 ki MRS AR(FE, FeoldEe] 4 1}
Z

Aot ARg A1ZhE dulolEdd wheF Aj =& [P-porte] A
H7F 71Ee] &85 tE S&e s AN, FE

Az W, g 38 oaf wgHAA

W N

11:
12:
13:
14:

15:
16:
17:
18:
19:
20
21

procedure Fixed IP-port Extraction for an Application A
IPT < IP-port Table
for each input flow record do
search the corresponding IP-port record in IPT
if found in IPT then update the status of the record;
else add a new record with the state as New,
end for
for each flow record in IPT do
Check the state of the record
if state == New then
if conflict then move to Time_Wait;
else if over Tegienthost then move to Candidate;
else if over Ttimelimit then move to Discard;
else if State == Candidate then
if conflict then move to Time_Wait;
else if over Taumtion then move to Fixed;
else if over Tiimeimit then move to Discard;
else if State == Fixed then
if conflict then move to Time_Wait;
else if over Tiimelimt then move to Discard;
else if State == Time_Wait then
if over Timeimit then move to Discard;
end for
end procedure
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