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A Study of Trace for Data Wiping Tools

Yeonsoo Kim' - Jewan Bang™ - Jinkook Kim' - Sangjin Lee™

ABSTRACT

The data wiping is a technique which perfectly deletes data in a storage to prevent data recovery. Currently, management of stored
data is important because of increasing an accident of personal information leakage. Especially, if you need to discard data contained
personal information, using a wiping tool which permanently deletes data to prevent unnecessary personal information leakage. The data
wiping is also used for data security and privacy protection. However the data wiping can be used intentionally destruction of evidence.
This intentionally destruction of evidence is important clues of forensic investigation. This paper demonstrates the methods for detecting
the usage of wiping tools in digital forensic investigation.

Keywords : Forensic Investigation, Data Wiping, Data Recovery
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(¥ _SCo0000.T~P 0 File, Invalid Cluster, Archive e T
Na ogical 3
[ _5C00001.T~P 0 File, Irvalid Cluster, Archive <) 5?; g Deleted
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Datak: 20 a3 %SYSTEMROOT%\Prefetch\HAURI_VRDE_2(1].0.5.4B_REL.EX-[HASH].pf
al raser Z.
AA %SYSTEMROOT%\Prefetch\SET11. TMP-[HASH].pf

East-Tec Eraser
2008(8.9)

%SYSTEMROOT%\Prefetch\ETERASER_LICENSED.EXE-[HASH].pf

A %SYSTEMROOT % \Prefetch\ETERASER_LICENSED. TMP-[HASH].pf

%SYSTEMROOT?%\Prefetch\ETRISKMON.EXE-[HASH].pf

%SYSTEMROOT%\Prefetch\UNINS000.EXE-[HASH].pf

%SYSTEMROOT%\Prefetch\ IU14D2N. TMP-[HASH].pf

Eraser 5.86.1

%SYSTEMROOT%\Prefetch\ERASERSETUP32. EXE-[HASH].pf

FINALeRASER
4.0.6.0220

%6SYSTEMROOT % \Prefetch\WPMDEMO.EXE-[HASH].pf

%SYSTEMROOT%\Prefetch\SETUP.EXE-[HASH].pf

%SYSTEMROOT%\Prefetch\SETC. TMP-[HASH].pf

%SYSTEMROOT%\Prefetch\FDSCHEDULE.EXE-[HASH].pf

%SYSTEMROOT?%\Prefetch\WPM.EXE-[HASH].pf

2%6SYSTEMROOT%\Prefetch\FDWIPEFILE EXE-[HASHI.pf

QuickClean
6.01.0003

%SYSTEMROOT%\Prefetch\EULA EXE-[HASH].pf

%SYSTEMROOT?%\Prefetch\MCAGENT.EXE-[HASH] pf

%SYSTEMROOT%\Prefetch\MCAPPINS EXE-[HASH].pf

%6SYSTEMROOT%\Prefetch\MCDETECT.EXE-[HASH].pf

%SYSTEMROOT?%\Prefetch\MCINFO.EXE-[HASH].pf

%SYSTEMROOT?%\Prefetch\MCREGWIZ EXE-[HASH].pf

%6SYSTEMROOT%\Prefetch\MCTSKSHD.EXE-[HASH] pf

%SYSTEMROOT?%\Prefetch\MCUPDATE EXE-[HASH].pf

%SYSTEMROOT?%\Prefetch\MCUPDMGR.EXE-[HASH].pf

%SYSTEMROOT%\Prefetch\MGHTML.EXE-[HASH].pf

%SYSTEMROOT?\Prefetch\MQCH_6011_ENGB.EXE-[HASH].pf

%SYSTEMROOT%\Prefetch\SETUP.EXE-[HASH].pf

AA %SYSTEMROOT%\Prefetch\PLGUNLEXE-[HASH].pf

%SYSTEMROOT?%\Prefetch\SECURECLEAN.EXE-[HASH].pf

%6SYSTEMROOT % \Prefetch\SCWATCH4. EXE-[HASH] pf

SecureClean 4.0 44 %SYSTEMROOT%\Prefetch\SCTRAY4.EXE-[HASH].pf
%SYSTEMROOT%\Prefetch\SCWELCOME . EXE-[HASH].pf
AA %SYSTEMROOT%\Prefetch\SCUNINSTALLA EXE-[HASH].pf
%SYSTEMROOT%\Prefetch\UNINSTALL.EXE-[HASH].pf
I 5 =7 MY Al MME Prefetch m =X
=79 =T A8 £3
DataEraser 2.0 %SYSTEMROOT%\Prefetch\DATAERASER.EXE-[HASH].pf
%SYSTEMROOT % \Prefetch\DATAMON.EXE-[HASH].pf
East-Tec Eraser %SYSTEMROOT %\Prefetch\ETERASER.EXE-[HASH].pf
2008(8.9) %SYSTEMROOT%\Prefetch\ETSECUREERASE. EXE-[HASH].pf
Eraser 5.86.1 %SYSTEMROOT%\Prefetch\ERASER.EXE-[HASH].pf
%SYSTEMROOT%\Prefetch\WPM.EXE-[HASH].pf
FINALeRASER - — = N
4060220 File Wiping %SYSTEMROOT%\Prefetch\FDWIPEFILE EXE-[HASH].pf
Free Space Wiping %SYSTEMROOT %\Prefetch\FDWIPEFREESPACE EXE-[HASH].pf
. %SYSTEMROOT%\Prefetch\UNL.EXE-[HASH].pf
leocllfgég;“ 9%SYSTEMROOT%\Prefetch\QCLEAN EXE-[HASH] pf
%SYSTEMROOT%\Prefetch\SHRED32. EXE-[HASH].pf
Clean %SYSTEMROOT %\Prefetch\SCLAUNCHER4. EXE-[HASH].pf
SecureClean 4.0 My Computer %SYSTEMROOT %\Prefetch\SCBASE4.EXE-[HASH].pf
SecureClean %SYSTEMROOT %\Prefetch\SCDRAGDROP4.EXE-[HASH].pf
File Zapper %SYSTEMROOT %\Prefetch\SCZAP4. EXE-[HASH].pf
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HKU\{SIDN\Software\Microsoft\Windows\CurrentVersion\Explorer\MenuOrder\Start Menu2\Programs\ViRobot Data Eraser 2.0

DataEraser 2.0

HKU\{SIDN\Software\Microsoft\Windows\ShelIlNoRoam\MUICache
- {User defined path}\ViRobot DataEraser 2.0\{DataEraser.exe, DataMon.exe}

HKU\{SIDN\Software\ViRobot DataEraser20\{CleanWnd, DriveWnd, FileWnd, MainWnd, SearchWnd}

HKLM\SOFTWARE\EAST Technologies

HKLM\SOFTWARE\EAST_Technologies\East-Tec_Eraser

East-Tec Eraser

HKU\{SIDN\Software\EAST Technologies

2008(8.9)

HKU\{SIDN\Software\Microsoft\Windows\CurrentVersion\Explorer\MenuOrder\Start Menu2\Programs\East-Tec Eraser 2008

HKU\{SIDN\Software\Microsoft\Windows\ShelIlNoRoam\MUICache
- {User defined path}\East-Tec Eraser 2008\unins000.exe

HKU\DEFAULT\Software\Heidi Computers Ltd\Eraser

HKU\{SIDN\Software\Heidi Computers Ltd\Eraser

HKU\{SIDN\Software\Microsoft\Windows\CurrentVersion\Explorer\MenuOrder\Start Menu2\Programs\Eraser

Eraser 5.86.1

HKU\{SIDN\Software\Microsoft\Windows\ShelINoRoam\MUICache

- %ALLUSERSPROFILE%\Local Settings\Temp\mialO.tmp\EraserSetup32.exe

- %ALLUSERSPROFILE%\Application Data\{SID}\EraserSetup32.exe
- {User defined path}\Eraser\{Eraser.exe, ErsChk.exe}

FINALeRASER

HKU\{SIDN\Software\Microsoft\Windows\CurrentVersion\Explorer\MenuOrder\Start Menu2\Programs\WPM Demo

4.0.6.0220

HKU\{SIDN\Software\Microsoft\Windows\ShelINoRoam\MUICache

- {User defined path}\FinalData\WPM Demo\{FdWipeEmail.exe, FdWipeFile.exe, FdWipeFreeSpace.exe, wpm.exe}

HKCR\{.qla, .qlb, .qbh6, .uda, .udb, .uar, .ub6, .UDL, .uff}

HKCR\CLSID\{GUID \InProcServer32

HKCR\{QuickClean.Archive, QuickClean.Backup}

HKLM\SOFTWARE\Classes\{.qla, .qlb, .qb6, .uda, .udb, .uar, .ub6, .UDL, .uff}

QuickClean
6.01.0003

HKLM\SOFTWARE\Classes\CLSID{GUIDN\InProcServer32

HKLM\SOFTWARE\Classes\{QuickClean.Archive, QuickCleanBackup}

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VolumeCaches\QuickClean files

HKU\{SIDN\Software\Microsoft\Windows\ShelINoRoam\MUICache
— {User defined path}\McAfee\McAfee QuickClean\{Plguni.exe, Uni.exe}

HKEY_CLASSES_ROOT\CLSID\{SIDA\Shell\SecureClean Recycle Bin

HKU\{SIDN\Software\Microsoft\Windows\CurrentVersion\Explorer\MenuOrder\Start Menu2\Programs\WhiteCanyon\SecureClean 4

SecureClean 4.0

HKU\{SIDN\Software\Microsoft\Windows\ShelINoRoam\MUICache
~ %ALLUSERSPROFILE%\Local Settings\Temp\uninstall.exe

~ {User defined path\WhiteCanyon\SecureClean 4\{scbased.exe, SCDragDrop4.exe, SCLauncher4.exe, scliveupdate.exe,

scregmanagerd.exe, scscannerd.exe, SCWelcome.exe, sczapd.exe}

HKLM\SOFTWARE\Classes\SecureClean4

HKLM\SYSTEM\ControlSet002\Services\SCWatch 4.0
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