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Abstract

Nowadays, most hospitals have been used to create MRI or CT and managed them. Doctors depend on fast access to
images such as magnetic resonance imaging (MRIs), computerized tomography (CT) _scans, and X-rays for accurate
diagnoses. Those image data are related privacy of a patient. Therefore, it should be protected from hackers and managed
perfectly. In this paper, we propose a data hiding method into MRI or CT related a condition and intervention of a patient,
and it is suggested that how to authenticate patient information from an image. In this way, we create hash code using
HMAC with patient information, and hash code and patient information is hided into an image. After then, doctor will
check authentication using HMAC. In addition, we use a reversible data hiding DE(Difference Expansion) algorithm to hide
patient information. This technique is possible to reconstruct the original image with stego image. Therefore, doctor can
easily be possible to check condition of a patient. As a consequence of an experment with MRI image, data hiding,
extraction and reconstruct is shown compact performance.
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Table 1. Medical information related chart.

Brain Stem Drug: Carboplatin Phase II

Neoplasms, Drug: Thalomid

Primary Procedure: External Beam
Neoplasms, Radiation Therapy
Brain Stem

<Name> Christina Applegate

<ID> PI00001

<Condition> Brain Stem Neoplasms, Primary
Neoplasms, Brain Stem

<Intervention> Drug: Carbonation

Drug: Thalomid

Procedure: External Beam Radiation Therapy
<Phrase> 2
<Hash>6e(572dab0727addedf 1 afbebS1a6af7

a8 4 #Re| oREE
Fig. 4. Patient medical information.
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