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Idle Mode for Deep Power Save in IEEE 802.11 WLANs

Sunggeun Jin, Kwanghun Han, and Sunghyun Choi

Abstract: Along with the wide acceptance of IEEE 802.11 wire-
less local area network (WLAN), new applications such as Internet
protocol (IP) telephony over WLAN are fast emerging today. For
battery-powered IP phone devices, the life time extension is a key
concern for the market acceptance while today’s 802.11 is not op-
timized for such an operation. In this paper, we propose a novel
idle mode operation, which comprises paging, idle handoff, and
delayed handoff. Under the idle mode operation, a mobile host
(MH) without any active session deoes not need to perform hand-
off within a predefined paging area (PA). Only when it enters a
new PA, an idle handoff is performed. The proposed idle mode
allows an MH without traffic to extend its life time. We develop a
new analytical model in order to comparatively evaluate our pro-
posed scheme. The numerical results demonstrate that the pro-
posed scheme outperforms the existing schemes with respect to
power consumption.

Index Terms: Idle mode, IEEE 802.11 wireless local area networks
(WLANS), power saving.

I. INTRODUCTION

Recently, IEEE 802.11 wireless local area network (WLAN)
became a prevailing technology for the broadband wireless In-
ternet access. Along with that, new types of applications such
as Internet protocol (IP) telephony over WLAN are fast emerg-
ing today. For the wide market acceptance of battery-powered
IP phones in the growing 802.11 WLANS, IP phone’s power
consumption efficiency appears a key concern for the mobility
management in the 802.11 WLAN while today’s 802.11 is not
optimized for this. The reason why the 802.11 WLAN provides
poor efficiency in power consumption for the IP phones is rooted
in the fact that the 802.11 WLAN medium access control (MAC)
protocol [1] defines only two operational modes, which an mo-
bile host (MH) can operate in, namely, active mode (AM) and
power save mode (PSM).

In both modes, an MH has to always remain associated with
an access point (AP) even when there is no traffic to/from it. This
issues a critical problem that it has to perform handoffs at every
AP cell boundary in order to maintain the association with an
AP. The inevitable handoffs, at every AP cell boundary, cause
MH without active traffic! to waste precious battery power in
vain. As the handoff frequency, approximately proportional to
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the MH’s speed, increases, the MH consumes more power.

Even worse, when IEEE 802.11i [2] is employed for secu-
rity enhancement, a larger amount of message exchanges during
the handoff operation are expected, and these incur more power
consumption. Currently, IEEE 802.11r {3] is being developed
in order to overcome the overhead for performing the 802.11i-
related security operations during the handoff. Despite of the
efforts, 802.11r does not remove the handoff of idle MH itself
so that it still incurs the waste of power.

That is, IEEE 802.11 WLAN is naturally lack of an efficient
support of the mobility with respect to power consumption when
there is no traffic to be served for the MHs. Therefore, it is de-
sired to have a new mode of operation, called idle mode (IM),
on top of the currently-available AM and PSM. Due to the ab-
sence of such an IM operation, the combination of the IP paging
and the PSM, called the PSM with IP paging in this paper, have
been proposed as an alternative to the IM operation [4] though
the original aim of the IP paging is to facilitate the integration of
different wireless technologies and the IP paging is independent
of layer-2 (L2) technologies [5].

However, as discussed further later, IP paging is found to be
harmful to the power consumption efficiency since the power
consumption under the IP paging increases as the amount of
broadcast/multicast traffic in the network increases while there
are frequent broadcast/multicast frame transmissions in typical
WLANS. This fact implies that an MH should wake up fre-
quently than common expectations in order to manage broad-
cast/multicast frames, and hence, it wastes more power in vain.

In order to overcome the discussed problems, we propose
an IM operation, comprising paging, idle handoff, and delayed
handoff, which can be used when an IEEE 802.11 WLAN
standard-based MH does not have traffic or on-going ses-
sions. Using the proposed IM operation, the MH can stay in
the doze state requiring very little power. In our scheme, an
MH does not perform any handoff within a predefined paging
area (PA). The handoff with the minimum operation, called idle
handoff, is performed only when an MH leaves a PA. The pag-
ing provides a way to inform an MH in the IM of a new frame
arrival. The IP-level handoff should be deferred until a paging
success in order to reduce redundant operations, and hence, it is
referred to as delayed handoff.

In [6], the authors also discuss a paging scheme simi-
lar to our IM operation for 802.11 WLAN. In their scheme,
tracking agent keeps a cache containing MAC addresses and
IP addresses for both MH and its associated AP. However,
the cache is updated at every reassociation, i.e., L2 hand-
off, and hence, it incurs redundant signaling cost and power
consumption.

The rest of this paper is organized as follows. In Section I, we
discuss the limitations of the PSM with IP paging. In Section HI,

LWe refer to an MH without active traffic as an idle MH.
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Table 1. Summary of acronyms.

AM Active mode

AP Access point

BSS Basic service set

FA Foreign agent

HA Home agent

HD Handheld device

™M Idle mode

1P Internet protocol

L2 Layer-2

L3 Layer-3
MAC Media access control
MH Mobile host

MRA-AP Most recently associated AP

PA Paging area
PAID Paging area identification number
PSM Power saving mode
PTK Pairwise transient key
RRB Remote request broker
VoIP Voice over IP

VoWLAN Voice over WLAN
WNIC Wireless network interface card
WLAN Wireless local area network

we introduce the IM for the IEEE 802.11 WLAN. Additionally,
we propose new protocols constituting the IM. In Section IV,
we develop an analytical model to evaluate the proposal in terms
of power consumption. In Section V, through our mathematical
model, we evaluate our proposal and demonstrate the superi-
ority of our proposal compared with the current PSM with IP
paging. Finally, in Section VI, we conclude this paper with the
summary of our efforts and results. The acronyms used in this
paper are summarized in Table 1.

II. CURRENT LIMITATIONS

Paging is developed to locate an idle MH when there arrives
an incoming call destined to the idle MH. If an access net-
work capable of supporting IP, however, does not offer paging
scheme, IP paging can be used as an alternative for the wireless
network level paging. For this reason, researchers have consid-
ered that the PSM together with IP paging could be the alterna-
tive scheme for the 802.11 WL ANSs [4]. However, since the PSM
was developed without consideration of IP paging, the use of IP
paging along with the PSM could be an inefficient approach. In
this section, we discuss the reason why the combination of the
PSM and IP paging is not suitable as an alternative to the IM for
IEEE 802.11 WLAN.

A. Limitations of the PSM with IP Paging

The 802.11 standard specifies that MH’s wireless network
interface card (WNIC) can be in either of awake and doze
states [1]. In awake state, it can transmit, receive or sense the
physical channel while it actually continues to sense the channel
unless it either transmits or receives a frame. On the other hand,
in doze state, it is not able to transmit nor receive, and hence,
consumes very little power. How WNIC switches between these
two states is determined by its power management mode, i.e.,
the AM and the PSM. A WNIC in the AM always keeps operat-
ing in the awake state while the WNIC in the PSM can change
its state between the awake and doze states depending on the
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Table 2. Broadcast/multicast frame inter-arrival time statistics.

0~10ms | 10~100ms | 100 ms~1s
59.73 % 10.50 % 29.41 %

>1s
0.36 %

Table 3. Various types of multicast and broadcast frames.

[ Protocol T % ] Protocol [ % |
ARP request 67.27 UDP (SSDP) 9.56
UDP (LLMNR) 5.33 IGMP 4.92
UDP (WSD) 4.60 UDP (unknown) | 3.58
UDP (802.11 IAPP) 2.74 DNS 1.15

traffic pattern. Based on these features, we summarize the limi-
tation of the PSM with IP paging for an alternative to the IM as
follows.

Since an MH running in the PSM stays associated with an
AP, handoff is performed at every AP cell boundary in order to
maintain its association, thus resulting in redundant power con-
sumption. During a handoff procedure, the MH has to stay in
the AM since the handoff can be severely delayed otherwise.

In order to employ the PSM with IP paging, several foreign
agents (FAs) are grouped to cover an IP paging area. When-
ever an MH crosses an IP paging area, it should perform a lo-
cation update procedure including an layer-3 (L3) handoff. As
proved in [7], it takes several seconds to perform an L3 handoff
due to the L3 operation features. For this reason, higher mobil-
ity drives power saving schemes to require more power. When
a new call arrives, a selected agent broadcasts IP paging mes-
sage(s) through the entire IP paging area [5]. An MH in the PSM
is informed that it is paged by receiving the broadcast IP paging
message, which all APs in the IP paging area forward after de-
livery traffic indication message (DTIM) transmission.’

However, this policy requires unnecessary manipulations of
broadcast/multicast frames. The PSM with IP paging scheme
is employed when there is no active traffic for an MH. As ex-
plained early, IP paging depends on broadcast IP frames to in-
form idle MHs that new calls destined to the MHs are about to
be established. Therefore, an idle MH in the PSM should receive
basically all the broadcast/multicast frames in order to detect the
existence of newly-arriving calls although most frames are ac-
tually useless, and then, the received broadcast/multicast frames
are forwarded from MAC to IP layer.

As to practical devices, an MH consists of WNIC and hand-
held device (HD) where WNIC is attached. HDs are portable
equipments such as personal digital assistance (PDA) or smart
phone. IEEE 802.11 WLAN standard-based MAC layer resides
in a WNIC while IP layer, as a part of operating system (OS),
is embedded in HDs. It implies that HD needs to process these
forwarded IP frames by consuming considerable energy. In or-
der to verify the reasoning, we measure the inter-arrival times
of broadcast/multicast frames, i.e., the times between two con-
secutive broadcast or multicast frames, for an hour in NESPOT,
which is a large-scale commercial WLAN operated by Korea
telecom (KT). Additionally, we obtain another statistics in order
to take a closer look at what kinds of broadcast/multicast frames
are being transmitted in the network. For the measurement, we

2DTIM transmission interval is a count of the number of beacon frames, of
which transmission period is typically 100 ms.
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have used three MHs associated with an AP in the NESPOT.

Tables 2 and 3 show the inter-arrival times and the types of the
measured broadcast/multicast traffic. From the tables, surpris-
ingly the inter-arrival times under 10 ms represent the major por-
tion. The average frame inter-arrival time is 116.7845 ms. This
fact shows that there will be a broadcast/multicast frame every
beacon interval (assuming 100 ms beacon interval) in average,
and hence, the MH has to wake up often, e.g., every beacon in-
terval, to receive these frames. For this reason, any MHs adopt-
ing an IP paging are compelled to consume their energy in vain
in order to receive useless frames.

We classify the collected packets by referring to the destina-
tion port since the destination port typically indicates the usage
of the frame [8]. However, we cannot recognize the usage when
a multicast frame contains a particular port number, of which
usage is unknown. Table 3 shows what kind of multicast and
broadcast frames are in the wireless network. The ratio is ob-
tained by dividing the number of the corresponding type frames
by the total collected broadcast/multicast frames.

In this table, we observe that ARP request frames occupy
67.27 % of the broadcast/multicast frames. The ARP request
frames are necessary to IP address management for the dynamic
host configuration protocol (DHCP). When there is no response
corresponding to an ARP request, DHCP server determines that
it should withdraw the corresponding IP address allocated to
an MH. UDP (SSDP) accounting for 9.56 % represents UDP
multicast packets for simple service discovery protocol (SSDP),
which is designed for universal plug-and-play by Microsoft and
Hewlett-Packard. Internet group management protocol (IGMP)
and UDP (LLMNR) are utilized for the membership manage-
ment of Internet protocol multicast groups and link local mul-
ticast name resolution (LLMNR) protocol, respectively. UDP
(WSD) is used for web service discovery (WSD) protocol. UDP
(unknown) indicates the broadcast/multicast frames of which
usage is not known. We do not present the rest frames, of which
portion is less than 1 %.

Moreover, IPTV services relying on IP broadcast/multicast
transmissions are launched for wired network in Korea. Natu-
rally, the IPTV services are expected to be served in wireless
networks soon. It implies that we will face more congested IP
broadcast/multicast traffic in wireless network in the near fu-
ture. Lastly, the original IP paging is targeted at the integra-
tion of heterogeneous wireless networks by providing paging
scheme in IP layer. However, under wireless network exploit-
ing its own MAC-specific paging scheme, IP paging actually
would provokes redundant operations since both MAC and IP
provide the same functionality, i.e., paging. Nevertheless, due
to the absence of a paging in IEEE 802.11 WLANS, IP paging
would have been regarded as a useful candidate for the MAC-
level paging [4].

L. PROPOSED IM OPERATION
A. Definition of IM '
In order to overcome the problems discussed in Section II, we
define a new mode, i.e., IM, for IEEE 802.11 WLAN. By utiliz-

ing the IM, we allow idle MHs to minimize required operations,
thus leading to high power saving efficiency. When an MH is in
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Fig. 1. Procedure for the IM operation.

the IM, it performs only essential operations to wake up to catch
a newly-arriving call in time. The necessary operations for the
IM are defined as follows:

1. A handoff does not occur at every cell boundary unlike an
MH in the PSM. A handoff, called idle handoff, is per-
formed only when an MH leaves a PA to enter another PA.

2. When an MH is in the IM, the MH is not associated with
any AP. The only thing that the MH in the IM has to do
is to listen to the beacons periodically at every predefined
interval in order to switch itself to the active mode when
a frame destined to itself arrives. The typical beacon lis-
tening interval for receiving beacons to wake up is set to
1 s, while beacons are transmitted by APs every 100 ms
typically. It should be noted that the call setup latency in-
creases proportional to the beacon listening interval.

3. Only a successful paging makes an MH in the IM enter the
active mode.

Security is indispensable for proper VOWLAN services. The
emerging 802.11r standard is expected to provide efficient se-
curity schemes for fast roaming when a MH moves across
APs [3]. We integrate the IM operation with those schemes de-
fined in the 802.11r.

B. Protocols for IM

A number of neighboring AP cells are grouped into a PA. The
APs belonging to different routers can also be grouped into a sin-
gle PA. The APs in the same PA have the same identifier, which
is broadcast through the beacons with a newly-defined paging
area identifier (PAID) field. Each MH in the IM can differenti-
ate a PA via its PAID.

We define a new procedure in order to support the IM., Fig. 1
shows the procedure when an MH enters and leaves the IM. Af-
ter a session (e.g., 2 VoIP session) completion, the MH transmits
an IM request frame, a management frame, to enter the IM. After
receiving the corresponding IM response from the AP, the MH
in the IM can move around within the same PA while the AP,
which transmitted the IM response, maintains the information
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Fig. 2. Idle handoff.

regarding the MH in the IM. The information is used to support
the movements to other PAs, security, and call setup process in
the future.

This AP is referred to as home-AP. After entering the IM,
the MH starts listening to beacons periodically (e.g., every one
second). Even when an MH recognizes the change of AP cell
through the beacon information, the MH only keeps listening to
the beacons as long as the MH stays in the same PA. This con-
tinuous beacon listening operation is called AP-reselection. For
an efficient AP-reselection, there could be many optimization
issues as addressed in [9]-[11]. However, we do not consider
the AP-reselection issues since they are beyond the scope of this
paper.?

When a frame destined to a particular MH in the IM arrives
at the home-AP, the home-AP broadcasts a page-notify message
to all the APs, belonging to the same PA, which in turn start
paging the destination MH. That is, the APs convey the paging
information via their beacon frames. If an MH recognizes that
it is paged by receiving such beacon(s) from an AP, it attempts
to associate with the AP by transmitting a reassociation request
frame. After finishing all the preparations for serving the MH,
the new AP replies to the MH with a reassociation response
frame and broadcasts paging-success to the APs in the same PA
to stop paging operations of these APs. Along with that, after
a successful paging, the MH begins a delayed handoff opera-
tion as presented below. Ultimately, the proposed IM enables
the 802.11 WLAN to page the deeply steeping MHs only in L2
without depending on the IP paging since the PSM with IP pag-
ing has redundancies in paging as explained earlier.

The paging may fail when a new call arrives in case that
an MH in the IM does not update its movement to a newly-
entered PA. However, the paging failure probability is ignorable
as proved in Appendix I. In spite of the ignorable paging fail-
ure probability, it is required to cope with the paging failure for
reliable service. In case of the paging failure, the paging retry
should be conducted T'y;; later since an MH in the IM requires
T to recognize its movement to a new PA.

C. ldle and Delayed Handoff

Idle handoff is a handoff that is performed whenever an MH
in the IM moves across a PA boundary. Fig. 2 shows the proce-

3For example, the Neighbor Report information from the emerging
802.11k [10] will make this possible.
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Fig. 3. Delayed handoff.

dure for idle handoff. After an MH enters a new PA, which can
be identified by a newly-received beacon, it transmits an idle-
handoff request frame including the basic service set identifier
(BSSID) of its home-AP. If it fails, it can retry the transmis-
sion. Upon receiving the idle-handoff request frame, the new
AP receiving the frame forwards it to the home-AP.# In case
that a home-AP receives an idle-handoff request frame, it up-
dates the PAID for an idle MH with the value conveyed through
idle-handoff request. After transmitting idle-handoff request, the
MH resumes listening to the beacons periodically in order to re-
ceive the paging information. The AP, which is involved with
the 2-way frame exchange, is referred to as most recently asso-
ciated AP (MRA-AP).

When there is at least one idle handoff, a home-AP transmits
a page-notify to an MRA-AP, which in turn forwards it to all the
APs in the same PA. Since our proposed scheme enables 802.11
WLAN to keep track of the locations of the MHs in the IM,
IP-layer related operations including IP paging becomes redun-
dant. That is, our proposed protocol replaces IP paging. There-
fore, in our approach, handoff operations related to an IP layer
are postponed until a successful completion of the paging even
when an MH needs to conduct IP-layer handoff by departing
the coverage of an FA, where a home-AP is attached. For this
reason, we refer to this handoff operation, which delays the ac-
tivation of IP layer, as delayed handoff.

We define a protocol for delayed handoff as shown in
Fig. 3. During the paging operation, frames destined to an
idle MH are buffered at the home-AP. After a successful pag-
ing, the home-AP forwards the buffered frames to a new AP,
which the paged MH is newly associated with. While the home-
AP forwards those frames, the MH begins listening to router-
advertisement-messages, which an FA broadcasts to provide the

4The mapping between an AP’s MAC address and its IP address can be ob-
tained from a server as defined in IEEE 802.11F [12]. Note that the 802.11F is
not a standard. The mapping information can be utilized when a new AP for-
wards the idle-handoff request frame to the home-AP.
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Fig. 4. Proxy MIP procedure.

IP-layer handoff. By receiving router-advertisement-messages,
the MH can initiate an IP handoff deferred until the paging.

However, it incurs a corresponding call setup latency. There-
fore, we provide a remedy reducing the latency by utilizing
proxy MIP [13]. Additionally, we prove that there exists a trade-
off relationship between the power consumption, which is rep-
resented by a signaling cost, and the call setup latency. The pre-
vious study only deals with IP layer procedure, and hence, we
provide an integrated scheme combining the proposed IM and
the IP layer procedure as follows.

‘We design FAs to perform an MIP handoff on behalf of an idle
MH, which is referred to as PMIP procedure, whenever an idle
MH enters an FA’s coverage. An idle MH neither performs an
MIP handoff nor receives broadcast/multicast IP packets, thus
reducing power consumption as well as signaling cost as well. In
fact, FAs, however, do not need to conduct a PMIP procedure
whenever an idle MH enters their coverage since an idle MH
does not have a session. We assume FAs perform a PMIP pro-
cedure only if an idle MH reaches the coverage of a new FA
located at a predefined distance from the old FA (oFA), which
had performed the latest PMIP procedure as shown in Fig. 4.

Keeping these features in mind, we develop a protocol for the
802.11 WLAN:S as follows: (1) An MH enters the IM by com-
pleting an IM entrance procedure involved with a home-AP. The
home-AP begins managing the location of the MH after activat-
ing PMIP in the FA connected with the home-AP. (2) When the
idle MH performing the idle handoff moves to the coverage of
a new PA, the corresponding MRA-AP determines whether the
idle MH enters a coverage of a new FA by querying the home-
AP about the previous FA, where the MH stayed.

In this case, the MRA-AP> obtains the distance between the
new FA and the oFA. If the distance is equal to a predefined
value, it requests the new FA (nFA)® to conduct the PMIP pro-
cedure. Additionally, it requests oFA to remove obsolete context
about the idle MH and takes over the role of home-AP. Other-
wise, it informs the home-AP that the MH is in its PA. (3) Since
FAs do not perform the PMIP procedure whenever an idle MH
enters a new FA-coverage, IP packets destined for the idle MH
arrive at oFA. For this reason, the oFA triggers the home-AP to
page the idle MH. Consequently, the paged idle MH can con-
duct anr MIP handoff by itself after the completion of a network
entry procedure for the wireless network while oFA forwards

5MRA-AP can be designed to have a mapping table containing distances
among FAs based on pre-configured location information for each FA.
SnFA represents the new FA performing PMIP procedure.
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the arrived IP packets by querying the information about under
which FA the paged MH is from the home-AP. As a result, this
proposal enables an idle MH to fully exploit the power saving
efficiency, which the IM can provide by removing the necessity
to receive broadcast/multicast IP packets.

D. Security for IM Operation

The IM is designed to work with the existing and emerg-
ing 802.11 security schemes including the 802.11i [2] and the
802.11r [3]. In the 802.11i, an MH that handoffs to a new AP
performs the 802.1x authentication procedure prior to the 4-way
handshake. However, an MH in the IM keeps disassociated from
a WLAN. It implies the WLAN does not need to provide it
with a secure service. For this reason, an MH employing the IM
can defer the authentication procedure up to the end of a suc-
cessful paging, thus incurring less power consumption. Since
the 802.11i-based commercial networks are already deployed in
many places, we consider the 8§02.11i WLAN for our evalua-
tions.

In an 802.11r WLAN, fast transition (FT) key hierarchy is
designed to accelerate handoff by providing hierarchical key
management strategy to establish pairwise transient key (PTK)
fast. However, since an idle MH does not have any data to be
served, it does not need to derive the PTK whenever it moves
to another AP but computes fresh PTK for secure data trans-
mission with a successful paging. Excepting the secure data
transmission, when an idle MH conducts idle handoff, secure
idle-handoff request should be forwarded to home-AP. In the
802.11r, remote request broker (RRB) assumes the role of frame
forwarding, and hence, we adopts the functions of RRB in order
to support idle handoff. When an MH enters the IM, the idle MH
and home-AP do not release the PTK for future use. An idle MH
trying to transmit idle-handoff request frame encrypts the frame
with the PTK, which is used for secure transmission with home-
AP, and then, transmits it to an MRA-AP. Upon receiving the
encrypted idle-handoff request frame, an RRB in the MRA-AP
forwards the frame encrypted with the PTK to home-AP guar-
anteeing secure validity.

IV. POWER CONSUMPTION ANALYSIS

The IM is developed to improve power consumption effi-
ciency, and hence, we analyze the performances of both the IM
and the the PSM with IP paging in terms of power consump-
tion. For the numerical analysis, we separate MH into WNIC
and HD, which take roles of MAC and IP, respectively since
their power consumption is different from each other.

A. Assumptions

We consider VoIP telephony as a target application for our
analysis. When VoIP phone is used, a session is initiated by an
incoming or outgoing call. In order to indicate the operational
status of VoIP phone, we define two states for the service as
follows:

State I: An MH holds an active session. In other words,
WNIC is in the awake state and the HD is powered
on. The MH has an session for traffic. It performs
handoff whenever it moves across AP cells.
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Fig. 5. Timing for area crossings: The term “area” is used to imply an IP
paging area as well as a paging area.

State 2: An MH stays idle without holding active session. It
implies that WNIC switches between the awake and
the doze states at every predefined time interval pe-
riodically in order to receive beacons including the
paging information. If the IM is utilized, WNIC per-
forms idle handoff whenever it leaves a PA. A suc-
cessful paging or outgoing call makes the MH enter
state 1.

For general assumption, we do not consider microsleeping’
for on-going VoIP session in state I, i.e., the state transition
from the awake state to the doze state does not occur during the
whole on-going session time. In order to determine the steady
state probability, we make the following assumptions:

1. Incoming and outgoing calls at an MH occurs according

to a Poisson process with rates Ain and A,y4, respectively.

2. Session holding time ¢, is generally distributed with a

probability density function f5(¢) and its expectation is
1/ An.

3. Idle time ¢ is exponentially distributed with the expecta-

tion 1/)\1. Note that Ay = A, + Agut-

B. Area Crossing Probability

IP paging area encompasses multiple routers, each of which
may include several APs, and hence, it is reasonable that an [P
paging area comprises several PAs, which in turn consists of sev-
eral AP cells. For this reason, IP paging area and PA are struc-
tured in hierarchal network topology, where MH would move
around by crossing AP cells while possibly crossing them as
well. Power consumption depends on how many areas including
IP paging areas, PAs, or AP cells an MH passes through.

In Fig. 5, let random variable ¢; represent an idle time. f;{t)
is the probability density function (pdf) of ;. Generally, f;(t)
can be an arbitrary pdf, but we assume an exponential distribu-
tion. Random variable ¢/, represents area sojourn time at the ith
area. fr,(t) and Eftpr,](= 1/Apg,) are the pdf and the expec-
tation of area sojourn time, respectively. We assume that area
sojourn times, £p,’s, are 1.i.d., and follow the same distribu-
tion. Therefore, we simply denote ¢ps, and fas, (t) as tpr and
far(t), respectively. Let £, be the interval between the begin-
ning of the IM and the instance when the MH leaves the first
area while f,,,(¢) indicates its pdf. far(t) and Eftpr](= 1/An)
are the pdf and the expectation of s, respectively. Fr(s) and
Fy(s) represent the Laplace transform functions of f,(¢) and
fu(t), respectively.

We derive the probability Pr(¢ss < ¢) that an MH crosses an
area during idle time by:

"Microsleeping is a sleeping for silent voice period while MH holds active
session.
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Fig. 6. Types of cells within an area and outside-regions.

Prity < t;) = /Ooo [g i Fi(t:) Far(B)dtdt;

o0 £;
=)\ / g Mt / Far(t)dtdt;
0 0

o Fy(Aa)

= Fyr(A1).

Similarly, we have the probability that an MH crosses the
first area by F%(Ar). Now, we easily derive the probability
Pr{K = k) that an MH crosses areas k times during idle time
from the reasoning: (1) The MH crosses the first area with the
probability F¥ ()\r), and thereafter, (2) it crosses (k — 1) PAs
with the probability (F3;(Ar))*~1; finally, it stops crossing the
PA with the probability (1 — Fj;(Ar)). The equation is obtained
by multiplying those probabilities summarized by:

I—F,:;()\[), k=0,

Pel=H = 1 R O B, Kot O

where k = 0 implies that MH stays within the first area. We in-
troduce another derivation in Appendix IL

C. Area Sojourn Time Probability

Since an area, i.e., either an [P paging area or a PA, is com-
posed of a number of cells, we can derive f,(t) and fas () as
follows. Fig. 6 shows the cell types in an area and the outside-
region types at the outside of an area. In this figure, cells are
classified into different types according to the absolute position
in a sector. A sector is defined by a region between adjacent in-
tersecting lines.

The outside-region type is labeled after the type of its adjacent
cell in an area. A layer is defined as a group of cells with the
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same depth from the area center. The probability matrix P*),

where element pggy) (') of P(*) represents the probability
that MH moves from either a type <z, y> cell or a type <z, y>
outside-region to a type <z’, y’> cell or outside-region exactly

at the kth random crossing, can be derived by:
P& = p.pk-1) >1

where P = (p(g,4),(z',y)) i the transition matrix, and
P(z,y),(z',y") 18 the probability that MH departs either a type
<z,y> cell or a type <x,y> outside-region to enter a type
<x',y'> cell or outside-region.

Let the maximum number of the layers in an area be
N. If there exists only a single cell in an area, namely,
type <0,0> cell, N = 1. The transition matrix P becomes
(N(];H) X NU\;H)) matrix. MH can reach type <N, ;>
outside-region by departing an area only via type <N — 1, />
cell. Using the transition matrix, the probability py (z.4),(v.5)
that an MH initially resides at a type <z,y> cell, and moves
into a type <N — 1, j> cell at the (k — 1)st crossing, and then,
departs an area at the kth crossing is derived by [14]:

P(z,y),(N.5) k=1,
Dk, (@,9),(N,j) = { (k) _(k-1) @
Plo),(N.g) ~ Pla) vy F>1

where0 < j < N — 1.

Random variable ¢ ;) represents the time that an MH spends
until leaving an area while it visits £ cells. If an MH begins the
IM in the area, it is denoted by:

k
t(k) = (tr + Ztc)
=2

where ¢, is the random variable for the residual service time [15]
defined by that required to leave a cell when an MH Begins the
IM in the area. Let £, denote a random variable for cell sojourn
time. E[t.](= 1/A.) is its expectation. If an MH passes through
an area while visiting k cells, ¢y is derived by:

k
=) te.
=1

We derive F}; (s) and F;;(s) by considering how many cells an
MH visits until leaving an area. Let f(x)(t) represent the pdf of
t(k)- Accordingly, fi,(t) is derived by [16]:

tk)

oo N—=1n—1N-2

=2 2> ¢k fm®) 3

k=1 n=0 y=0 j=0

where 1(n, y) is the probability that MH starts its IM when stay-
ing in a type <n, y> cell. In a hexagonal area, there are six cells
of the same type except for type <0, 0> cell. Assuming that the
total number of cells in an area is S(NN), ¥(n, y) is derived by:

1

3 =0andy =0,
w(nw { n= Tty

otherwise.

S(N)’
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In this equation, S(V) is given by 6N(N_1) + 1. Since the
pdf of ¢,. is defined by f,-(t) = Ac ft fe(r d7' [15], the Laplace
transform function of f,. (t) is derived by:

%2 (1 R (o)),

Fi(s) =
From (3), the Laplace transform F},(s) is derived by:

oo N—1n—1N-2
=Y DY ()P )
k=1 n=0 y=0 j=0

221~ PG E ()

C))

When an MH enters an area, it begins its movement at
type <N —1,y> cell. It implies that the probability that
the MH leaves the area at the kth cell crossing becomes
Pk,(N—1,9),(N,j)- Therefore, the pdf of area sojourn time re-
quired to cross an area is derived by [16]:

oo N—-2N-2

= Z Z Z P(N-1,9)Pk,(N-1,),v.5) Fay @) (5)

k=1 y=0 j=0

Ia(t)

where p(v_1,y) is the probability that MH enters an area
through a type <N — 1, 5> cell at the first crossing. The val-
ues of () are obtained as follows:

3 =0
_JoN+1 7
PNy = 2+ therwi
—_— 1S€.
INTT otherwise

Using (5), the Laplace transform function Fy,(s) of far(t) is
derived by:

oo N—-2N-2

Fir(s) =D ) @N-1,4)Pr,(N-1,0),(N,5) (Fe (8))F.

k=1 y=0 j5=0
(6)

We apply (4) and (6) to the derivations of Pr(K;p = k) and
Pr(Kpa = k), each of which represents the probability that an
MH crosses IP paging area and PA k times during an idle time
t1, respectively. For the purpose, we use new notations F}p(s)
and F; (s) instead of Fy,(s) and Fy, (s) for Pr(Krp = k). Sim-
ilarly, F5 ,(s) and Fj;,(s) correspond to Fy,(s) and F; (s) for
the derivation of Pr(Kp 4 = k), respectively. Consequently, we
summarize the corresponding Laplace transform functions as
follows:

oo L-2L-2

=Y D0 ew-1a)Pr -1y, @) (FE(8)*

k=1 y=0 j=0

Fip(s)

)
s=Ar

(D

oo L-1n-1L=-2

=3 23> y)Pr )

k=1 n=0 y=0 j=0

Ac

~ (L= F () (Fe ()™

. ®)

S=Ar
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State 2:
Staying idle
without active
session

State 1:
Holding: active
Session

Fig. 7. State transition diagram for Markov chain modeling.

oo -2 -2

)= S Py Pti-1a. ) (FL ()

k=1y=0 j=0

FPA

b
s=Ay

&)

oo I-1n—-11-2

Fra() =333 9 9)pr o, a)

k=1n=0 y=0 j=0

Ac

— (= FZ()(FE () (10)

sz

where L and [ are the maximum number of the layers for IP
paging area and PA, respectively. Typically, IP paging area is
larger than PA, and hence, it satisfies that L > I. We derive the
AP-cell crossing probability Pr(K. = k) simply by replacing
F(s) and F};(s) with 22(1 — F*(s)) and F?(s), respectively.

D. Power Consumption

We derive MH’s power consumption including WNIC’s when
it adopts the IM or the PSM with IP paging. In {17] and [18], the
authors present the analysis regarding power consumption. We,
however, derive a new power consumption model since the pre-
viously presented analysis did not deal with hierarchical net-
work topology. Fig. 7 shows two operational states of an MH for
a Markov chain modeling by considering our assumptions. The
steady state analysis is based on the embedded-Markov process
because state changes occur with a Markov chain, but take a
random amount of time between the changes. In this figure, p1o
and py; are the state transition probabilities, representing a ses-
sion completion in state I and a session arrival in state 2, respec-
tively. Both py2 and po; are simply 1, and hence, we easily ob-
tain the stationary probabilities of this embedded Markov Chain
as 1 = 1/2 and my = 1/2, respectively. In addition, we can an-
alyze the average time, which the MH stays in each state, as
T1=1/Xpand T2 = 1/A; = 1/(Ain + Aous)- Then, we obtain
the steady state probabilities of the embedded-Markov process
as follows:

71'?;Ti
==

i=1,2.
> =1L

(1)

In the steady state, MH’s average power consumption is de-
rived by:

P =p Py +poPs,

where p; and po are the probabilities derived in (11) for state 1
and state 2, respectively. P; and P, are the corresponding
power consumption in each state.

Since an MH in the IM does not need to perform IP-layer
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Table 4. Parameters for power consumption analysis.

{ Parameter | Definition
Abr Ave. delay for paging message delivery
Ain Incoming call rate
Aout Outgoing cail rate
te A random variable for cell sojourn time
ih A random variable for session holding time
tik) A random variable for area sojourn time
tr A random variable for residual service time
tr A random vanable for idle time
D, Ave. delay for paging message delivery
Eg Energy required to perform 802.1x procedure
EAP res Energy required to perform AP reselection
By Energy required to receive beacon
Ey Energy required to receive broadcasts
Epwo Energy required for delayed handoff
Eino Energy required for idle handoff
Erongo Energy required for L2 handoff
ErsHo Energy required for L3 handoff

E, Energy required for paging

EwnN_sip Energy consumed while a WNIC is sleeping when it is in the IM

Nyps Ave. number of beacon listening in IM

Npp Ave. number of broadcast frames within a Target Beacon Transmis-
sion Time {(TBTT)

Npa eng Ave. number that an MH leaves PAs

Pup act Ave. power consumption of HD being in active state

Pup sip Ave. power consumption of HD being in sleep state

PwN_awk Ave. power consumnption of WNIC in awake state

PwnN_sip Min. power consumption of WNIC in doze state

Tig Ave. time for 802.1x procedure

T auth Ave. time for authentication procedure

Tors Beacon listening interval

T Ave. time for beacon frame transmissions

Ty sg Ave. time for a single beacon frame transmission

Tor Ave. time for broadcast frame transmissions

Tor_sg Ave. time for a single broadcast frame transmission

Tbrp Ave. time for inter-arrival of broadcast frames

TpHo Ave. time for delayed handoff procedure

Tin Ave. time for idle handoff procedure

Trano Ave, time for L.2-level handoffs

Tr2HO g Ave. time for a single L2-level handoff

Tr3eo Ave, time for L3-level handoffs

TL3HO g Ave. time for a single L.3-level handoff

Tp Ave. time for paging procedure

Tras Ave. time for reassociation procedure

Tscan Ave. time for scanning procedure

operations as discussed in Section III, an HD transits its power
mode to standby mode. In contrast, when the PSM with IP pag-
ing, is employed, it has to perform inter-AP handoff along with
probable IP-layer handoff, For this reason, it is reasonable to as-
sume HD is always powered on.

We first determine the power Py consumed in state 1 as fol-
lows:

?l = PWN_act + -ﬁHD_act

where Py ot and Pgp qcs are the power consumptions by
active WNIC and active HD during a session holding time, re-
spectively. Prior to further discussion, we summarize all the pa-
rameters employed for power consumption analysis in Table 4.
E. Power Consumption for IM

When the IM is employed, P is determined by:

P2 =Prm+Pup sip = NErm +Pup_sip
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where E [y is the energy consumed for the idle time 1 /A1, and
is represented by:

EIM :EWN_sip + Elx + Ep + EA.F‘__r(—;‘s
+ Eb + Eino + Eprio-

Since the 802.1x authentication and delayed handoff proce-
dures are performed once at maximum, we approximate E ;s
to:

EIM —-EWN slp + E + EAP res Eb + Ezho

=Pwn_stpTWN_sip+

— Ain
Py quwk (

—2 4T
P/\m + )\out +1ap _res + Tb + T%ho)

The sleep time Ty N_stp becomes the remaining time exclud-
ing all the times required for the IM operations. Therefore, we
derive Tw_gp by:

TWN_slp

O A
= t— | Ty & 8 res
~/G ( ( P Ain + '\out + Tl * TL21-IO g + TAP
+Ty +Tino + TDHO) ) fr(t)dt

1 = Ain
=— —(T,— 2 4T, +T
N ( PN T o +T12o +T1280 sg + T 4P_res

+Tp + Tipo + TDHO)

where T p)\—-m— and Ty, are the times required for paging
and the 802.1x authentication procedures, respectively. L2 hand-
off, composed of scanning, reassociation and authentication, is
needed after a successful paging procedure. Accordingly, the
time T'ro HO_sg for a L2 handoff can be obtained by summing
the required times as follows:

TLZH 0O_sg = Tras + Tfauth + _T-scan

where Tras, Tauth, and Tseqy are the times for reassociation,
authentication, and scanning, respectively. T 4p res is the > total
required time to perform AP reselection during ¢;. T, Tinos
and T pro are the times for beacon listening, idle handoff, and
delayed handoff, respectively.

AP reselection is performed at every cell boundary so that we
derive T 4 P_res Dy obtaining the entire number of cells which
an MH travels during idle time as follows:

—T.scanF:()\I)

—r0p . 12

TAP_’I‘&S == Tsca,n Z k PT(KC — k) -
k=0

The sum T} of the periodic beacon listening times is deter-
mined by:

Tb = _Nbi—T—b_sg

where Ny; is the expected number of beacons which an MH
receives during idle time. Since beacons are received every Ty;,

we obtain Ny; by dividing idle time by T;; as follows:

— 0 1
Ny = .
’ /0 Thi fi(tyt /\JTbli

An MH conducts an idle handoff whenever it crosses a PA so
that the time required for the idle handoffs is derived by:

= TaFp(r)
P I-Fp 00
Finally, Tyw N _slp can be approximated as follows:
oo )\in
P Ain + Aout
~Tr280 — T aP_res — Tt — Tiho-

_— 1
Twn sip 2)\—1 -

E Power Consumption for PSM

On the other hand, if the IM is not employed, i.e., PSM with
IP paging is used, the power P, in state 2 is determined by:

Py = M Epsu + Pup_act-
We have the energy required for the PSM by: ,
Epsm =Ewn_sip + Ev + Evr + Epano + Ersuo |
=Pwn_stpT WN_sip (13)
+ Pwn_awk(To + Tor + Tr2m0 + T13HO)

where Ey,. is the energy required to receive broadcast frames. In
order to support IP paging, MH has to receive as many broad-
cast frames as possible since IP paging schemes are designed on
the basis of broadcast frames for the notification of a new call
arrival. Epomo and Epsgo are energies consumed for an 1.2
handoff and an 1.3 handoff, respectively.

For each term in (13), we first derive the sleep time Ty N_slp
as follows:

_ . _
Twy_sip = N (Ty +Tor + Tr2mo + Tr3ro)-

If there exists at least one MH running in the PSM, the serving
AP should buffer every broadcast frame and forward it by us-
ing normal transmission rule after DTIM transmission. For this
reason, under the assumption that broadcast frame arrives with
exponential distribution, we derive the time required to receive
the buffered broadcast frames by:

Tbr_sg

Ty =T,
br br_sg /0 AITbrp

where Ty, is expected mter—amval time of broadcast
frames. T om0 i8 the total required time for L2 handoffs while
an MH crosses cells. In a similar manner to (12), we have

T oo by:

¢

-——‘f 1(t)dt =

Tr280_sgFy (A1)
1—Fr(A\r)

The time for L3 handoffs T 1350 is derived by:

Tramo =

Tr3ro_sgF5y (A1)
- Frp(Ar)

where T'1310_sg is a time for a single L3 handoff.

Trsao =
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Y. ANALYTICAL RESULTS
A. Model Validation

Figs. 8 and 9 show the area crossing probability Pr(K = k),
where k > 1, when an MH crosses areas of which the maxi-
mum number of layers is 6. Table 5 presents the probability that
an MH stays at the first area, i.e., k = 0. In order to validate the
derived equations, we conduct simulation by using the simula-
tor, which we have developed for the exclusive purpose.

Both analysis and simulation results are presented for the
comparison. From both figures and the table, we observe that
analysis and simulation results match very well, thus verifying
the validity of our analysis.

Fig. 8 shows Pr(K = k) as the number of area crossings
k increases when 1/), is fixed at 160 s under the condition
that Eft;|(= 1/)\;) varies from 1 hr to 6 hr. For 0 < k < 4,
Pr(K = k) is high when the value of 1/} is small. In the con-
trast, for & > 12, Pr(K = k) is high when 1/ is long. It im-
plies that long 1/A; provides more chances for MH to cross ar-
eas as the expectation of idle time 1/X; increases. Fig. 9 shows
Pr(K = k) under given 1/);. In this case, the expected cell
sojourn time Eft.](= 1/A.) varies from 40 s to 1280 s. This
figure shows how mobility influences the area crossing proba-

489
Table 5. Pr{K = 0) values,
1/A¢ 1s 160 seconds
1/X; (bour) 1 2 3 4 3 6
Pr{K = 0) (numerical) 0.413[ 0.269] 0.200] 0.160| 0.133] 0.114
Pr(K = 0) (simulation) 0.414] 0.269] 0.200| 0.161] 0.134] 0.114
1/Ar is Thour

Cell sojourn time (sec) 40 80 160 | 320 | 640 | 1280
Pr(K = 0) (numerical) 0.160] 0.269] 0.413] 0.568] 0.700] 0.811
Pr{K = 0) (simulation) 0.161] 0.269| 0.414] 0.566| 0.702] 0.809

Table 6. Parameter values for power consumption evaluation.

[ Parameter | Value || Parameter |  Value |
From the data sheet
PWN awk | (925425652 mW || Pwn sp 45 mW
PHD act 625 mW Pyp sip 86 mW
Battery cap. 1250 mAh - -
From practical measurement
Trsao | 3s I T | 525ms
Assumed values
Ty 500 us Ty 5 ms
Touth 2 ms ) 1s/100 ms
Tras 1.3 ms Tin 500 us
Tscon 300 ms 1/ A 5 min

bility. Small 1/). represents high mobility of an MH. For this
reason, the smaller 1/A. incurs the higher value of Pr(K = k)
for & > 10. It implies that smaller 1/A; encourages an MH to
cross areas more frequently.

B. Power Consumption Results

Table 6 lists the values of all the parameters used for the nu-
merical evaluation including (1) the values from the data sheets
(related to the power consumption) [19], [201.% (2) practically
measured values [7], {21],? and (3) some assumed values. For
simplicity, we ignore the state transition overhead of WNIC.,

Fig. 10 shows the evaluation results about power consump-
tion and life time according to average cell sojourn time
(ACST). Fig. 10(a) shows the overall power consumption of
WNIC. L and ] represent the maximum number of layers of IP
paging area and PA, respectively. For a fair comparison, we use
1 s as well as 100 ms for beacon listening interval Tp;;. As ex-
pected, smalier T}, results in more power consumption.

In this figure, we observe both the IM and PSM with IP pag-
ing (PIP) require more power for smaller ACST. As discussed
earlier, small ACST implies high mobility. Accordingly, the
higher mobility incurs the more handoffs, thus resulting in the
more power consumption. The power consumptions depending
on the mobility are attributed to L2 handoff and AP reselection
in case of PIP and the IM, respectively.

Meanwhile, PIP needs more power in case that L = 4 rather
than L = 6 under the same ACST. However, the power for the
IM remains virtually unchanged irrespective of [. It implies the
power for idle handoff is ignorable so that the size of PA hardly
influences the amount of the power consumption.

Fig. 10(b) shows MH’s life time including session holding
time as well as idle time according to the incoming call arrival

8—}3;4; N_awk is the average of the reception and transmission powers.
91n [21], the authors measured the authentication delay when the 802.11i is
employed.
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Fig. 10. Power consumption and life time: (a) Power consumption of
WNIC and (b} life time of MH.

interval for each ACST bound when | = 4 and L = 6. The up-
per and the lower bounds of each scheme are obtained for 64 min
and 30 sec of ACST, respectively. As expected, higher mobility
results in shorter life time. However, we observe that the line
for each bound is not well spaced since the power consumption
required for an HD as a part of an MH is very large compared
with that of WNIC.

As a result, we find that the life time become longer as in-
coming or outgoing call arrival interval increases. From all the
above observations, we conclude that our scheme provides an
MH with longer life time since it needs less power consumption
compared with the PIP.

VL. CONCLUSION

In this paper, we propose a new protocol to support the IM op-
eration in the 802.11 WLAN. The proposed protocol can be eas-
ily applied to already-deployed products by just updating their
firmwares or device drivers [22]. It can be employed to work
with the existing security schemes including the 802.11r and the
802.11i with minor additional protocol in order to support idle

handoff. Therefore, the proposed IM is expected to contribute
to commercial VoIP system deployment by extending the VoIP
service life time.

In order to evaluate our proposal, we develop new analyti-
cal models, which are useful to analyze the power consumptioh
in hierarchically structured networks. These network structure
will be typical in near future since wireless access networks are
evolving to support IP layer. The numerical results demonstrate
that our proposed IM operation outperforms the PSM with IP
paging with respect to the power consumption. As a result, it
enables a longer life time of the 802.11-equipped MHs. Addi-
tionally, we deal with L3 handoff scheme to reduce the call seft
up latency incurred by the delayed handoff, and then, integrate
them with the proposed protocol for the IM in L2.

APPENDICES
I. PAGING FAILURE PROBABILITY

Let Py be the paging failure probability. A paging failure oc-
curs only when a new call arrives before an MH in the IM up-
dates its location at a new PA. Otherwise, the paging is con:

ducted successfully. Therefore, Py is derived by:
0 Tous 1 Tois
Pf:ZPr(sz)/ =
K=1 0

1 Tbl 4.
=——dTrdtp;
T 0

o

Tbii to1s
1 & T
=5 2: Pr(K = k)(1 — e o),
=1

Typically, the average call arrival interval is much longer than
T'v1;. Therefore, we can justify Py converges to zero. For ex-
ample, when the average call arrival interval is 5 minutes, i.e.,

- A = 1/300, and T; = 1 second, the value of P is equal to

0.0002.

II. MH’S K'TH AREA CROSSING PROBABILITY
Let 7(ry = tm + Zle tas;- fry(t) is the pdf for random
variable 7(;) and F7 (s) is its Laplace transform function. We
derive the probability that an MH crosses areas k times during
idle time by:
Pr(K = k) = Pr(r) < tr) — Pr(7gerny < tr)

oo t;
= ‘/0 o fl(tz) (f'r(k) (t) - fT(k+1) (t)) dtdti

o0 t;
= /\1/(; e~ Arts /0 (fr(k) t) — fT(k«:—l)(t)) dtdt;
=F; (A1) = Fp, . (A1)

T(k+1)

= Fr (A (FreAn))* (1= F*(An)

where k > 1.
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