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Abstract OWASP announced most of vulnerabilities result from the data injection by user in 2010
after 2007. Because the contaminated input data is determined at runtime, those data should be checked
dynamically. To analyze data and its flow at runtime, dynamic analysis method usually inserts
instrument into source code. Immediate code insertion makes it difficult to manage and extend the code
s0 that the instrument code would be spreaded out according to increase of analysis coverage and
volume of code under analysis. In addition, the coupling gets strong between instrument modules and
target modules. Therefore developers will struggle against modify or extend the analysis code as
instrument. To solve these problem, this paper defines vulnerabilities as a concern using AOP, and
suggest the flexible and extensible analysis method to insertion and deletion without increase of
coupling.

Key words : Secure Coding, Code Vulnerability, Security, Dynamic Analysis, AOP
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public class AG {
...... - —
fis = new FilelnputStream(” Clymehd_blacklisttxt" ) {fALE M¥E| A WY
ist = new InputStreamReader(fis);
br = new BufferedReader(isr);

FileDutputStream fos=null;
BufferedOutputStream bos=nulf;

tryl

Jos=new FileQuiputStream( "Cinput_Check.aj")i/f @5 AME

bos = new BufferedQutputStream(fos);

Sting stt = ‘hublic aspect Input, Check extends Abstract, input_Vubn™ + “fn”;
/f Abstrac_input. vl 354 AL HE8 Input Check ojum

bos.write(strgetBytes();

bos.flushi); 5o

while(( char._blacklist > br.readLine()) I+ nul){ /S5 B 27|

bos. write( ( char_blacklist.getBytes(}1);

bosflush(),

boswnze( "&& getBytes())

bosflush(

1% 4 ofjA"HE QA FYx

public aspect Input Check extends Abstract_input_Vul
4

pointcut

methodBlacklist(String inpart) :
calf {* STextFigld getText)) && (* # ieldl, )
&& ¢ HextArea getText))

¥

29 5 A% A4E dadE

public abstract aspect Abs!ract mput Vul {

2
declare warning - mdmdBladdtsthmng input) © "rack” /Y HD #Y

after() retuming{String input); wethodBlackhst() /i ¥
{
inputﬂaddtsto: li 'Iﬂil*s ﬂ’l E‘I !i‘ 8

pattem]) &
objectadd(mssosnPonnLgetThnso),
objectadd(thisloinPoint.getsourcelocation());
objectadd(thisioinPoint.getSignature();
chjectadd(thisloinPointgetTarget()
loggerfobject); /B RR 2§

}

void inputBlacklistOl //8XHS) WAEAE §7] &8
oy

fis = new FilelnputStream(*Clchar blacklist.txt” )
ist = new Inp Reader{fis);

, i S
Void ThONIEOFStng T0put, Pattern pattem) //BUEY B
{

System.out.printin{” < <Aspect>>input: “+ inputh

fpatternmatcher(input) find( }{

Systernout.printin("invaild input © 7 + patternmatcher(input).toString());
i

Hinputlength( > 8 1| inputlength =0 || inputindexOf N )=-1)
System.out. printin{ “attampted attack”):
]

void logger(Arraylist Object this) /2% 28
System.out.pringin{ "vuinerable hotspotn”);
System.out.printin “Dynamic thisJoinPoint: * + Object_this.get{0});
System.out printin( "Static this joinPoint: * + Object_this.get(13
System.out printin{ "Static thisJoinPoint: 7 + Object_this.get{2}};
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5 public class TextFieldTest |mplements ActionlListener {

47 public void amonPerformed(AcuonEvent ev}{

48 System.outprintin('ID:” + input id.getText) + "Wn");

49 System.outprintin("PW:" + input_pw.getPassword().toString()+ "Wn");
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