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A Design of Hectranic Health Recards Partial Encryplion Method for Profecting
Patient’s Information on the U-Healthcare Enviranment

Shin, Seon Hee « Kim, Hyun Chul + Park, Chan Kil - Jeon, Moon Seog

{Abstract)

By using the U-Healthcare environment, it is possible to receive the health care services
anywhere anytime. However, since the user’s personal information can be easily exposed in
the U-Healthcare environment, it is necessary to strengthen the security system. This thesis
proposes the technique which can be used to protect the personal medical records at hospital
safely, in order to avoid the exposure of the user’s personal information which can occur due
to the frequent usage of the electronic chart according to the computerization process of
medical records. In the proposed system, the following two strategies are used: i) In order to
reduce the amount of the system load, it is necessary to apply the partial encryption process
for electronic charts. ii) Regarding the user’s authentication process for each patient, the
authentication number for each electronic chart, which is in the encrypted form, is transmitted
through the patient’s mobile device by the National Health Insurance Corporation, when the
patient register his or her application at hospital.

Regarding the modern health care services, it is important to protect the user’s personal
information. The proposed technique will be an important method of protecting the user’s
information.
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