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A Study an an Extended Gyber Attack Tree far an Analysis of Netwark Vulnerahlity
Eom, Jung Ho - Park, Seon Ho * Chung, Tai M.

cyber attack model.

{Abstract)

We extended a general attack tree to apply cyber attack model for network vulnerability
analysis. We defined an extended cyber attack tree (E-CAT) which extends the general attack
tree by associating each node of the tree with a transition of attack that could have
contributed to the cyber attack. The E-CAT resolved the limitation that a general attack tree
can not express complex and sophisticate attacks. Firstly, the Boolean expression can simply
express attack scenario with symbols and codes. Secondary, An Attack Generation Probability
is used to select attack method in an attack tree. A CONDITION-composition can express
new and modified attack transition which a aeneral attack tree can not express. The E-CAT
is possible to have attack’s flexibility and improve attack success rate when it is applied to

Key Words : Attack tree, Extended Attack Tree, Cyber attack model
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1. Denial of Service Attack
¢ Goal: Take target server out of action for a few hours
o MPL: Server

® Pre-condition: the weak security countermeasures and spoofing target server’s IP address

o Attack

OR-Comp. 1. UDP Flooding, 2. SYN Flooding, 3. ICMP Flooding

¢ Post-condition: the service of target server is interrupted for a few hours

1.2 SYN Flooding attack
* Goal:
® MPI: Three Way Hand Shaking vulnerability in TCP

Exploit TCP Three-way handshaking vulnerability to perform overflow Backlog queue

* Pre-condition: Attacker executes a hacking program on target system for spoof server's IP address

o Attack

AND-Comp. 1. Identify source IP address which is unreachable

OR-Comp.

1. Execute automated hacking program

OR-Comp. 1. use “whois”system, 2. execute “port scan program”
2. Use Social engineering method using insider

CON-Comp. 3. Use “trusted insider”

2. Send SYN packet to target server for connection

3. Don't send ACK packet after received SYN/ACK packet from target server
4. Continue to send a fake connection to target server in the “Half Open” state until backlog queue is full

¢ Post-condition: Denial of all connection request in this port

CRENEEE 2R 53
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