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Transaction Signing-based Authentication Schame for Protecting Sinkfole Attack in
Directed Diffusion based Wirdess Sensar Networks

Kim, Tae Kyung

{Abstract)

In this paper, We propose a transaction signing-based authentication scheme for protecting
sinkhole attacks in wireless sensor networks. Sinkhole attack makes packets that flow
network pass through attacker. So, Sinkhole attack can be extended to various kind of attacks
such as denial of service attacks, selective delivery or data tamper etc. We analyze sinkhole
attack methods in directed diffusion based wireless sensor networks. For the purpose of
response to attack method, Transaction signing-based authentication scheme is proposed.
This scheme can work for those sensor networks which use directed diffusion based wireless
sensor networks. The validity of proposed scheme is provided by BAN logic.

Key Words : Sinkhole, Wireless sensor network, Authentication
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