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Fast and Secure 2-Way Handshake Mechanism
using Sequence Number in Wireless LAN
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ABSTRACT

In this paper, we analyze security weakness of 4-Way Handshake in IEEE 802.11i and propose fast
and secure 2-Way Handshake mechanism. Compute PTK (Pairwise Transient Key) using sequence num-—
ber instead of random numbers in order to protect Replay attack and DoS attack. Also, proposed 2-Way
Handshake mechanism can mutual authenticate between mobile station and access point and derive PTK
using modified Re-association Request and Re-association Response frames. And, compare with others
which are fast and secure Handoff mechanisms.
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