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Abstract

In this paper, I will discuss how the Internet has spread rapidly in our lives. Large portals and
social networks experience service attacks that access personal customers’ databases. This
interferes with normal service through DDoS(Distribute Denial of Service Attack), which is the
topic I want to discuss. Among the types of DDoS, TCP SYN Flooding attacks are rarely found
because they use few traffics and its attacking type is regular transaction. The purpose of this
study is to find and suggest the method for accurate detection of the attacks. Through the analysis
of TCP SYN Flooding attacks, we find that these attacks cause Backscatter effect. This study is
about the algorithm which detects the attacks of TCP SYN Flooding by the study of Backscatter
effect.
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5:

6: if (IsTcpSynPacket(crntPacket)

70 { /7 AZ0) Tep ZREZRIAG flag bit7} SYN ¢l
77
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257 else
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300 else
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4: Time crntTime:

51 if (IsTepSynAckPacket(crntPacket)
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11:
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20: return DetectBacksactter;
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22: pHost-)nSynAckCount + +:
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25 { // #3e] Tep EREZRIAG flag bit7} ACK I
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DEF REVERSE):
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300 { // SYN ACKel 83k ACKZE $emz 4 E
@ o},

310 /7 wWeb count@ g 718 gt

32: pHost-»nSynAckCount = 0;

33 |

34: } // end of if (IsTepSynAck. IsTcpAck)

35:
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Normal_Time_Threshold)

39: { /) RE ZAE AR 208
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