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ABSTRACT

The reliability of wireless body area networks is an important research issue since it may jeopardize the
vital human life, unless managed propetly. In this article, a new modeling and analysis of node misbehaviors
in wireless body area networks is presented, in the presence of multi-type failures. First, the nodes are
classified into types in accordance with routing capability. Then, the node behavior in the presence of failures
such as energy exhaustion and/or malicious attacks has been modeled using a novel Semi-Markov process. The

proposed model is very useful in analyzing reliability of WBANSs in the presence of multi-type failures.
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