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TRMA: 2-2k2= RFID 4%

( TRMA: Two-Round RFID Mutual Authentication Protocol )
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Abstract

In RFID system, the communicated data can be easily eavesdropped and tampered with by an attacker because the
communication between the reader and the tag is performed in an insecure channel. Therefore, authentication is an important
role in RFID applications for providing security and privacy. In 2006, Lee, Asano and Kim proposed an RFID mutual
authentication protocol (the LAK protocol) which utilizes a hash function and synchronized secret information. However, Cao
and Shen showed that the LAK protocol is vulnerable to replay attack, and therefore an adversary can impersonate the tag.
This paper proposes a new simple two-round RFID mutual authentication (TRMA) protocol based on secure one-way hash
function. As a result, the proposed TRMA protocol not only can prevent various attacks and but also provides
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communication efficiency since they mutually authenticate by performing two-round between RFID tag and RFID reader.
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Fig. 1. Architecture of RFID system.
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Table 1. Notations.
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Reader Tag
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Fig. 2. LAK-RFID mutual authentication protocol.
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