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ABSTRACT

In the recent years, power attacks were widely investigated, and so various countermeasures have been proposed. In the
case of block ciphers, masking methods that blind the intermediate values in the algorithm computations(encryption, decryption,
and key-schedule) are well-known among these countermeasures. But the cost of non-linear part is extremely high in the
masking method of block cipher, and so the inversion of S-box is the most significant part in the case of AES. This fact make
various countermeasures be proposed for reducing the cost of masking inversion and Zakeri’s method using normal bases over
the composite field is known to be most efficient algorithm among these masking method. We rearrange the masking inversion
operation over the composite field and so can find duplicated multiplications. Because of these duplicated multiplications, our
method can reduce about 10.5% gates in comparison with Zakeri’s method.
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