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XML can supply the standard data type in information exchange format on a lot of data
generated in running database or applied programs for a company by using the advantage that
it can describe meaningful informatjon directly. Therefore, as it becomes more and more
necessary to manage and protect massive XML data in an efficient way, the development of
safe XML access control techniques needs a new method. In this study access authorization
policies are defined to design access control systems. The findings demonstrated that algorithm
suggested in this study improved system performance which was low due to the complex
authorization evaluation process in the existing access control techniques. It is consequently
proved that the safe XML access control policy presented in this study is in an improved form
as compared with the existing access control methods.
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Inputt A requester rq and an XML document URI
Cutput: The view of the requester rq on the document URI
/¥ Llr = action(r) in Adtd +/
/¥ L2r = action(r) in Axml #/
/* Axml A = {a= <subject, object, action, alig, sign, type>
| a € authorization} */
/+ Type() © returns the type specified in the authorization
rule %/
void main()
/% 1 is the root node of URI document,
nis a nodes other than r,
p is the parent node of n */
{ initial_label(r);
label(n, p)
prunet;
void iritial_label(r)
{ ifLlr UL2r =@ then Lr=default(r);
else Lr = propagation_rule(Llr, L2t} )
void label(n, p)
/* L is local, R is recursive, LDH is Local DTD Hard, RDH
is Recursive DTD Hard #/
{ if type (p) in {L, R, LDH, RDH} then
ifLin & 12n = @ then Ln = Lp;
else Ln = propagation_rule(Lp, Lln, L2nk
else if Lln & L2n = @ then Ln = default(n};
else Ln = propagation_rule(Lln, L2n) }
void prune(}
/* Tree representing the document, Determines if n has to
be removed from 1 #/
{ For each ¢ € children(n} do prune()
if children{n) == @ and Ln = '+ then

remove the current node from 1} }
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