== 09-34-07-02 25413 =5%] °09-07 Vol. 34 No. 7

CCC—NSG : <8 29 =29 vy 43S
o] 43 BFEA E d3siazdHe] kAA A

Bl 2, ol F AT, Zas A AT

CCC— NSG : A Security Enhancement of the Bluetooth E
Cipher using a Circular-Clock-Controlled Nonlinear Algorithm

Hyeong-rag Kim*, Hoon-jae Lee** Regular Members, Sang-jac Moon*** Lifelong Member
2 o

ik Tl Y shede] £v AZER 7Y S 9y, FU19 AFERSS} B Ao 9)
o] fulAEls AldY] o]F3bd HeRA|H| Adsl IR|W Dawsond ZNEAT Golicd ARAETH 1
Meier®] w4 AFRAIZA 4611 FHPAol xEEH Yt B RdAe cco- NSGE Alkdt). coo- NSGAA =
i B Helel B dw2)ES /sl A3 LFSR 5 942 vl NFSRZ wAslely, 2= 9
H3biA <% 29 2ATeRA FHEE 7] $99 kAR B @S ook =3, Al gxES)
e A B4 E e BAsidt

Key Words : NSG, CCC-NSG, Summation Generator, Stream Cipher, £
ABSTRACT

Summation generator with high period and high linear complexity can be easily implemented by a simple
hardware or software and it is proper to apply in mobile security system for ubiquitous environments. However
the generator has been some weaknesses from Dawson’s divided-and-conquer attack, Golic’s correlation attack
and Meier’s fast correlation attack. In this paper, we propose an improved version(2'*® security level) of £
algorithm, CCC— NSG(Circular-Clock-Controlled — Nonlinear Summation Generator), which partially replaces
LFSRs with nonlinear FSRs and controls the irregular clock to reinforce it’s own weaknesses. Finally, we
analyze our proposed design in terms of security and performance.
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