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(A Static Analyzer for Detecting Memory Leaks
based on Procedural Summary)
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Abstract We present a static analyzer that detects memory leaks in C programs. It achieves
relatively high accuracy at a relatively low cost on SPEC2000 benchmarks and several open-source
software packages, demonstrating its practicality and competitive edge against other reported
analyzers: for a set of benchmarks totaling 1,777 KLOCs, it found 332 bugs with 47 additional false
positives (a 12.4% false-positive ratio), and the average analysis speed was 720 LOC/sec. We
separately analyze each procedure’s memory behavior into a summary that is used in analyzing its
call sites. Each procedural summary is parameterized by the procedure’s call context so that it can
be instantiated at different call sites. What information to capture in each procedural summary has
been carefully tuned so that the summary should not lose any common memory-leak-related behaviors
in real-world C program. Because each procedure is summarized by conventional fixpoint iteration
over the abstract semantics (‘a la abstract interpretation), the analyzer naturally handles arbitrary call
cycles from direct or indirect recursive calls.
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arg, struct List{

struct List #* next;
O next >OO };

int *val;
freeNext(List #*1st){
free(lst->next);
}
39 3 ArgZFreet ©] ¥ AAZRE HZ 58

Z=AE A

7] Aol o)A Rd FZ FAES vERATh o] FHHo
2 928 FAEL o] 571 322 W9 wEy A
gol] we} A=slEEe FASo|th AL o] e g
3 dAse Fx BAIE ZIEIT
- Arg2Free(T1¥ 3): 3¢ freeNexte 4o QA=
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int *pl = malloc(1);
int **p2;
attachGlob(p1,&p2);
*p2 = malloc(2);
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largl | global args int #*xp2){
*

gint = pi;
* *p2 = &(glst.val);
}
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makeArray(int #* p){
* *p = malloc();

f * ! }
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List * make2list(){
List * 1st = malloc();
1st->val = malloc();
1st->next = malloc();
{1st->next)->val = malloc();
return 1st;

}
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sl Rt
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*18t2 = l1stl;
return &glst;
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- ArgZRet(2¥ 8): B2 #lolB &g &4(e.g. memcpy
% strepy $5)EL AL e 245 gu
o olF #AE oslslA Eetd &dw F471 Yot
2e 55 AZHAY AUHQAL W 1 3428
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List * renevList(List = lst){
List * ret = malloc();
ret->next = lst->next;

+ vl O
next free(lst->val);
. ! next” free(lst);
EE'-——.O_.O return ret;
}
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void leak( ) {
List *Ist1,%st2;
int **ptr;
Ist1 = make2List();
Ist2 = renewList(Ist1);
attachGlob((Ist2->next)->val, &ptr);
makeAmay(ptr);
freeNext(Ist2);
}
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int *gp;
fint *p}{ gp = p; }
g{
int *q = malloc();
(p);
p = malloc();
f(p); // overwritten memory leak!
}

B2E 1R gt EYdA 39 AR Haslst)
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f(int n, int *p){ int *gp; h(int *x, int *y){
if(n>0) free(p);  glint n, int *p){ int *p = x;
} if(n>0) gp = p; if(n>0) pP=vy
} free(p);
}
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1! int f(int n}{
20 int *p = 0;

if(n>0) p = malloc();

3
4:
5. if(n>0) free(p);
6:

el
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6: {{p~ {0800 TH{eho} U ({pm {0,8)n T}, 2, {€})

= {{p~ {0,¢},n T}, {6}, {£})
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int * foo(int **p){
int *ret = malloc,(4);
*p = ret;
return ret;
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p = malloc();
for(i=0;i<10;i++){

i;;e(p);

return;
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T € Table = Block™ M’e‘n;;ry
M € Memory = Map x AllocFree
M € Map = Addr S Vakue
1 e A@s = Qm'"
£ ¢ Fegion = AllocSite
i € PgmPoint
(@,i) € Eaplore = Addr x PemPoint
@ € Addr = GVer+ Procld x Var
+Region + Addr x Fieldld
+Explore + Null
V € TValue = 2+ Address
AllocFree = Allos x free
AL € Alce = gfegion
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Memory states at retum
int »£(int n, List »p){ | 2 ([0, ~ 11,11, oc])
if(n) xet ¢
return malloce(n); [n 10,0]
return; p->val; P {p. )
{p,i).val {{p,i).val, 1)
ret ({p, i).val, )

Categories of summary
Alloc2Ret {retx}
Arg2Ret  {{arg,*.val, rets)}
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Programs Size Time Bug False

KLOC (sec) | Count | Alarm
ammp 132 9.68 20 a
art 1.2 0.68 i 0
bzip2 4.6 1.52 1 0
crafty 194 84,32 1} ]
equake 1.5 1.03 G [¢]
gap 59.4 31.03 o 0
gee 2058 | 1330.33 44 1
gzip 7.7 1.56 1 4
mef 1.9 2,77 [ 0
mesa 50.2 43.15 9 0
parser 10.9 15.93 0 0
twolf 19.7 68.80 5 0
vortex 52.6 34.79 [ 1
vpr 16.9 7.85 0 9
binutils-2.13.1 909.4 712.09 228 25
openssh-3.5pl 36.7 10.75 18 4
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ssh® EAsledde £4% 98¢ o 89E F&
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£ Eolx ¢ A$ Sparrows SHAsthn wsls
g FpE g 23,

B8 Sparrowt binutils TRIFA 228789 w1

i



602 AR A =FA AZE ]

23 HEe 1367172 etk ol Saturn©] AR
= e a9 Are AR 9E F4UF B
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Me B2 WEZ @30 JdAE 5 ojFoFd
(Alloc2Arg). AR E23l= 49 slae 49190 wt
H 838 F4AE gdHIe Fe 160709 B
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g AMATES @Eoln, @FHo] dHe FIXRE9
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261: osmesa = (OSMesaContext) calloc( 1, sizeof( ...
262: if (osmesa) {

263: osmesa->gl_visual = gl_create_visual( rgbmode, ..
272: if (losmesa->gl_visual) {

273:  retumn NULL;

274; }

276: osmesa->gl_ctx = gl_create_context( ...

279: if (losmesa->gl_ctx) {

280: gl_destroy_visual{ osmesa->gl_visual );

281: free(osmesa);

282: return NULL;

283; }

284: osmesa->gi_buffer = gl_create_framebuffer( ...
285: if (losmesa->gl_buffer) {

286: gl_destroy_visual( osmesa->gl_visual );

287: gl_destroy_context( osmesa->gl_ctx );

288: free(osmesa);

289:  return NULL;

290; }
8 15 SPEC2000 wWi3vizm =233 Fo 3hjel
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Sparrowe ¥4 gl_create_visualo] ¥%8® FZRAE
gdEdiths AME g4 89k g JiXx Yok ¥,
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o} 97 o] AR ¥4 gl_destroy_context7}t 287
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% gl_create_contextol 93 FZE FAE Fd F
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= assert grd | le:=e | call(le.ee)
|  return e | Allocle{Freee

e € LExp u= x | *e| ef

e € Exp o= c|le] ede | —e |&ie
grd € Guard = e~e|-grd
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go € GuardedVolves = Vatwe 3P Guard
g € Cuard = (Value x Relation x Vatue} + {Guard x LOperatex x Guord}
+ ~Gluard -+ true + false
v € Value = N+ (Value x Bperator x Value) -+ Addr + 7
i€ Addr = Var 4 Ezplore + AllocSite + {Addr x Field} + Ret + ¥l
Explore = Addr
Ret =  FunctionName
s & State = Assert X Memorg x Minfo
ast € Assert = Guerd
Minfo = Allocx Free
o e Alloc = Addr 22 Guard
Ir & Free = Addr 2 Guard

Guarde #E 7Y #AYG OE Guardsde) =8 #
AZ £HA Asserts @A g} =2sr] 9%
Z24€ Z93ted ole AEVt ZeEROrt thile A
HojA oy AmoA L YEL GuardE ARsE
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Skemd: S

Mrgrd: g M
g MF assert grd:gA g M’

Mble:gu, My MyFe:guv, My M3 bind gy gv: M’
Mrle:=e: M

Mbyle: gy, My MiFe:gui, My Makez:guy, Ms
9, Mgz, al, fr inst gu gvy gvp: ¢, M all, fr'
g M,al, frF call(le ey, e) : ¢, M',al’, f

Mrile:guy, M M’ bind gy {f = Success, Null — Faile} : M”
M,al, fr alloce e : M”, al{f — Success; V al(£}}, fr{¢ — false}

Mbeigo M gv={li—g}
M,al, fr+ tree e : M',al{l; — al(l} A ~g;}, frili = g;: v fr{l)};

MbEe:gu M
Mt return e : M'{rets — gv}

assert®2 @A $x4 9'}°]= g x4 ARy =4
£ Frlgth 59 3FL B ¥ FdHHE A
g F2, agn °]Z]-"§:a A F P gk
g H43F3E 3t allocPse TE2aY 4 Fo 4
ol met Az viRE sk dd Ay
ATE F ALEZ o] TR A%g BF XU f
£ GuardedValue® THEolA EHSA @t ol
FFEHE Fart SAY FAE olv] 7] Ho Yt
ZAL AALE BEY. freePe @A dAY
25 71 21E o8 1 FAvL HA3F
FHE dolgle 2dE A3ty A =4
te WIHET reunEL A= 1B E A g
A wRAAR R o] ol REFPET AFY Fio
H3s Ak

F bind gy gv: M’

gu={k—g} gv={v;—g};
bind M g gv: M{l; — {v; = g, Ag;};}i}

#HE AFs=H AE-E bind T A9t o] A9
%‘."4‘ ol 73k ¥7Z(strong update)°] 7VsE 23Y
o] Hojo|t}t. ojd FAE JHEd = UL ZAH o
| & M £ e 23E AFEY N2 W
\_501 Wt

MbEe:gu M

£ is current fi

%

a
N
EPN

Rl

Lo @

X

strong-update

mlm

MFec: {c true}, M

M(x) =
MFx:go M

MEe:gny, M M'Fey:gug, M”
Mt ey @ep: gu bgoy, M

Miygle: gy M
M &le: gv, M

Mile: gy, M M’ lookup gy, : gv, M"
Mt le: gv, M”

2T E ol

2 & A 3B A AT EQ007)

Mtc: {c true}, M

M(x) =gv
Mbx:go, M

MEe:gn, M MbFey:guy, M”
Mt e ® ez : guidgua, M”

Mile:go, M
M &le: gu, M’

M le: gy, M' M’ I lookup gu; : gu, M”
Mtle: gv,M"

&2 BE0) it He 9o 2ol AN,
gv={lim gl M) ={v;~g;}; gv'={v;~anrg}; L € dom(M)

M lookup gv: gv', M

gv={li—+ gi}; gv' = {explore l; s g;};
M lookup gv: g/, M{li > gv'}; L ¢ dom(M)

sl Zo] od FAE AR A e T
oF 11 FAvt wiRed EA8A gv Ftode sym-
bolic #2428 &M Wizl Aulg WAz 2
we =it o EARYE o e 7H 23S
agste 1 e EHEL F4E JEE 2394 2
F47} old 3g 7HE 2Ag A

Mbte:gu M
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MrEe:gu, M
M et field gv £, M’

Fhgke Het 2ol A ol field¥e gvel
UE BT GEH 2AE9 U§) fields access® &E
I 2AES Fisld EdErh

Migrd:g
Mb-grd:—g

MEe:gn, M MFey:gu M
Mt er ~ ez guitgua, M”

ZARS AAIE o= GuardedValueS9 #AZ
RE AZE guardg UE0] Wtk

1;5:=5

Lidgi, Me.ali, fri) = (Vige UsMy, al!, 1)
where My UMz =V € dom(M) U dom( M), {i -+ addgrd{gi, M1{1}} Uy, addgrd(gz, Ma()}
where

{2 95} Upe g0 = golvi = @V go(vi)}

addgrd g {v: — g} = {&; ~> g A g}
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2 Z g e 59 2AEL RS AL
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A2E 183A BEE g ¢ dod B Aw
ARy £ 2S5 30T, 9 Ul @ 22(null
dereference)t sJA1E ™ 2a] AM&(use after free)Zo]
HAFEE Hatr] 8 AZ wy BAo] B4 &
FEE ¥ Ags= ol 9 ¢ gtk A43) o)A &
= AFE] HAside g adx 32 Fopsitl
E 59 oJd F47t @ 42 J9E ¢ YA, =
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YAt A9HFE FIFIDE I AL vg J=8 F
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€ do & 4 Qith
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X 6 248 ¥ 2. JeuelE

categories free global argument return
allocation Alloc2Glob | Alloc2Arg | Alloc2Ret
global Glob2Free | Glob2Glob | Glob2Arg | Glob2Ret
argument Arg2Free Arg2Glob Arg2Arg Arg2Ret
null Null2Glob | Null2Arg NullZRet
dereferences GlobDeref | ArgDeref
o] B4 2FEL BE 23 TFFHT Jolor Atk
A& =0 olefe} 2L Z2IWE B 4 Q8%
E Z22& BT e Belrt "ok g o] o
94 2o 942 wANY olw 277} Yo B

int * foo(int n, int *p){
if(n > 0) free(p);
if(n < 10) return 0;
return alloc();

}

99 P4 AAA A4 nol ORTh W s 9l
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I, olid B9d F48 U "M, o B4}
de 4 AR met g2 FAse 94 eddem
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argy; >0 A arg; <10 free argy*, null ret*

argy > 10 free argy*, alloc ret*

arg; <0 null ret*
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