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Modeling on Policy Conflict for Managing Heterogeneous Security
Systems in Distributed Network Environment

Lee Dong Young - Hee-Suk Seo * Tae-Kyung Kim

ABSTRACT

Enterprise security management system proposed to properly manage heterogeneous security products is the security
management infrastructure designed to avoid needless duplications of management tasks and inter-operate those
security products effectively. In this paper, we defined the security policies using Z-Notation and the detection
algorithm of policy conflict for managing heterogeneous firewall systems. It is designed to help security management
build invulnerable security policies that can unify various existing management infrastructures of security policies.
Its goal is not only to improve security strength and increase the management efficiency and convenience but also
to make it possible to include different security management infrastructures while building security policies. With
the process of the detection and resolution for policy conflict, it is possible to integrate heterogeneous security
policies and guarantee the integrity of them by avoiding conflicts or duplications among security policies. And
further, it provides convenience to manage many security products existing in large networks.

Key words : Integrated Security Management, Policy Conflict, Security Model
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