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Abstract Recently, the needs for an efficient and secure access control method of dynarmic XML
data in a vbiquitous data streams environment have become an active research area. In this paper, we
proposed an improved role-based prime number labeling scheme for an efficient and secure access
control labeling method in dynamic XML data streams. And we point out the limitations of existing
access control and labeling schemes for XML data assuming that documents are frequently updated.
The improved labeling method where labels are encoded ancestor-descendant and sibling relationships
between nodes but need not to be regenerated when the document is updated. Our improved
role-based prime number labeling scheme supports an infinite number of updates and guarantees the
arbitrary nodes insertion at arbitrary position of the XML tree without label collisions. Also we
implemented an efficient access control using a role-based prime number labeling. Finally, we have
shown that our approach is an efficient and secure through experiments.
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<stream:filler ig=" 1" >
<hospital>
<deptname>Surgery</deptname>

d

</record>
<deptname>Pediatry</deptname>

<stream:filler id=" 1.1"

<date> 05-09-2007 </date>

doctor>

<diagnosis> cancer </diagnosis>

<dname> David </dname>
</doctor>
<bil>$40,000</bill>
<patient>

<pname> Mark </pname>

<sex> Male </sex>

<BT> 38 </BT>

<BP> 150 </BP>

</patient>
</stream:filler>
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