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Abstract Communication log data consist of communication events such as sending and receiving
e-mail or instance message and visiting web sites, etc. Many countries including USA and EU enforce
the retention of these data on the communication service providers for the purpose of investigating or
detecting criminals through the Internet. Because size of the retained data is very large, the efficient
method for extracting valuable information from the data is needed for Law Enforcement Authorities
to use the retained data. This paper defines the Interactive Communication Sequence Patterns(ICSPs)
that is the important information when each communication cvent in communication log data consists
of sender, receiver, and timestamp of this event. We also define a Mining(ICSPM) problem to discover
such patterns and propose a method called Fast Discovering Interactive Communication Sequence
Pattern(FDICSP) to solve this problem. FDICSP focuses on the characteristics of ICS to reduce the
search space when it finds longer sequences by using shorter sequences. Thus, FDICSP can find
Interactive Communication Sequence Patterns efficiently.
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Algorithm Step 3 of FDICSP [Finding ICS with time window expansion]

Input  a: basic time window
minsup: minimum frequency

Sics: a set of interactive communications
Sc.cs: a set of inverse pairs that are not interactive communication
Output  Sics: a set of interactive communications

Procedure
01 Sewics < Sics
02: while (Syewics is not empty )

03: Sseed = Sxewics

04: Sxewics ¢ 1}

05: foreach communication (¢, ¢’) in Sc.cs

06: if (¢, ¢’) and an ICS(a, d) in Sgeeq can create a new 1CS by using
time window expansion

07: Snewics < Snewics U { <6, 1CS(a, d), > }

08: end if

09: end foreach

10 foreach ICS(s, d) in Snewics

11: Sies < Sies U {ICS(s, d) }

12: end foreach

13: end while

19 6 B3Yd=s-

ety o2y 4

N
X
ihA
e
N,



Rk

T A DAY gange 2V 24 odE
T nﬂ* 718 ERIUES g ool 9slM FAHD FA
7159 Z+ B4t cof dis] ol orfe] tialy Falol &
A 9tk a#EE A wd ddelM AAEE
Sis® A7l o x n Bt} #rh T odA dAe 2 o
Z{pass)lAE B Ssimpacsd ZF ICSO] Ok 2%
Ssea?] EE ICSE a4 gaziom gauge
N(Ssimplercs) * N{Sseea7t BTh T HE9] =712 A
e NSes)el #Adgl o = n:ﬂ% pomg, F W
wAY 7z s o] Hof FgAHEL (o x n) * (a * n)
= 0(n)7} Bk M= ‘ﬁ‘i"]?l Al oETE 3hte
ICSE o5~ wiel, B4l ollES] F7} nild wl A
48 & s g ICSQ] Aol n/2¢|th. Aozt
n/29) ICS7 2Pg BV 98 =HAdod, 2 ICS
E 37 A8 n/2 - 1 WHel szt aEolol slng
T oA B Ao gauge Om’)el Hrh A,
kAo 7 JCSe] Lol IR gormz 2 Wil v
AA e Aol g g 0nd)e] Bk
A A gle] AZE BREE FoUs @l §4)
stk AR Ssimiacs A ARE Scoacs7t AR EEE 74
o] FHo FAuEL N(Ssmpecs) * N(Ssea) T4
N(Sc-ics) * N(Sseea)7t B8 TEEZ A HH GAY
Zh o] H) gau g2 0’7t "k dolr} n/2gl
ICS7) ZFE BAv|Ee] dHachd 4 wx 249
Hj 24918 0Yy7) AT, YwrAe = 1CSe) 2
oly WA gomz A ¥ wA Ao Huj
42 ool
Holol Ao 5 ¥
Aulgol On’)o] & 4+ 7] WEo] FDICSPY &
Hlg-2e Om’)o] Atk AT, ekl ASolE R W
A Al Al g O, % WAl s omd, A
)

Wi A= O(nYo|nE FDICSPY g4n1 48 O’
o} |@rh

i)

4 & ¥

AL B 9 daelEs Auug sk
FDICSPY d5S BAst4rh dedine gidog 22
ol A g Naive H9ut 7@y MEe =43
o WHE Exhaustive(Apriori-like), Exhaustive! Pattern
Growth-like) WR3-& A&

Exhaustive{ Apriori-like) YW} Exhaustive( Pattern
Growth-like) W8S ALSHA Apriori, & Pattern
Growthe}il & & fAwh, Hdlg 2 P fde 4

&bl 9 o %%01 NEYRAME £HEY 7
TR HEYAeR EAetA, ICSPAME s
Holghe #ARoR A &% ghegslelor Frh

ol
offt
Ay
2
e
£
A
o
o,
L
ol
tjo
A
=
ol

3¢ gag

tfN

177

TE3 minsup e 18 AREA Sgsort gy, 1
olfr Aol7h k) ICSP7E 2AE FAShE dolrt
k-19) ICSPRT o ol Uelgd 2 & ICSe B4

wfFol ot

AYL Intel Core2 Duo 267GHz Z=2MA9 2GB
Weidzg s A A2l FA=UT, gudE
L Ceor FHYSY

el 2R 71Ee Fold §

¥ SRsE ALY Ry AEEE ARSI 99

£ FAsSone 99 #48 AMged 489 5
A o[ME 5 AHESAT.

4.1 EAZIES| VY WE M dHlw

I8 78 a = 250, Whee = 3000, minsup = 122
ARG o, B4 'i"°4 Al wWE 8

ERE

F*dmmz‘we(Aprmrz like) WEe ICS7 2 7bsA

A4RE 1A @3 BE £AES 27 die 54
9] 7t 2o, A4S FHste =54 EFasA A
ARl eAde] Zvlsich g 1Y THYE Ay
AEE HolA) Brh Exhaustive( Pattern Growth-like)
ZzAEF doleholag e, 2 voleh
ol ¢te] E2l7lE)gt ICS7E € 4 eA] HRE FAE
gk 2 olge MR OB Z2AES delehuolid
' Z3Ee] ICSE AT F V] HEo
a Z7tel ek Frkele BER
b AR Aol A7 “ﬂ:‘i’f’ﬂ AEAB} 22 gk

Naive B2 5419 o whe} ICS7} oA e ICS
A4 GRE AAsor e tiido] WolEE 4%
st vERdth v, FDICSPE $4l7189] #7138
R ICS7E E 4 e B4l disiy gz S
ssta, 2718 B4l e 1087} He $4e &7
Hwd #A7| ol & 45Asyt vEA gerh

506
et OREE

i Naive
460
i Exhaustive(Apniorsi-ike)

s Exhaustive{PattemGrowih-like) Vs

runnung time {second)

= T
10000 20000 30000 AB000 50000

549 2

a8 7 BaACE #2Y) uhE $
Weaax = 3000, minsup = 1)

A BlE (e = 250,



178 BRI EEA G

oletre]2 A 36 A A 3 F(20006)

el CRRE /
180 H

i~ Exhaustive(Aprion-like /
150 Nodll +(Ap! 3
—>— Exhaustive(PattemGrowth-dike) /f

128

memory usage (megabyte)
S 2 8

10000 20000 30000 40000 50006

ERERY

= Our
~m-Naive
~i Exbaustive(Apriori-tke)

o
a

«=>— Exhaustive(PattemGrowth-ike)

w
=4
=3

- 12
s o B
&8 &8 3

runnung time (second)
3

Y
3

o

2000 2500 3000 3500 4000

Wmax

a9 8 BANNE 2700 gE vEe AR Haa -
250, Wmax = 3000, minsup = 1)

28 8 o = 250, Wi = 3000, minsup = 108
DAHYE @, FAVEY A0 WE ey Abge
wjaojch,

Naive 2 2elg wad a7 4% BYe yol
e F2E VAT YA &) Wil dlEy ARgEge
Ad HAW Exhaustive( Apriori-like) WEL EAY
7t Bg Afde 2% dEag oA B4
o] 7 gotdd webd 2 vl AAEE RS
EMEES ARBy] ff dEEs "este gA &
Hlgko] Frigich

T SrolMe o T iET HolWw Exhau-
stive(Pattern Growth-like)}8-& ZgAE¥ vojg
Hol2g wtes HFdM gAY 4o wEgE AE
i, B9 ) el ) A Ak Foh)
et wbde] FDICSPE Naive WY RETHE Be
ol Wirmelst WePAY, F Exhaustive WH RO
AL WRIE AT 549 F7t Fvlste Aed
T oy g7el 24 WA o] W& Exhaus-
tive(PatternGrowth-like) 38 Her B8 A o o
EEE AMSSEME 28 A nygo

4.2 WnaBl 37101 I ME Hlm

FAe = a, minsup®l ZTAHEJS W, Wi 57]
of mE viRE] AMEEE HYIHLS W, A Uy &
ARE FHH FAY Fo uw} ARgFo] WY Eii,

Jrae®] RGeS G @A Yt

¥ 9% B9 = 250007, o = 250, minsup =
12 245 RE W, Wadl 2719 & Az vim
ojct.

Naive WHAMNE Wneot F7FsHEA 4] diido]
He %}x\l c8t A% o9 ATt FUrE By ol
2 Aol EAEtE dws #Holy £ ErlEd o
BE dw sols melshn, 7h Qs #Ho] Alojd|

2 9 Wea®) 3700 B2 53 A v
= 25000, & = 250, minsup = 1)

(# of dataset

EAsE A Holg o} Bolyle ZHolrt oA
7] g MmAdy siee 343 UMt 2
2l Exhaustivel Apriori-like) 88 W/t 37134
W, BAlel 7 wg wWel ol BEastA A HE
Mgy $7) U1 B, a3lel Al MR o
o]
wrdo] Ex haustiue(PattemGrowt!rlike)‘“‘%ﬁ2 Vs
Ao} ‘},l{i* ’c_‘j‘ﬂ" ICS7} g 5 %1 "% E 73’\}3} )

Z7H 2 %‘fz}% 1 °~5,M. :ML FDICSP=
Wiae?] Z7tel wiet g4 2 8w 857 S7sh]e

sk, ICSPF 8 shEA Falel] wsjagh 24
& o] Wil el Ayt Al giok

4.3 o9 37|0] WE d= 8|1

B9 F, Wia, minsup©] 17351‘31—% 9, o2 A7)
of W Ay vadde A4 oW 2F 4¥E 59¢
BAale] 48t Woaoll @t S8 U‘L-\’J AL-g-RFo]
WE B oo W] M ¥stE Holx gt

548

B =REQAE d3d B4 eHE olgde M9
Aoty s, tatd 54 £49 e vloly &
7%%%112} tﬂﬁrﬁ* A_ #AEE "ozt kel MY

ol d&

E30 £A9E AASRE 4GS Al 2 %A
38 Ysct gk ol & ERAdE G493
wate] 5y FA

EAE ﬁﬂé%}ﬂ A3 FDICSP ¢xg&ES A
393, A¥ES B#A] FDICSPx 47189 a7}
£ 259 Hu) gYUYESr) =24 48 4Solx A



5ol Asts
59 ¢

{1]

(2]

£33

(4]

151

[6]

(8]

[9] s.

{101

11}

HEE B eAd gl wholy

gowA ICSPE iLOhH‘L'C: g

Aolel Alldata set)& ARRsl% Awx]s)
‘Mﬂb oA EE&H OiIC PE

ere 4 Ui

ane

rar

DIRECTIVE 2006/24/EC OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 15
March 2006 on the retention of data generated or
processed in connection with the provision of pub-
licly available electronic communications services
or of public communications networks and amen-
ding Directive 2002/58/EC.

ETSI TS 101 331 - Telecommunications security;
Tawful Interception(LD); Requirements of Law En-
forcement Agencies.

ETSI TS 101 671 - Telecommunications security;
Lawful Interception(LI); Handover interface for the
lawful interception of felecommunications traffic.
Philip A. Branch. Lawful Intcerception of the Inter—
net. Centre for Advanced Internet Architectures.
Technical Report 030606A.

L. Mannila, H. Tolvonen, and A. I Verkamo,
"Discovering frequent episodes in sequences,” Proc.
of the Int’l Conference on Knowledge Discovery
in Databases and Data Mining(KDD-95), pp. 210~
215, 1995,

R. Agrawal and R. Srikant, "Mining Sequential
Patterns! Generalizations and Performance Improve—
ments,” Advances in Database Technology ~ EDBT6,
5th International Conference on Extending Data-
base Technology, pp. 3-17, 1996.

R. Agrawal and R. Srikant, "Fast algorithms for
mining association rules,” Proc. of the 20th VLDB
Conference, pp. 487-499, 1994,

M. Zaki, "SPADE: An FEfficient
Mining Frequent Sequences,”
pp. 31-60, 2001,
Aseervatham, A. Osmani and . Viennet, "Bit-
spade! A Lattice-Based Sequential Pattern Mining
Algorithm Using Bitmap Representation,” Proc.
Sixth Int't Conf. Data Mining(ICDM), pp. 792-797,
2006.

J Pey, J. Han, B. Mortazavi-Asl, H. Pinto, Q.
Chen, U. Dayal, and M. Hsu, "PrefixSpan: Mining
Sequential Patterns Efficiently by Prefix-Projected
Pattern Growth,” Proc. of the 17th International
Conference on Data Engineering (ICDE'01), pp.
215-224, 2001.

J. Pei, B. Mortazavi-Asl, ]. Wang, H. Pinto, Q.
Chen, U Dayal, and M. Hsu, "Mining Sequential
Patterns by Pattern-Growth: The PrefixSpan App-
roach,” TEEE Transactions on Knowledgeand Data
Engineering 16, pp. 1424-1440, 2004.

Algorithm  for
Machine Learning 40,

[12]

{13}

{14]

KN
=

A 1EH9 L

=1}

179

C. Yu and Y. Chen, "Mining Sequential Patterns
from Multidimensional Sequence Data,” IEEE Trans
actions on Knowledge and Data Engineering, v.17,
n.1, pp. 136-140, 2005.

C. Raissi and M. Plantevit, "Mining Multidimen
sional Sequential Patterns over Data Streams”
LNCS 5182, pp. 263-272, 2008.
M. Plantevit, A. Laurent, M,
mining hierarchical scquential patterns,” Proc.of
the 9th ACM international workshop on Data
warehousing and OLAPDOLADR), pp. 19-26, 2006,

Teisseire, "HYPE:

R
AR =] ool
ABAALE Hx

& A&

2002 24 AAEte BHHEETER F
AR 200491 89 ¥EEvled AANE
oo MAL 2004 99 ~HA SEA 8y
w9 ket vl gEcke o
olepjo] Al TEjE 7R EAF A
28, dielg} voly %

ZAR A

AR =FA ¢ dolehuol

3

ABAALZ



