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Biometric Features and Responsible Person Information Hiding
by Watermarking Technique
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Abstract

This paper propose a method to hide not only biometric features in the biometric image such as face and fingerprint
for protecting them from unauthorized entity but also information of responsible person expressed as binary image
which can be used to identily the responsibility of divulgence. For this, we investigate the recognition rates and bit
error rates of extracted responsible person information watermark for the cases of using face and fingerprint images
as cover images for fingerprint and face recognition which are the most popular biometric techniques. From these

experiments, we confirm that the proposed method can be used for various application requiring to protect personal
biometric information
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Fig. 16 Result extracted of responsible person = onbe} zho) AFPA = AEGY T RG] 25

information o Aagle] Aotd darglEe o dF 5AFS 24t

(JPEG 30) 5 #EHEY sehe dwdgEel %)z vehd

JPEG #3935t 219 ge) SRl 4udlol BUT 23

3) ANE 4 Fd ¥4 = w28y Do NEEAEE Adna JRE 2
£ 10lA= AN de] AEe] mE 49 Aage ¥ ot FEW Ak dF5Ae] Ae HelsAl dekk

AolM Wi ¥ BA% AdE e ® lelA 9@ % JPEG Fd0l 30Y AS FHFAARE F53HA ‘”%Oﬂ

EAR ALEARE 19, 1203 A ud D29 P AL SARG 2 Fo $35) AEAYEE P
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2 @ ol Age] Wl 34 VA gt ma JPEGe]  Uth ZEu ARSARY Asde dE98 Roe Aw

ZA0] AalEvabE gEaiale] QAR = wolxx o Gl Ase Zlo] aRA AL AN o= A
E 1 AN HEivta R YA $ef B B4
Table 1. Experimental results by proposed method

Cover image Cover image
JPEG Watermark Face Fingerprint
Quality information Face Finger Extracted features Extracted features
face fingerprint ID face fingerprint D
No watermak 82.67 0 N/A N/A N/A N/A N/A N/A
100 D 82.00 N/A N/A 0 n/a N/A 0
ID+features(face) 8267 82.67 N/A 0 82.67 N/A 0
ID+features(finger) 82.00 N/A 92.00 0 N/A 92.00 0
No watermak 8267 N/A N/A N/A N/A N/A N/A
2 D 8267 N/A N/A N/A N/A
ID+features(face) 82.00 N/A N/A
ID+features(finger) | 82.67 N/A N/A
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