g=rdayets] =EA A13d Al4s 2009 8

o] 714 d4 s =H|Ql & Wi
Indifferentiability ZAo|x¢] obdA &

Indifferentiable Security Analysis of Several Hash Domain
Extensions

N =
SRS

* A‘lIHjé'I**

y O

Mol

)

Dong—Hoon Chang#, Jae—Chul Sung™", Seok—Hie Hong"" and Sang—Jin Lee™

O o
=

i

—°.£r-1n

_4

owt pfMD, MDP, WPH, EMD, NI, CS 3¢ =HQl & wla} Zho] fxo)AM &9 7 o

truncated Aol th3 Indifferentiability THANAY ¢tAA A AFE AAZL} E =
Gt WHE 7]y B4 W g9 gesta due 53E 2tk By ople B 24
7 e Ao Fxeo gz GA Ago] "Hohe S-S AU 7o), Al sl4l T A A
T2 AHE 4 3ok

oo g

ﬁ rlr

[eX 3
59
=]
o

> rE 2
ox o X o r
é..l_'f,
ok,
r2 o Mu Hu

ML

B )

b

Abstract

We provide indifferentiable security analyses of pfMD, MDP, WPH, EMD, NI and CS hash domain
extensions and their truncated versions. Unlike previous analytic techniques, the analytic technique considered
in this paper is simple and easy. Moreover, the analytic technique can be generally applied to any types of
hash domain extensions. That means that the technique can be used as an analyzing tool for any new developed
hash function.
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