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An Mobile-OTP(One Time Password) Key
and Simulation using Fingerprint Features
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Abstract

As the applications within Internet and Ubiquitous becoming more extensive, the security issues of those
applications are appearing to be the most important concern. Therefore, every part of the system should be
thoroughly designed and mutually coordinated in order to support overall security of the system. In this paper,
we propose new technique which uses the fingerprint features in order to generate Mobile One Time
Passwords(OTPs). Fingerprint is considered to be one of the powerful personal authentication factors and it
can be used for generating variable passwords for one time use. Also we performed a simulation of
homomorphic graph variable of fingerprint feature point using dendrogram and distribution of fingerprint feature
points for proposed password generation method.

Key words : Mobile-OTP, Fingerprint Features
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Table 2. Distribution of fixed
features by changed Angle

2F Halof g 1Y A Hals

and variant Fingerprint

Hs P ~ ~ (%)
T T
1 26 17 9 65:35
2 3% 31 4 8812 | =
3 30 21 9 70:30
4 23 14 9 61:39
5 17 13 4 76:24
6 16 10 6 63:37
7 15 12 3 80:20 | x
8 18 14 4 78:22
9 21 14 7 67:33
10 17 9 8 53:47
1 24 16 8 67:33
12 2 14 8 64:36
13 20 16 4 80:20
14 18 9 9 5050 |
15 20 14 6 70:30
16 28 19 9 68:32
17 17 10 7 59:41
18 19 14 5 74:26
19 24 17 7 71:29
20 25 15 10 60:40
21 23 14 9 61:39
22 19 16 3 84:16
23 25 19 6 76:24
24 28 20 8 71:29
25 24 18 6 75:25
26 18 1 7 61:39
27 15 12 3 80:20
28 20 17 3 8515
29 17 1 6 65:35
30 17 1 6 65:35

=3ka)ehs] =A] #1338 Al4s 20097 8¢

+solid: count of fixed points "tTash count of variable points

Count of Fingerprint Feature Points by changed Location

12 13. 3071 MEZ x|2 dlo|efe| 9|x|(Location)
Bistoll CHE 0N (Lol =0 MatE Jte
£Y BEH(=5)e =
Fig. 13. Counts of Fixed(Blue) and
Variant(Green) Pattern of Fingerprint by Changed

Location
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ErrorBar of Fingerprint Feature Points by changed Location
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Fig. 14. Relation of Fixed and Variant Feature
Pattern of 30 Sample Fingerprint by Changed

Location
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Count of Fingerpfint Feature Points by changed Angle
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Fig. 15. Counts of Fixed(Blue) and Variant(Green)
Pattern of Fingerprint by Changed Angle
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ErrorBar of Fingerprint Feature Points by changed Angle
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Fig. 16. Relation of Fixed and Variant Feature

Pattern of 30 Sample Fingerprint by Changed

Angle
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ErrorBar of Fingerprint Feature by changed Location and Angle
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Fig. 17. Relation of Fixed and Variant Feature
Pattern of 30 Sample Fingerprint by Changed
Location and Angle
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(a) Polar of Fingerprint Feature by Location(#) or Angle(”)
+ 9 g

(b} Palar of Fingerprint Featura by Location and Angle
a0

28 18 9I7, 24, 2211 2IR9) 2t
Wsls Uik Xz S3el 384E

Fig. 18. Polar Coordinates of
Fingerprint Feature Variant by Changed
Location, Angle, and Location & Angle
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7| 3 $do| M&
Fig. 19. Transmission of Key Permutation
Cycle of Mobile-=OTP using Public
Crypto—System
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