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Fragile Watermarking for Image Authentication and Detecting
Image Modification
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Abstract

Digital watermarking is a technique to insert a visually imperceptible information into an image so that the
information can be extracted for the purposes of ownership verification or authentication. And watermarking
techniques can be classified as either fragile or robust. Robust watermarks are useful for copyright and ownership
assertion purposes. They cannot be easily removed and should resist common image manipulation procedures such
as rotation, scaling, cropping, etc. On the other hand, fragile watermarks are easily corrupted by any image processing
procedure, it can detect any change to an image as well as localizing the areas that have been changed. In this
paper, we propose a fragile watermarking algorithm using a special hierarchical structure for integrity verification
of image and detection of manipulated location. In the proposed method, the image to be watermarked is divided
into blocks in a multi-level hierarchy and calculating block digital signatures in this hierarchy. The proposed method
thwarts the cut-and-paste attack and the experimental results to demonstrate the effectiveness of the proposed method.
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Table 1.
Generation of digital signature.
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