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Abstract

This paper proposes the EAP-AKA scheme without UICC for extending its usage to existing WLAN/WiBro devices.
To apply the current EAP-AKA scheme, the WLAN/WiBro devices require an external Universal Integrated Circuit Card
(UICC) reader. If they don’t use UICC due to cost overhead and architectural problem of device, the EAP-AKA scheme
loses its own advantages in security and portability aspects. The proposed scheme uses the DH key algorithm and a
password for non-UICC devices instead of using the long-term key stored in UICC. The main contribution is to maintain
the security and portability of the EAP-AKA while being applied to non-3GPP network devices not equipped with UICC.
Furthermore, it does not require major modifications of authentication architecture in 3GPP.
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