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read, relabelto, ioctl, append, setattr, swapon, write,
lock, create, rename, mounton, quotaon, relabelfrom,
link, unlink, execute”} 3)
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execute_no_trans, entrypoint,
file .
execmod
- file
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chr file - - typ
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blk_file none
filo_file none .
special_file
Ink_file none
sock file none
. search, rmdir, getattr, remove name, .
dir - dir
reparent, add name
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subject:

subject_type [option]
object:

object_type { path_name | value }
permission:

object_alias object type { operations, ... }
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pil}

subject:
passwd binary

object:
passwd_bin { /usr/bin/passwd }
passwd file { /etc/passwd*, /etc/shadow* }

permission:
passwd_bin file { execute }

passwd _file file { read, write }
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/usr/sbin/(httpd. httpd.worker)
execute | /etc/init.d/httpd
/var/www/cgi-bin/*
il fvar/www/html/*
He read /ust/lib/httpd/modules/*
/etc/httpd/conf/*
it /var/log/httpd/*
v /var/www/html/upload/*
access fvar/www/html/
/var/www/html/
view /etc/httpd/conf/
dir /usr/lib/httpd/modules/
¢ /var/log/httpd/
create /var/www/html/upload/
remove | /var/www/html/upload/
protocol allow tcp
port allow 80, 8080

442 MySQL EoF M3 =Za)

MySQL dlele#lol A~ AMuje] AA F3E ol



50 SELinux 2 A 224 71

E 9B

Het 3y 4y w7

% 912} o] Hlo]
6 EEo] th3t A

e ks A A

fusr/libexec/mysqld
/etc/init.d/mysqld
/usr/bin/mysqld_safe

execute

/var/www/html/*
/ust/lib/httpd/modules/*
/etc/my.cnf
/var/lib/mysql/mysql.sock

read
file

/var/lib/mysql/*
write /var/log/mysql.*
/var/lib/mysql/mysql.sock
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