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DARPA dHloJe] A& 34L adxoe ¥HT of
EAL dlele] Aega, 3AE Aulx A F4

(Denial of Service), ZZ = H(Probes), R2L(Remote to
Local), U2R(User to Root)& v}y gloit. &fxjqt
o] Tl U2RE] A= F2 v|EY =7} ohd Al~d]
o 2oelx] BAE e % o} vEsl2 TN
AHeH A ez AL 93 B, 2,
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(38 1) "Y YR Alagel 27

BE ARgste] ghAlell A3 o, 2|4 71l knowledge-
based)o]2}t &t} ©X] 2 %F(behavior on detection)
Fi= HA Alasle] FA gt el whet FEA
(active) 4% (passive). 22 ).

73A} 2912 9] 2] (audit source location)ol] 21§+ ¥
o ARe] FRE wigko® AeiAlch w ARS
(usage frequency)ol] WHE Al ©A] A€o B
= A9 g Aladle] AT RUEE F2 5714
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LA i A

N

3 ALY @7
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Detection Expert System)v ZA1S wleto 2 g 71%
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2] Azdo g, AR5 Ag7) A2 (expert
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17378 2 8319
t}. HMM(Hidden Markov Model)-&- &% Al
(symbols)e] M g-& md 3|7 F-85 e
2, tlZ uio] uls] Al~E Z oWl E(system call
event)2 Rdlglsl=d £ A5S 2ol =L A
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Heshe 475 YN MARS (Multivariate
Adaptive Regression Splines)= ¢14-3 ¢l o]x] Wol|
daiA At & mdle Agoz sk whHe
2, 3 W dEs A5aE, a3 dlojeel £
A %= B dely T25 e A sl

Abraham<- MARSE 7|22 3} Ag] &) Ax=S
A ekstsi s, LGP(Linear Genetic Programming)Z 7]
Z2 3k 4] ©@A Al28E& Mukkamalaol] &3] |k
HAH, wel A x gx]o) opde Fus) 94, o
T4 A F A3t 8] 9A] whyo] AlotEr| e g
t}. Chebrolut= ®le]A| et Y| E¢) =z} F27)uk whgel
CART(Classification and Regression Trees)2] A7-&
ST Y FA AzAS Aekspn

24 4ol & Jl&

A A Axgelx] atEe 2k} dlolEe) ke
42 U EHZ el dlolg] AAE 7 atalr)
ol E7bsslch w3k ARE Aol ql7ke] Wk}
7oz Ak AZL 5 glo] £k A9l g 4]
< A2 ASlE wRE] a4 A2 siokst
dlofE] 8} oF& 2t2A H8r} ik ke AAke R
Al A7 274 o, wolyl He EAle sp w7
g EA7F 2 el dlo)8 7ta(data reduction)E $)
gl diole] "y, Az A dole] 7318} v
Hol gt
Hlo]e] e} (data filtering)®] Z42 Aq] )
28lo] A2jsfiol sz dlele] 9] oke Fole Ao}, A
s A lelA] 23 dlo|el) v Eafstmz,
o] wleJel7} Al A Al2glollM 22)=7] Ael AA
sojo} Alxgle] E4AS U 5 Qlrh o] HheY =
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& FEATOE s AoEZA, 4 R gAY
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3= A9)9 A=) A (distance measurement) HFH ol
upet SAjo] delAlH, FAACR do|HE #£43r]
S8 chofst fofoll A AM83he dubAQl 7)ot
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2 oA = A FAE AT HE Ao Py
7ol el Ao}, 2E 17 KDDCUP 99 ]
ole AL o] &3}n, ¥ =4 41709 HEx= o]E
Al 148 41747 3R e,

LIDM(Lightweight intrusion detection model)<-
Yangell &l Ak z!?, vl4 wlelq EZgAelm
Fapdolrt Hx Ad Ao AN H5g} glo] AlF
HAES AHEte], BE 83 AT g AAGLEH )

olBlE wtste] wEy Y YAE # 5 gl
24 w2 ol ole 23 wel(Maximum Entropy
model)2- AH&38}%T)

Kuchimanchi= H = Al¥] W © 2 NNPCA(neural
network principal component analysis)2} NLCA(nonlinear
component analysis)eh= 5 7€) A7 2el-8 o 73
o} PCA(principal component analysis)$} A e
7hel A7 2E wlsialed, NLCA Who] A¥ dlo|e
A719] & 30% & EY 4 UL NNPCA W
2 50%E £ 5 dvke A9E 2y

Zhang2- dlloE] vloyd why & shiql Y] EHAE
(random forest) & ©]-8-3] Hx A& AFE 438 3}giv}
U1 LDA, ICA(Independent Component Analysis), PCA
9} 722 A% 244 "PHo] Venkatachalamell 2]3) ¥]
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(£ 1) 2t wgoz MeE HE W
Y %

1G 3, 5,6, 10, 13, 23, 24, 27, 28, 37, 40, 41
3, 5,6, 10, 13, 23, 24, 27, 28, 37, 40, 41

1,2, 4,5, 6,10, 13, 16, 21, 22 23, 24, 27,
31, 32, 34, 36, 37

1,2,3,4,5,6,8,9, 10, 11, 12, 13, 14, 15,
BT 1E |16, 17, 18, 19, 22, 23, 24, 25, 26, 27, 28, 29,
30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41

1, 2,3,5 7,8, 11, 12, 14, 17, 22, 23, 24,
25, 26, 30, 32

ICA 3,5,6, 12, 23, 24, 25, 26, 28, 31, 32, 33, 35
PCA 1, 4,5,6,7,8,9, 11, 12, 38, 39, 40, 41

1, 2,3, 4,5, 6,10, 12, 16, 22, 23, 24, 25,
27, 28, 29, 30, 31, 32, 37, 40

CBFS 3, 4, 6, 10, 12, 25, 29, 37

1,2, 3,5 7,8, 11, 22, 23, 24, 25, 26, 30,
32

CART |3, 5, 6, 12, 23, 24, 25, 32, 33, 34, 36
A 3, 4,5, 24, 33, 41

MI

MBM

A=Y, 21 A= Gmix, RBF, Binary tree,
LAMSTAR, SOM, ART$} Z2-& Aldw dare]&s A
6]—“ o8 ;]o] 2] Al 2EHo| 7_240] UL%A oh;} o]
A4 PCAE LDA, ICARY} &34, 98§, W&
HoA] =& %2 Eoir/],

Chebrolu= ©tE B E27] 2 d(markov blanket
model)¥} 24 2z v‘:‘r*i S o]g3te] Hx A= f-8-
A& Agste] Rylon® g gAoln E3byql Fg)
GA A 2EE AjEELr] SfsjA] welAleh vl E A,
CART, 12]a #o)A|et W E$) =9} CARTZ} 233
gl A welo] el ol psigleiPh.

Chous KDD CUP 999} UCI dlo]8] A& g3}
243, A ¥ 2 (mutual information)¥ A AME A Wk
(pairwise MD)3} 72+ A5 Ael whilg of L8 pala)

AT, o] W Bl ofs) APE HE5L C4.59 4
o] 1. We]Z(Naive bayes)oll 2|3 A& Aztw Zws}

A1, e #7HE #lsl CBFS(Correlation Based

Feature Selection)?} FCBF (Fast Correlation-Based

Filter)®} 728 A A9 dve]2S v)w Agsigot

Zainal-2 838 HXx A q;ua,} dlo ]EiV] 222 93 g

2 H(rough set) °]& 2 R P Ak R
3

23
E. PR
o8] AdeE 26709 H= %‘: Bz A daeEE ol%

sto] ohA] A A9 Fo He 2 Ao} w3k Aok
g+ o]23} SVDF(Support Vector Decision Function
Ranking), LGP(Linear Genetic Programming), MARS
(Multivariate Regression Splines)e] A& | w5}

3}[2317

B =59 AgelA AR KDDCUP 99 HlolE Al
off e Awir, Ax A9 A5 A3 AAH

3.1 KDDCUP 99 H|O|F 24

Aq) &A] o] djsl] A, 24K F7HE A MIT 2
ol FAl el A= DARPA 1998 A ] ©A] 7} dlefe] Al
< $Astd ™, KDDCUP 99 34l 2] th3]ellA o
dlo|ei 5 7133t dieolel & Algstairt

KDD CUP 99 dloJe] AL DoS, R2L, UZR,
Probes®] ¥l 74 34 33 AAom ERich
kddeup. data_10_percent.data+= kddcup.data®l| %3
= dlole F, ¥4 dolel A¥v b FAE w5l
U g ol & 715 9171 witell, Sherel] @3
% 5 glef dole] Mg 24T g dlolEolth 1
gl AF dole| & AMEE A2 corrected dataZ A,
shrol] 2wl QI 22714] 34 9401] named, Xsnoop,
snmpgetattack =9 A2E T4S
Aol ol ASEA] S T =
Heflx® S-FAEE 317] 9 HZ;L% & 7t TN
o2 ¥Ralo} AR,

B =FolxE KDD CUP 99 dlo]g] Foli] vES
=9} Fedo] A, vhE 34 ol vls AAsiA A
2 dlole] A5 7 R2LE Al [ 2]: &

(

3 FA Aol A ARE = 7 3E dlolE A
of rt

KDD CUP 99 tﬂ ] % <+ UEH=Y 4R
TAEe] 9, «1 71484 (basic)e] A%,

TCP 974 %MVH Jié
g AR A 7R HE

d8, EH(traffic)el] &
22 FEE g ol AEE

ml



parg g | g A
Normal 97,277 60,593
DoS 391,458 229,853
R2L 1,126 16,347
Probes 4,107 4,166

& olabA ql(discrete) HE2} d<4A Q) (continuous) 3
Tehs F /M 402 vhdoh vEYda 94 A
9 Are &5 72
925, protocol type, service 52| A= o4k gl

$AE Zeth (28 2 A ARET Sy bl
B 4% Hojfrh

£ A7 ZF Hm7t Arle A5 Sjala WA
2§ FE(probability distribution)® T-aletiic}, &5
FxE pElr] Y, #leed whH(non-parametric
method)ell 4 7P dulo g AlMEE daxe
(histogram) HHP8- o] 8sle], A4d ko) HF ¥
¥(probability distribution)E A gk} A48 e
7] ok oAby Axo] WM E HEsl 2 e
71E0 2 BF LEE A dam 1w s o)
& o, AA el gt AizhE S92 7
o2 e, I kel sl 88 BEE

duration, ugent oA 2]

ml

°%°

0,tcp,http,SF, 181,5450,0,0,0,0,0.1,0,0,0,0,0,0,0,0,0,0,8,8,0.00,0.00,0.00,0
.00,1.00,0.00,0.80,9,9,1.00,0.00,0.11,0.60,0.00,6.00,0.00,0.00,Normal.
0,tep,hittp,8F,239,486,0,0,0,0,0,1,8,0,0,0,6,0,0,0,0,8,8,8,0.00,0.00,0.00,0.
00,1.00,0.00,0.00,19,19,1.00,0.00,0.05,0.00,0.00,0.00,0.00,0.00,Normal.
0,tep,telnet,$0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,6,5,0.83,1.00,0.00,0.00,
0.83,0.33,0.00,5,6,1.00,0.00,0.20,0.33,1.00,0.83,0.00,0.00,D0S.
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(28 4) flage] &8 Bx

(2% 3] ﬁ%d 3134 F8e HFE B
’ ) dst_host_count?) BE BEE
A gEo #H3r} gl 03004 0.5 Abel
g FE e AT 28 Aot e
a4z 03 Hoighal 2555 1005%E 3k = e
2.55% o] &5 RxE g Aloleh o] AnE F
7!-1;(] E/\Eoﬂ ;(d 5‘}.‘* 3 /\.E; u}E}gR_ 7;\]35 DoS &
A 589 99.6% olAte] 255 AL HFE ek
o2y 7P & B54E e A & 4 Usith
[2¥ 4] flags vehd Zi_i‘/ﬂ dukxal ojaty
Hxol g5 Fx 2 Jehid, 50, §1, §2, S3, SF, SH,
REJ, RSTO, RSTR, RSTOSO, OTHS] %4 b}
Probes®| 7% S0, SF, REJ, RSTRA 78 £ & H
& & < 9l R2LY F9+= SFolA 71 & X
& 23s & 5 Stk

B Aol e fFedd Az, slel AF HAE, 4
ey .S Ae dhgg o435t AzlE FAE
. A E wlee g A Adsiy, 4" JEE
AR EZ| 04,}_.\24101] 243 F 9A F3E B
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Az *dﬁ%‘ AL 28 519 o] A A FEeE
vhdr) 3 R 3L S| AE ] vhHE ARl
FAREFY 4 A x| sl T LEE P T
Fo|w, ¥ WAl Ay due]Ee H43le 7 HEe}
o} A2 e Qe Aol Al WA FE-L A=l 3
EE oz AR Ee] dueld F sl C455 o]
A whA] FAE st AAdd BA 738 ol
sto] X3k FHAo|th
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Prob Dist. Caleulator

Caleulate
Probability distribution

Feature Selector
Euctidean
distance
Chi-square
Test
Relative Eatropy

Rule Generator
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Decision Tree:

count > 64 :

| dst_host_diff srv_rate <= 0.15 :

srv_diff_host_rate <= 0 :

| protocol_type = icmp:[0] DoS (280685.0)

| protocol_type = tcp:

| logged_in = 1:[0] Normal (35.0)

i | logged in = 0:

||t dst_host_diff srv_rate <= 0.09 :[0] DoS (104689.0)
| 11 dst_host_diff_srv_rate > 0.09 :

| ] 1 count <= 99 :[0] Probes (6.0/1.0)

| i1 count > 99 :[0] DoS (88.0)

| protocol type = udp:

| | dst_host_same_srv_rate <= 0.59 :

|

|
i
1
|
F
|
|
|
|
|
|
\ | | dst_host_diff srv_rate > 0.04 :[0] Probes (10.0)

(O3 7) C4.5 ZFERol ofsf MME EX| 73 Eg

DoS;count > 64;dst_host_diff_srv_rate <= 0.15;srv_diff_host_rate
<= O;protocol_type = icmp;
DoS;count > 64:dst_host_diff srv_rate <= 0.15;srv_diff _host_rate
= (;protocol_type = tcp;logged in = 0;dst_host_diff srv_rate <= 0.09;
Probes;count > 64;dst_host_dift’ srv_rate <= 0.15;srv_diff _host_rate
<= (;protocol_type = fcp;logged in = 0;dst_host_diff_srv_rate >
0.09;count <= 99;
DoS;count > 64;dst_host_diff_srv_rate <= 0.15;srv_diff_host_rate <=
O;protocol_type = tep;logged_in = 0;dst_host_diff _srv_rate >
0.09;count > 99,
Probes;count > 64;dst_host_diff_srv_rate <= 0.15;srv_diff_host_rate
= 0;protocel_type = udp;dst_host_same_srv_rate <=

0.59:dst_host_diff srv_rate > 0.04
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