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Abstract Digital forensics refers to finding electronic evidences related to crimes. As cyber crimes
are increasing daily, digital forensics for finding electronic evidences is also becoming important. At
present, various aspects of digital forensics have being researched including the overall process model
and analysis techniques such as network forensics, system forensics and database forensics for digital
forensics. Regarding database forensics, only analysis techniques dependent on specific vendors have
been suggested. And general process models and analysis techniques which can be used in various
databases have not been studied. This paper proposes an integrated process model and analysis
technique for database forensics. The proposed database forensics model (DFM) allows us to solve
problems and analyze databases according to the situation and purpose, and to use a standard model
and techniques for various database analyses. In order to test our model(DFM), we applied it to
various database analyses. And we confirmed the results of our experiment that it can be applicable
to acquisition in the scene as well as analysis of data relationships.
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