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ABSTRACT

IPTV technology for providing multimedia content with high-speed is the network which combines existing
network, multimedia and internet technology etc. But internet, broadcasting and web technologies which is now
being used is not optimized to IPTV because the security problem between user who gets content service
through mobile units and content server is not guaranteed. This paper proposes user certification mechanism
between mobile device and content server to receive the service which the user for the content chooses by
mobile device safely. The proposed mechanism uses the random number which user creates and certification
token for preventing illegal user who uses other’s service that already paid. Also the proposed protocol encrypts
the delicate data like user’s information or profile using shared-key between java card attached on user’s mobile

device and grant server and then prevents reply attack which happens often in wireless section and
man-in-the-middle attack by MAC.
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