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Abstract Recent development in wireless communication and mobile positioning technologies makes
Location-Based Services (LBSs) popular. However, because, in the LBSs, users request a query to
database servers by using their exact locations, the location information of the users can be misused by
adversaries. Therefore, a mechanism for users’ privacy protection is required for the safe use of LBSs by
mobile users. For this, we, in this paper, propose a efficient cloaking region creation scheme using Hilbert
curves in distributed grid environment, so as to protect users’ privacy in LBSs. The proposed scheme
generates a minimum cloaking region by analyzing the characteristic of a Hilbert curve and computing the
Hilbert curve values of neighboring cells based on it, so that we may create a cloaking region to satisfy
K-anonymity. In addition, to reduce network communication cost, we make use of a distributed hash table
structure, called Chord. Finally, we show from our performance analysis that the proposed scheme
outperforms the existing grid-based cloaking method.
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