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ABSTRACT

In this paper, we propose an improved SHACAL-1 of the same encryption and decryption with
a simple symmetric layer. SHACAL-1 has 4 rounds, and each round has 20 steps. Decryption is
becoming inverse function of encryption. In this paper, we proposed SHACAL-1 are composed of
the first half, symmetry layer and the last half. The first half with SHACAL-1 encryption
algorithm 1 round does with 10 steps and composes of 4 round. The last half identically with
SHACAL-1 decryption algorithm, has a structure. On the center inserts a symmetry layer,
encryption and decryption algorithm identically, composes. In the experiments, the proposed
SHACAL~1 algorithm showed similar execution time to that of the SHACAL-1. Thanks to the
symmetric layer, the proposed algorithm makes it difficult for the attacks which take advantages
of high probability path such as the linear cryptanalysis, differential cryptanalysis. The proposed
algorithm can be applicable to the other block cipher algorithms which have different encryption
and decryption and useful for designing a new block cipher algorithm.

Key words: SHACAL-1, Feistel, Symmetric layer(]1% %), CBC(Cipher Block Chaining)
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