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ABSTRACT

Ari Juels proposed Yoking-Proof protocol for authenticating multiple tags simultaneously using RFID system. Because
common Yoking-Proof methods authenticate by using MAC (Message Authentication Code), it is difficult to apply them to
inexpensive tags. It is also difficult to implement common hash functions such as MD5 in inexpensive tags. So, Ari Juels also
proposed a lightweighted Yoking-Proof method with only 1 authentication. However, Minimalist MAC, which is a
lightweighted MAC used in the proposed method is for single-use, and the proposed structure is vulnerable to replay attacks.
Therefore, in this study, the minimalist MAC using Lamport’s digital signature scheme was adopted, and a new type of
Yoking-Proof protocol was proposed where it uses tags that are safe from replay attacks while being able to save multiple key
values.
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