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Abstract— RSA crypto-processors equipped with 

more than 1024 bits of key space handle the entire key 

stream in units of blocks. The RSA processor which 

will be the target design in this paper defines the 

length of the basic word as 128 bits, and uses an 256-

bits register as the accumulator. For efficient execution 

of 128-bit multiplication, 32b*32b multiplier was 

designed and adopted and the results are stored in 8 

separate 128-bit registers according to the status flag. 

In this paper, an efficient method to execute 128-bit 

MAC (multiplication and accumulation) operation is 

proposed. The suggested method pre-analyzed the all 

possible cases so that the MAC unit can remove 

unnecessary calculations to speed up the execution. 

The proposed architecture prototype of the MAC unit 

was automatically synthesized, and successfully 

operated at 20MHz, which will be the operation 

frequency in the RSA processor.  

 

Index Terms— RSA, crypto processor, multiply 

and accumulate, MAC 

 

 

I. INTRODUCTION 
 

WITH the development of the high-technology in 

networks, modern society shares information via 

enormous mass communications such as wire/wireless 

networks. Depends on the needs, this sensitive 

information should be defended and protected. So 

became the information security technique such as IC 

cards which and authorize private identification very 

important these days. These information-protective 

technologies takes complicate operations through 

cryptographic algorithms. Data encryption techniques 

require high computing power to take care of immense 

math calculations used for encryptions. RSA is a 

cryptosystem which is able to make encryption and 

authorization. The RSA was jointly created by Ron 

Rivest, Adi Shamir, and Leonard Adleman in 1977. 

RSA provides security and electronic signature by the 

fact that extremely big numbers are hard to be split 

into the factors.  

The two main operations in RSA processing are 

modular multiplication and modular exponentiation. 

To speed up the modular operations, high performance 

MAC (multiply and accumulator) is required for 

efficient handling of Montgomery algorithm. In this 

paper, we analyzed all the possible cases in advance 

considering the register sizes to remove unnecessary 

operations. 

  

 

II. RSA ALGORITHM 
 

RSA is the name of a data encryption algorithm, 

name after the first initials from Ron Rivest, Adi 

Shamir, and Leonard Adleman respectively, in 1977. 

The algorithm provides its fundamental security by the 

mathematical fact that a big number cannot be easily 

divided by its prime factors. The algorithm has its 

intrinsic characteristics as below.  

 

A. RSA key generation algorithm 

▪ Each recipient must generate the RSA public key 
and private key pair before establishing 

communication.  

▪ Each recipient must perform the procedure given 
below. 

 · Generate two prime numbers p, q, with roughly 

same size. 

 · Calculate n=p·q, φ=(p-1)(q-1) 

 · choose random number e, which satisfies the 

condition (gcd(e, φ) = 1, 1 < e < φ) 

 · Calculate a special number d using Extended 

Euclid algorithm, which satisfies the condition 

(e·d = 1 (mod φ), 1 < d < φ) 

 · Now we have a public key pair (n, e) and the 

secret key (d) 
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Table 1. Extended Euclid algorithm calculation flow 

1 If  b = 0,  then  set  d <= a,  x <= 1,  y <= 0,  and return  (d, x, y) 

2 set  x
2
 <= 1,  x1 <= 1,  y2 <= 0,  y1 <= 1. 

3 

while  b > 0  do  the  following: 

a q <= [a/b],  r <= (a – qb),  x <=  (x2 – qx1),  y <=  (y2 – qy1) 

b a <= b,  x <= x2,  x1 <= x,  y2 <= y1,  y1 <= y 

4 set  d <= a,  x <= x2,  y <= y2,  and  return  (d, x, y). 

 

 
B. Extended Euclid Algorithm 

▪ Input : two integer numbers a, b (a >= b)  

▪ Output : 
 · d = gcd (a, b) 

 · x, y, which satisfies the condition ax + by = d 

▪ e and d are called encryption/decryption exponent, 

n is called the modulus (Table 1) 

 

C. Encryption and Decryption  

▪ B encrypts the message m, which will be sent to 
the recipient A.  

▪ Encryption : B performs the followings. 
 · Look up the reliable public key pair (n, e). 

 · Encode the message m with n-bit size bit-stream 

· Calculate c = m
e
 mod n 

· Send the encrypted message c to A 

▪ Decryption : A performs the followings. 
 · Calculate the private key d in advance. 

 · Calculate m = c
d
 mod n 

 

 

III. RSA CRYPTOPROCESSOR 

ARCHITECTURE  
 

A. RSA processor top block 

RSA crypto engine is composed of MAC, its 

control unit, buffer block with large sized registers, 

and the address selector. MAC block, which is 

composed of multiplier in units of 128 bits, 256-bit 

adder for MAC operation, and its control block, is the 

core unit to perform various operations required for 

executing Montgomery algorithm. Fig. 1 shows the 

entire block of the RSA top module.  

 

B. 32b*32b Multiplier 

The multiplier block should be able to perform 

multiplication of two 128-bit operands. To minimize 

the size versus performance, we chose 32b*32b 

multiplier, which, considering the sign bit, can be 

thought of as 33b*33b multiplier. 

Buffer MAC module

Register 1

Register 2

Address 

Selector

Control Signal Generatorcommand

data_in

data_out

address_out

256-bit 

Adder

32*32-bit 

Multiplier

 
Figure 1. Top module block diagram of an RSA 

cryptoprocessor  

 
We used radix-4 modified Booth’s algorithm to get 

the partial products. 3:2 CSA structure is adopted to 

make up the Wallace tree, in which sign-generation 

method was used to reduce the number of calculation 

steps. Fig. 2 show the structure of the 32b*32b 

multiplier. 

 

 

Figure 2. 32b*32b multiplier block architecture  
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C. Hybrid Adder Design 

In order to extract the best performance, we 

simulated and decided to use the hybrid style of binary 

adder. The adder can be divided into two different 

kinds of adders; carry-look-ahead adder and carry 

propagation adder. As shown in Figure 3, 4-bit low-

level adders were implemented in the shape of PG 

operation unit, which produces Propagate vector and 

Generate vectors. The higher level is implemented 

with gates so that it can handle fast carry look ahead 

operations. 

 

 
Figure 3. 16-bit hybrid type adder module.  

 

 

IV. MAC UNIT DESIGN  
 

MAC unit is designed to support 128-bit 

multiplication, 128-bit addition and 256-bit multiply-

and-accumulate with a 128-bit stream as a unit word. 

The MAC has basically 8 128-bit registers and 3 1-bit 

carry flags to utilize in the execution. The MAC is 

composed of 256-bit adder and 32b*32b multiplier as 

functional blocks. A flow-diagram of 16 steps of 128-

bit multiplication using 32b*32b multiplier is shown 

in Fig. 4, and we show a MAC block diagram in Fig. 5. 

In order to perform Montgomery multiplication, 

MAC was designed to support various operations to 

implement Montgomery algorithm using 128 general 

purpose registers. In table 2, we show operations 

required for Montgomery operation used in the MAC 

unit, and also show instructions used in the reference 

RSA processor. 

 

 

V. IMPLEMENTATION  
 

We proposed a performance-efficient MAC unit, 

which can be suitably embedded in RSA processors, 

especially handling 128 bit streams as one block unit. 

As the most important performance-affecting 

execution unit, we chose area-efficient 32b*32b 

Booth’s multiplier. Also, we described register files to 

emulate for verification so that we could compare the 

results acquired from the HDL-simulated register file 

contents and C-modeled Montgomery simulator. 
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Figure 4. A Flow-diagram of 128-bit multiplication 

implementation using 32b*32b Booth’s 

multiplier 
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Figure 5. A MAC unit block diagram for Montgomery 

multiplication 

 

We chose Altera Stratix II FPGA device for the 

verification. To make the verification close to the real 

FPGA chip operation, we performed gate-level 

simulation comparing the netlist synthesized by Altera 

Quartus program with the timing model which has the 

actual timing information same as the Stratix II device 

in ModelSim simulator program. We confirmed the 

simulation result operating correctly at 50MHz clock 

frequency. Figure 6 shows the gate-level simulation 

waveform at time of which the block Montgomery 

multiplication results are stored in t register blocks 

using the designed MAC unit. 
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Figure 6. Gate level simulation wave result in block 

Montgomery multiplication  

 

In Table 3, time analysis of the implemented RSA 

processor is shown. Categorized as 1024 bits and 2048 

bits respectively, the processor takes 285.6ms and 

2,196.3ms each, which is moderate calculation speed 

for an RSA processor. 

Proposed RSA processor was implemented by 

automatic synthesis tools. Synopsys Design Analyzer 

was used to re-synthesize the hardware circuit, using 

Samsung Electronics 0.35um 1-poly 4-metal CMOS 

process. The worst condition parameter was 3V 85 

centigrade. The synthesis result is shown in Table 4. 

 

 

VI. CONCLUSIONS 
 

The two main operations in RSA processing are 

modular multiplication and modular exponentiation. 

To speed up the modular operations, high performance 

MAC unit is required for efficient handling of the 

Montgomery algorithm. In this paper, we analyzed the 

reference RSA processor into blocks, such as upper 

blocks and 32b*32b multiplier, which in turn is 

composed of partial product generator, Wallace tree, 

and 256-bit adder. To make the best utilization of the 

Montgomery multiplication we designed the MAC 

unit sophisticatedly. We analyzed all the possible 

cases in research phase, to remove unnecessary 

operations, which is possible due to the redundant 

characteristics of the Montgomery production 

multiplication. 

The proposed MAC unit design method can be 

applied to perform efficient Montgomery 

multiplications in high-security RSA processors 

which have more than 2048 bit-length of public 

keys. 

 

 

 

Table 2. Supported operations in the MAC unit related 

to the RSA processor 

 

smart_cmd operation 

00_0001 (REG0)=(REG1) + carry 

00_0100 (REG0)= (126'b0,carry2,carry1) + carry 

00_0101 (carry1,REG0)=(RIN0) + (REG1) 

00_1000 (REG1,REG0)=(RIN0) + (REG1) 

00_1001 (carry,REG2)=(RIN0) + (REG1) 

00_1010 (REG1,REG0)=(REG1,REG0) + (RIN0) 

00_1100 
(carry1,REG1,REG0)=(carry1,REG1,RE

G0) + (RIN0) 

00_1101 
(carry2,carry,REG2)=(REG1) + 

(carry1,126'b0,carry2,1'b0) + carry 

00_1110 
(carry2,carry,REG2)=(carry,REG2) + 

(carry1,126'b0,carry2,1'b0) 

01_0000 (REG3)=(REG0)*(REG4) 

01_0001 (REG1,REG0)=(RIN0)*(RIN1) 

01_0010 (REG1,REG0)=(REG5)*(REG5) 

01_0011 
(REG1,REG0)=((REG1) + 

(REG5)*(REG5)) 

01_1001 
(REG1,REG0)=((REG0) + 

(REG3)*(RIN1)) 

01_1010 
(REG1,REG0)=((REG1) + 

(RIN0)*(RIN1)) 

01_1011 
(REG1,REG0)=((REG0) + 

(RIN0)*(RIN1)) 

01_1100 
(carry1,REG1,REG0)=((REG1) + 

(RIN1)*(REG5)*2) 

10_0000 (REG0,carry)=(carry,RIN0) 

10_0001 (carry,REG0)=(RIN0) + (RIN1) + carry 

10_0010 
(carry,REG0)=(RIN0) + (~(RIN1)) + 

carry 

10_1000 (REG0) = (RIN0) 

10_1001 (REG1) = (RIN1) 

10_1010 (REG2) = (RIN0) 

10_1100 (REG4) = (RIN0) 

10_1101 (REG5) = (RIN0) 

11_0000 all carry zero setting 

11_0001 all carry one setting 

11_0010 carry = (RIN0)[0] 

11_0011 carry = (RIN0)[0] ^ carry 

11_1000 (REG0) set output 

11_1001 (REG1) set output 

11_1010 (REG2) set output 
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Table 3. Number of cycles and time taken for 

executing RSA encryption 

 
Modulo 

multiplica

tion 

Modulo 

square 
RSA @20MHz 

1024 3,128 2,455 5,711,409 285.6ms 

2048 12,008 9,451 43,926,573 2,196.3ms 

 

 

Table 4. Number of cycles and time taken for executing 

RSA encryption 

 

 
RSA 

cryptoprocessor 
Register File 

Area 29,729 46,426 

@25MHz Operated Operated 
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