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Redundancy Minimizing Techniques for Robust
Transmission in Wireless Networks

Anna Kacewicz and Stephen B. Wicker

Abstract: In this paper, we consider a wireless multiple path net-
work in which a transmitting node would like to send a message
to the receiving node with a certain probability of success. These
two nodes are separated by /N erasure paths, and we devise two
algorithms to determine minimum redundancy and optimal sym-
bol allocation for this setup. We discuss the case with N = 3
and then extend the case to an arbitrary number of paths. One
of the algorithms minimum redundancy algorithm in exponential
time is shown to be optimal in several cases, but has exponential
running time. The other algorithm, minimum redundancy algo-
rithm in polynomial time, is sub-optimal but has polynomial worst-
case running time. These algorithms are based off the theory of
maximum-distance separable codes. We apply the MRAET algo-
rithm on maximum-distance separable, Luby transform, and Rap-
tor codes and compare their performance.

Index Terms: Error correction coding, multiple path channels, net-
works, redundancy, robustness.

I. INTRODUCTION AND RELATED WORK

Wireless networks are being increasingly used to down-
load/transmit a large amount of data. This data is subject to
deterioration because it is sent through the air rather than a
more reliable medium. Not only are wireless networks suscep-
tible to noise, but are also more vulnerable to malicious or un-
cooperating nodes. The messages sent across a wireless network
should be received without error in a short amount of time re-
gardless of the increased disturbance levels. Hence, it is useful
to devise coding methods and algorithms to ensure message in-
tegrity across wireless channels. While redundancy increases
network robustness, it also reduces network efficiency. This sug-
gests the importance of minimally increasing the message length
as to guarantee an aspired degree of network reliability.

In this paper, we consider a multiple path wireless network
through which a source-destination pair would like to commu-
nicate. Moreover, the presence of adversaries on some paths
may cause information to be lost or corrupted. We model the
presence of a malicious node as an erasure channel. The era-
sure channel is a type of wireless channel in which packets for-
warded through that channel are either fully received or erased
with a certain probability. For security purposes, we assume that
the message is encrypted by a standard encryption technique.
The erasure channel assumption is feasible since the encryption
allows the destination node to validate data it receives, mean-
ing that if the node receives corrupted data then that data will
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be thrown out and treated as an erasure. Malicious nodes may
also steal messages, causing the receiving node to observe an
erasure. The path erasure probabilities are associated with the
degree to which they can be trusted.

In [1], the authors suggest a protocol for secure message
transmission in a multipath channel. They generate a method
to assess the“trustworthiness” of each path based on previous
behavior, and the paths which are trusted above a certain thresh-
old are put in the active path set (APS). The “rustworthiness”
level of a path is directly linked to the probability of successful
transmission. The paths in the APS are then used to transport
messages. We assume a similar scenario and then use the path
security levels to strategically transmit data.

Wireless networks such as mobile ad hoc networks or sen-
sor networks have frequent changes in topology due to link fail-
ures, physical obstructions, network intrusions, etc. Dependabil-
ity on these sort of networks requires dynamic algorithms which
quickly determine routing, redundancy, etc. for deviations in the
network. In [2], we introduce algorithms to dynamically deter-
mine the redundancy and message dispersion among the path.

There is a vast array of work done on routing in multipath
channels. In [3], the authors introduce a method to find max-
imally disjoint paths. We assume that the independent paths in
our setup were found in a similar fashion. In their paper they
transmit information down these paths assuming that they have
the same security level. In [4], the authors discuss a multi-
path routing technique over equally reliable links. They devise
a method to optimally allocate channel coded packets down the
paths by maximizing the success probability. The problem with
this method is the low network efficiency. In another paper [5],
the authors remove the assumption that the paths have the same
performance. They determine an approximation of the success
probability for the network and then allocate packets down each
path as to maximize this function. They do not consider the
question of how much redundancy to add to the original mes-
sage, and just assume that it is a pre-determined number. In
this paper we discuss algorithms which determine the minimum
redundancy and optimal symbol allocation to achieve a target
probability of success.

Redundancy is vital in erasure channels since it allows perfect
decoding even with some erasures. Maximum distance separa-
ble (MDS) codes are important examples of erasure codes since
they have the property that only a set the size of the input sym-
bols is required to perfectly decode the message. Our algorithms
are based on the structure of MDS codes. In [1], the authors also
use redundancy in the form of an erasure code which is based off
of Rabin’s algorithm [6]. A widely used MDS code is the Reed-
Solomon code [7].

Our main contribution in this paper include the design of two
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algorithms minimum redundancy algorithm in exponential time
(MRAET) and minimum redundancy algorithm in polynomial
time (MRAPT) to determine minimum redundancy and opti-
mal symbol allocation to attain a probability of success. We
compare the performance of the algorithms with respect to each
other and the desired success level. We test and compare these
algorithms on three different error-correction codes, namely
minimum-distance separable (MDS), Luby transform (LT), and
Raptor codes. Also, we design the MDS, LT, and Raptor code
parameters to be compatible with the algorithms. The perfor-
mance of the codes is evaluated using the MRAET algorithm.
This paper is organized as follows. In Section II, we discuss
necessary background information on the error-correction codes
that we use and our system model. Section III discusses the ba-
sic case where there are N = 3 paths, and next in Section IV,
we move on to the algorithms for the case with an arbitrary num-
ber of paths. Further, the parameters for the codes we used are
discussed in Section V and their performance is simulated in
Section VI. Finally, in Section VII, we conclude the paper.

II. PROBLEM SETUP AND BACKGROUND
INFORMATION

We assume that we have a source node who has to convey
information to a destination node. These two nodes are sepa-
rated by multiple wireless paths, each acting like an indepen-
dent erasure channel. An erasure on a particular path could be
caused by a malicious node which is stealing or tampering with
data. The data is encrypted with a standard encryption algo-
rithm which allows the destination to determine if an adversary
has corrupted a path. Hence each path is associated with a pre-
determined erasure probability which represents its “trustwor-
thiness” level. Let path ¢ have a probability of success p;. With-
out loss of generality, we assume that p; > ps > --- > pyn
given that there are N paths. The transmitting node knows the
statistics of the channels between itself and the receiving node,
and hopes the message can be decoded within probability of suc-
cess p*. The source node needs an algorithm that increases the
length of the message and allocates symbols down the paths so
that p* is achieved. Since the security level on the paths changes
over time, this algorithm also needs to be dynamic.

Erasure channels are discrete memoryless channels in which
individual packets are received without an error or not received
at all. Typical network protocols often use a feedback channel
to mitigate the effects of an erasure channel, through which the
receiver notifies the sender of any lost packets. Classic Shan-
non theory has shown that the capacity of a discrete memoryless
channel with feedback is equivalent to the same channel with-
out feedback, implying that feedback channels are wasteful and
unnecessary for this class of channels. Digital Fountain Codes
are a class of sparse-graph codes designed for erasure channels.
Unlike typical codes used for erasure channels, such as Reed-
Solomon (RS) codes, fountain codes are rateless codes mean-
ing that the symbols can be determined on the fly. For exam-
ple using an (n, k) RS code, one must determine the code rate
r = k/n based on the probability of erasure prior to transmit-
ting. Since Reed-Solomon codes are MDS codes, this implies
that any k& symbols out of n can be used to reconstruct the orig-

inal message. We will elaborate on MDS codes in the next sec-
tion. If the estimated success probability of the channel is too
high causing the destination to receive less than k£ symbols, then
the message cannot be decoded. For erasure channels one wants
a simple way to expand the code leading to a lower rate code. In
1998, Luby created digital fountain codes called LT codes. In
2002 he created the first company, Digital Fountain, which dealt
with sparse graph codes. We go into the details and intuition of
LT codes in a later section [8].

A. Maximum-Distance Separable (MDS) Codes

MDS codes have a beautiful property which makes them par-
ticularly amenable for erasure channels. Next we mention the
background information to understand this special class of codes
[9].

Definition 1: Hamming Distance
The hamming distance between two codewords u, v of length n
is the number of positions in which they differ or,

diamming (1, v) = d(u,v) = [{i|lu; # v, i =0,1,..
Definition 2: Minimum Distance of a Code
The minimum distance d,;, of a code is the minimum Hamming
distance between all distinct codewords in the codebook.
An (n, k) code is one which starts with a message of length &
and encodes it to a codeword of length n, or adds n—k redundant
symbols. We call the ratio 7 = 1.
Theorem 1: Singleton Bound
The minimum distance dy,i, for an (n, k) code is bounded by

dmingn*k+1-
Definition 3: Maximum-Distance Separable Code
Maximum-distance separable (MDS) codes meet the Singleton
Bound with equality, or:

dmin =n—k+1
From [9] it is known that for an (n, k) MDS code in systematic
form, any combination of k out of the n codeword symbols al-
lows for perfect recovery of the original message. This attribute
serves well in erasure channel scenarios because, with complete
certainty, a message can be decoded with up to n — k erasures.

An important and well known MDS code is the RS code. RS
codes are thus excellent candidates for channels with bursts of
error such as CD’s, DVD’s, and the newer blu-ray discs. The
reason for this is the fact that these data discs get errors when
the disc gets scratched or dirty in a specific area resulting in er-
ror bursts. In particular, the CD uses a form of RS code called
cross-interleaved RS codes or CIRC. CIRC is composed of the
concatenation of two layers of an RS code separated by an in-
terleaver.

RS codes are extremely useful since their codewords are max-
imally spaced apart, though there is a trade-off between this
property and running time complexity. The encoding and de-
coding times for an RS code are quadratic with the codeword
size. This implies that these codes are optimal for small mes-
sage and codeword size. The problem is that most applications
require fairly large source sizes. In the next section, LT codes
are introduced, which are almost MDS codes and have reduced
running times. For further theory on the RS code we encourage
the reader to go to [7].

.,n—1}H.
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B. Luby Transform (LT) Codes

A simple analogy to LT codes is holding a bucket and catch-
ing drops until a sufficient amount of drops are caught. The
codes can be thought of as the balls and bins problem, where
the bins represent the input symbols and the balls being the en-
coded symbols. The question is, how many balls does one have
to throw so that with probability 1 — § each bin has at least one
ball. Given that there are k bins, the number of balls should be
around k log(k/4)[8]. This yields small encoding and decodings
times both on the order of & log(k/d). We will first introduce the
encoding and decoding algorithms for the LT codes.

Suppose we have a source message mims ... my, and we
wish to form an output symbol ¢;. The encoding of the message
goes as follows:

1. Pick d,, from a degree distribution p(d). The specifics of
p(d) will be revealed below.

2. Choose d,, distinct input packets uniformly at random and
call the set of their indices I, . Then, using modulo 2 arith-

metic, ¢, = Zj:jeldn m;.

These codes are sparse because the constructed degree distribu-
tion results in a mean degree that is considerably smaller than
k. There are many different ways to relay the degree and edge
connectivity of the graph to the decoder such as synchronized
clock, sending header containing a key, etc.

Successful decoding depends on the degree distribution used
and the edges in the graph G. The decoding is quite simple due
to the encoding structure and is a simplified version of the be-
lief propagation algorithm, also known as the sum-product algo-
rithm [10]. Using terminology as in [11], the ripple represents
the set of output symbols of degree one. If the decoding algo-
rithm reaches a point where the ripple is empty prior to decoding
all the input symbols, then the receiver fails to obtain the source
message. Hence, it is vital to design a degree distribution which
assures with high probability that the ripple is always nonempty
before all the input symbols are found and also that all the input
symbols are connected to at least one output symbol. In theory,
the ideal degree distribution is called the ideal soliton distribu-
tion,

1/k

1
=— "  ford=23,---k
d(d—l) or 737 b

which behaves as it should in expectation. The expected degree
of this distribution is about log k. The problem with this distri-
bution is that even the smallest oscillation around the expected
degree results in the failure of the decoding algorithm because
there is no degree one check node. To take care of this issue,
Luby introduced a slightly altered degree distribution which he
calls the robust soliton distribution [8]. This distribution avoids
the problem of not having an output node with degree one by
guaranteeing that the expected number of degree one outputs is
approximately R = clog(k/8)v/k (¢ > 0). The robust soliton
distribution is:

where Z = )", p(d) + 7(d) and 7(d) is defined as follows,

k
Z, ford=1,2,---, & —1
7(d) = £log(H), ford:%
0, ford > 5.

Using this distribution there need to be at least n = kR encoded
symbols so that with probability 1 — ¢ we can successfully de-
code the message [8]. An extension of LT codes include Raptor
codes, which have a linear encoding and decoding time [12].

C. Raptor Codes

Raptor codes are a class of fountain codes which have the
property that encoding and decoding have a constant cost (in
the per symbol sense). LT codes have a per symbol decoding
on the order of O(log(k)) since the decoding graph must have
roughly klog(k) edges to ensure that the input symbols are all
covered with high probability. Raptor codes diminish this con-
dition to having a certain fraction of recoverable input nodes,
which results in constant decoding cost [12]. Since the goal is to
be able to recover all the input symbols, Raptor codes first apply
a classical erasure code to the input symbols, followed by the
LT code. A Raptor code is of the form (k, C, Q(z)), where C'is
the first layer code and Q(x) is the output symbol distribution.
The encoding goes as follows:

1. Using the code C, encode the message (m) of length k

symbols into a codeword (c) of n symbols.

2. Apply the LT code algorithm to the codeword c resulting

in another codeword ¢’ which is slightly larger than c. The
LT algorithm should use the specified output distribution

The choice of the code C' effects the encoding and decod-
ing costs, and also the decoding algorithm. Choices for C' in-
clude Tornado codes, LDPC codes, extended Hamming codes,
etc [13]. In our paper we use a regular Gallager LDPC code for
C.

D. System Model

Each path i out of the IV paths acts as an erasure channel with
erasure probability 1 —p;. An erasure channel with erasure prob-
ability p is one in which each symbol is erased with probability
p [14]. In our model we assume that the destination node either
receives all the symbols down a particular path or receives noth-
ing. This assumption is feasible since data cannot be trusted if
it has been tampered with by an adversary.

A codeword of length n is dispersed among the N paths,
with path ¢ receiving f; symbols forming a vector f =
[f1, f2, .-, fn]. This means that vazl fi = n. We can form a
vector s of length N composed of ‘1’s and ‘0’s with a ‘1’ in spot
1 representing a non-erasure on path ¢ and a ‘0’ representing an
erasure. If we use an MDS code, then with complete certainty
the message can be decoded if k out of n symbols are received.
Thus, if we construct a matrix .S composed of all possible com-
binations of ‘0’s and ‘1’s our probability of successful decoding
for a specified f becomes:

N
Psuccess(f) = Z Hp:1(1 _pi)lisiu(s : f - k) (1)

seS i=1
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where u(-) represents the unit step function. The matrix S is
filled with all possible vectors s implying that there are 2V rows.
Hence if we run through all the rows in .S to calculate Pyyccess,
this results in an exponential running time with relation to the
number of paths. If the number of paths is not too large and one
wishes for extreme precision, this calculation is not too arduous.
Otherwise, it is necessary to find a close alternative which we
will discuss next.

Each path has a Bernoulli distribution since it receives the ex-
ported symbols (1) with probability p; or an erasure (0) with
probability 1 — p;. This implies that the sum of multiple trans-
missions across path ¢ has a Binomial distribution. For large
sample sizes, the Binomial distribution can be approximated us-
ing the Gaussian distribution, and the authors in [5] suggest this
approximation to calculate the probability of success.

We consider a random variable that represents the average
number of successful transmission attempts out of f; on path
1. Using the observation mentioned above, this random vari-
able is distributed binomially. We approximate this random vari-
able using a Gaussian distribution and it is known that the
distribution of the sum of independent Gaussian random vari-
ables is also Gaussian. This indicates that the distribution of
the sum of the paths is also Gaussian. Hence, the approxima-
tion on each path is Gaussian distribution ~ N'(f;p;, f?pi(1 —
p;), and the distribution of the sum of the paths becomes

~ N (Zf\;l fipi, N 2pi(1— pi)). Then, integrating this
distribution over the scenario that & or more symbols are re-
ceived in total yields a probability of success function:

N 1
1 Yoo fii —k+ 3
Psuccess(f) ~o+ —erf L 2

202 22k, et )

2

== fom eV’ dy. It can be seen that computation
of this success probability approximation is significantly simpler
than that of the true success probability.

The source node wants to assure that his message is received
intact with probability p* at the destination. The success proba-
bility functions along with the security level of each path can be
used to determine message redundancy and symbol allocation.
The original data is k£ symbols long, and if an MDS code is used
to extend the k to n symbols, there are a few observations we
can make. As mentioned earlier, any of the k of the n symbols
can decode the original message. Let v = n/k represent the
redundancy ratio. Below are some initial observations:

e p1 >p2 > > py impliesthat fi > fo > -+ > fn.

o If~>N then an optimal approachis to send f1, fa, -, fn >

k.

o It is not optimal to send more than k£ symbols down any

path.

o Ifp; > p*, then k symbols should be sent down path 1. In

this case v = 1.

where erf(z) = 2

These observations have led to developing two optimal redun-
dancy and symbol allocation algorithms described in [2], and
presented in the next section.
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III. OPTIMAL SYMBOL ALLOCATION AND
MINIMUM REDUNDANCY FOR N =3

To simplify our analysis, in [2], we began with the situa-
tion with NV = 3 paths between the source and destination. A
brute force method can be used to find optimal symbol alloca-
tion and minimum redundancy. Assume that the desired success
probability is p* and that paths 1, 2, 3 have erasure probabilities
1 —p1,1 —p2,1 — ps. The optimal symbol allocation vector f
and redundancy ratio ~y are as follows:

o Ifp1 +p2—pip2 <p* < p1+p2+ps — pip2 — p2p3 —
P1p3 + P1P2Pss
= Ymin = 3 and flaf27f3 =k.
o Ifmax{pips + pops + p1ps — 2p1p2ps. p1} <p* < p1 +
P2 — p1p2,
= Ymin = 2 and fl,fg = k‘,f3 =0.
o If p1 < pip2 + paps + p1p3 — 2p1peps and p1 < p* <
D1D2 + P2p3 + P13 — 2p1P2P3,
= Ymin = 5 and f1, fo, f3 = &.
o If0<p* <p1,
= Ymin = 1andf1 = k7f27f3 =0.
Fig. 1 shows a plot of minimum redundancy versus the target
success probability for p1 > pip2 + p2ps + p1p3s — 2p1p2ps.
Fig. 2 shows the case where p1 < p1p2+p2p3+p1ps —2p1p2ps.
Results in Figs. 1 and 2 represent all possible combinations for
the symbols across the paths. Ordering the paths simplifies
the analysis so assume that p; > ps > --- > py. We know
that the redundancy -y is such that 1 < v < 3. Considering
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~ = 1 then there are three different possible symbol allocations:
f=1[k0,0],f=[% % 0,and f = [%, g, g] It is known that a
success occurs if the sum of the received symbols across all the
paths is greater than or equal to k and since p; > ps > ps, this
implies that we only need to look at three situations: 1) When
only the first path is needed for success, 2) when the first and
second path are needed for success, and 3) when all three paths
are needed for success. The reason for having only three sym-
bol allocations is based on the following observation. Consider
the case when only two paths are required and assume that & /2
symbols are sent down each path, then it can be seen that proba-
bility of success is exactly the same as when (i — 1)k /i symbols
were sent down the first path and k/i symbols sent down the
second path. Note that p;, p1p2, and pypeps are probabilities
of success for scenarios 1, 2, and 3, respectively. So clearly in
this scenario, f = £, 0,0 yields the highest success probability.
Continuing in this manner for different possible values of v we
obtain the results shown above. Unfortunately, there are not al-
ways going to be N = 3 paths, so next we devise a method to
take care of the instance where there are an arbitrary amount of
paths.

IV. ALGORITHMS FOR ARBITRARY NUMBER OF
PATHS

Following [2], the results can be extended to an arbitrary num-
ber of paths. Since the APS set size varies with path security, it
is important to design an algorithm that dynamically determines
all parameters. A closed form expression for the network’s prob-
ability of success is difficult to obtain, thus, we developed
heuristic algorithms which determine parameters. One of these
algorithms has exponential running time and is called minimum
redundancy algorithm in exponential time or MRAET. Though
MRAET has an exponential running time, we prove that in sev-
eral special cases it’s optimal. In cases when exponential run-
ning time is unacceptable, we introduce an algorithm with poly-
nomial running time. We call it minimum redundancy algorithm
in polynomial time (MRAPT).

Both MRAET and MRAPT algorithms consist of two steps.
Part 1 is to reduce dimensionality of the space due to the fact that
the search redundancy/symbol dispersion space is extremely
large. This reduction results in a shorter search time required to
determine the desired parameters. Given p*, part 1 first assigns
the symbol allocation vector f = [k, 0, - - -, 0]. £ is then plugged
into probability expression (1) and (2) in MRAET and MRAPT,
respectively) and compared with p*. If the value is greater than
or equal to p* the algorithm moves on to part 2. Otherwise it
sets f = [k, k,0,---,0] and repeats the procedure. Part 1 is ex-
ited when f is found that generates a probability greater than or
equal to p*. Part 2 picks off where part 1 left off, and it checks
possible symbol allocations which have a smaller redundancy
than that found in part 1 and also result in a success probabil-
ity greater than p*. The algorithm terminates when there are
no options left. Taking the value j = 7y, from the first part
of the algorithm, the second part of the algorithm starts with
the case were the first j — 2 paths have k& symbols assigned to
them. The algorithm then steps through different combinations
for the rest of the N — (j — 2) paths to see if there is a combi-

Minimum Redundancy Algorithm in Exponential Time

Part 1:
Step 1: Assign j = 1 and go to step 2.
Step 2: Let A = S((QN,jJrl:QN)Y(l:N)) and go to step 3.
Step 3: Calculate P2 ..

If PA s > p*

success

fi,o o fi =k fit1,.. . fn =0
Ymin = J, Bemp = Psﬁccess

Go to Part 2 of the algorithm
elseletj =j5+1

if j > N move on to Part 2

else return to Step 2
If j < 2 then we have an optimal allocation and we are
done. Otherwise:

Part 2:
Leti = 2and j = ymin
Stepl: Leti =7+ 1
ifi > Norj— 241> N then terminate Part 2
else go to Step 2
Step 2: Let s = 2 and go to step 3
Step 3: )
ifj—2+:<j
Let A denote the subset of matrix S composed of rows whose indices

arein Z (vi s (where ZgL s is the set defined above) followed with rows

(2N=0=2) 4 1: 2N) of the matrix S, or
S((Zfi,sg,(l:N))

S((2N—(j—2)+1:2N),(1:N))

A=

Go to step 4

else Go to step 6

Step 4: Calculate P2 .

if (Pless > p*withj —2+ % < jlor(j—2+% = jand
Plemp < P, séccess

Go to step 5

else Go to step 6 )

Step 5: Let Piemp = Pitcess » Ymin = J — 2+ £, and

fi,ooo fia =k

fi—1y- - fj—24i = %

fi—1+is---, fN =0

Go to step 6

Step 6: Lets = s+ 1

if s > ¢ Go to step 1

else Go to step 3

This algorithm is optimal for several of cases. One case
is when we have N = 3 paths.

nation which results in a lower redundancy and also meets the
target success probability requirement. An example of a com-
bination which part two of the algorithm will attempt would be
fisfoyo fime = ks fioa, fis Fin = 5, figos- o fv = 0.
Some new notation will be mentioned before introducing both
parts of the algorithm

N
‘Psﬁccess = Z Hp?(]_ _ Pi)l_si

scA i=1
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where A is some submatrix of S (S is a matrix filled with all
possible length N binary vectors, with the first row being the all
zero vector and the last row being the all one vector). >
represents a sum which begins with the first row vector of A and
terminates with the vector that is the last row of A. Let

j—2+4i
Zl g ={ze {1, 2N7U | N5, > )
l=j—1

for some integers s, ¢, j. Where S, ; represents the element of S
in the zth row and /th column. Let S((;.;y,(1.y) (¢ > j and | >
1) represent a submatrix of S composed of all the rows 4,7 +
1,---,7 of S up to the column /.

Theorem 2: MRAET is optimal when N = 3.

Proof: After Part 1 of the algorithm, we have 3 options for

J.i=1,23.
If j = 1, then the algorithm terminates after part 1 since j < 2.
We are left with yin =1 = n = k.

Thus, f1 = k, fo = f3 = 0 which is optimal.
If j = 2, then

R R R P, OO
=0 O
_ O = OO

and Plemp = p1 +p2 — pip2.

The algorithm then steps into part 2. It starts and ends with
the scenario © = 3,5 = 2 since N = 3. It first checks is
j—2+ é < Ymin = J. If so, then it searches through

=== =0 O OO
= OOk FEOO
R O, O ORFO

rows (1,---,2¥=0G=2)) = (1,...,8) such that the columns
(j—1,---,j—2+14) = (1,---,3) sum to greater than or equal
to s = 2. Then,

A:

—_ == O

1
0
1
1

[ o R SR

Then since j — 2 + f = % < 7 = 2, MRAET checks if Piccess =
Ssea [Timy P} (1 —pi) =% = p1ip2 + pap1 + p1ps — 2p1paps > p*. If
so, then i, = % and f1, fo, f3 = % = g otherwise Yyin = 2
and f1 = fa =k, f3 =0.

Lastly, if 5 = 3 the algorithm stops before part 2 because
j—2+3> 3. Thus, f; = fo = f3 = k, which is the same
allocation as we had above. o

Next, we prove a theorem to help us show another optimal
case.

Theorem 3: Suppose we have k symbols allocated to paths
1,--+,i— 1 and 0 symbols allocated to the remaining of the NV
paths, resulting with probability of success p;_1. Then, if we let
path ¢ have k symbols, the probability of success is

Di = Di—1 + Di — Pi—1Di
Proof: By induction on the integer .

3

Base Case: 1 = 2

We have p;_1 = p1 = pi, since we only have success if path
1 succeeds. If we let path 2 have k£ symbols, then we have a
success solely if path 1 succeeds, if path 2 is the only successful
one, or if they both succeed. This is equivalent to:

P2 = p1p2 + P1(1 — pa) + (1 — P1)p2 = P1 + p2 — P1pe.

Inductive Hypothesis: Suppose (3) holds Vi < m — 1.

Inductive Step: Let ¢ = m . Then by inductive hypothesis we
know that p,,,_1 is the probability of success for the first m — 1
paths having k£ symbols and the rest having 0. We can think of
Pm—1 as being the probability of success for one super path.
Thus, if we let the mth path have k£ symbols, then we have suc-
cess if only the super path is successful, the mth path is the only
successful one, or if they are both successful. That is:

Dm = DPm—1Pm +]3m—1(1 - pm) + (1 - f)m—l)pm
:ﬁm—l + Pm — ﬁm—lpm-

Hence the result holds Vi € 2, ... V. O
Theorem 4: MRAET is optimal when 7 = NN.
Proof: 1f j = N, then we know that A is equal to S,
excluding the all zero first row, Pz . > p*.

By Thm. 3 we know that the probability of success for the first
N — 2 paths having k symbols and the rest having 0 is:

PN—2 =PN-3+PN—2 — PN—3DPN—2 < D".

Thus, if we treat the first N — 2 paths as one super path
with probability psuper = Pn—2, then the current problem can
be mapped to the case where N = j = 3 since super path is
path 1, N — 1 is path 2, and N is our third path. a

Corollary 1: MRAET is optimal when j = N — 1
This results follows from the theorem above, since j = N — 1
can be mapped to the case where N = 3 and j = 2.

For MRAPT we proceed similarly to MRAET but we use the
success probability approximation, (2). This means that there
is no need to search through the matrix S and further spending
exponential running time by calculating the true probability of
error. Hence, Part 2 for the MRAPT algorithm excludes the
S matrix search, and when it terminates a vector f is returned.
Next we will analyze the running time of these algorithms.

A. Running Time Analysis

We begin by analyzing the MRAET algorithm. We assume
that S is computer offline. The matrix S has 2V rows and the
worst case scenario is if we have to search through the entire
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matrix. Using a common logarithmic search algorithm like the
binary search mentioned in [15], the running time of this process
becomes O(log,(2V)) = O(N). The worse case running time
(A = 9) calculating the probability of success is O(2"). Thus,
inside the loop running time becomes O(N + 2V). It can be
seen that the outer loop takes < NN iterations, hence the total
worst case running time of part 1 is O(N(N + 2)). Part 2 has
one more outside loop of N iterations but the analysis is pretty
much identical. This implies that MRAETs total worst scenario
running time is O(N2(N + 2V)). Without a doubt MRAET is
an exponential time algorithm.

The running time of MRAPT is significantly reduced since it
is not necessary to traverse matrix S or to calculate the true suc-
cess probability. Using (2) as the probability of success func-
tion, it is necessary to calculate the mean and variance of the
Gaussian distribution ~ N (Zfil fipi,zijil f2pi(1 —pi)).
Assuming that the values p;(1 — p;) are saved, the mean and
variance calculations each take O(2N) iterations which is the
worst case running time. Similar to the analysis for MRAET,
the second part overbears the running time with its two loops
resulting in O(N?(4N)) = O(N?) running time for MRAPT.
MRAPT thus runs in polynomial time with respect to the num-
ber of paths.

V. APPLICATION TO DIFFERENT CODES

Although these algorithms were developed for MDS codes,
we can also apply them to LT and Raptor codes. These codes
are almost MDS codes implying that instead of needing to re-
ceive exactly k symbols to decode the message, around k(1 +¢)
are needed for decoding. Although this increase in overhead is
not desirable, these codes have several advantages over the clas-
sic MDS codes. As mentioned above, both LT and Raptor codes
have smaller encoding/decoding time than MDS codes. There
are many instances where the network efficiency is less impor-
tant than the cost of the encoder/decoder. Another advantage of
these codes is that they are fountain codes, meaning that they
are rateless. This is extremely important because in the situa-
tion where the decoder does not receive enough output symbols
to decipher the transmitted message, the encoder can very sim-
ply send some more data independently of the output symbols
which were received. An RS code, for example, would either
require knowledge of the exact locations of missing symbols or
would have to re-encode and retransmit the original message.

A. LT Code Implementation

Theoretically in an LT code, with probability of 1 — 4, all &
input symbols can be recovered from a set of k(1 + ), where
overhead ¢ depends on §. To implement LT codes, we first de-
cide on the value of ¢ which is used to determine the parameter
R = clog(k/8)V/k. The next step is to establish the overhead
€. We use the Robust Solition distribution mentioned in an ear-
lier section for the output symbol degree distribution. In [8], the
authors show that using this distribution and to ensure a prob-
ability 1 — 9 of successful decoding, the total output symbol
size should be on the order of K = k + O(y/(k)In*(k/3)).

In particular, K = k + Z?ﬁ%_l £+ RIn(R/6) implying that

e=1z (254?71 2y Rln(R/é)). Our algorithm is used to
determine total redundancy needed to ensure that the probabil-
ity of success is above a certain threshold. This means that our
algorithm passes 1 — ¢ and p* as parameters and determines
the symbol allocation/redundancy so that the calculated success

probability is at least as large as p*.

B. Raptor Code Implementation

We implement a raptor code using a regular LDPC code com-
bined with an LT code. The first step is to determine the over-
head of both codes. Based on the fraction of input symbols,
&, which we would like to decode using the inner LT code, we
determine epr which specifies the LT redundancy. Then, fol-
lowing the method used in [16], we let €ppor = 2err. Since
(1 + €raptor) = (1 + erppc) (1 + €rr), eLppc becomes

Eraptor

LpPC = -
2+ Eraptor

Next, using the raptor overhead, or k(1 + &apior), the total
redundancy and symbol allocation are determined using either
MRAET or MRAPT. Once the redundancy and the symbol allo-
cation is specified, it is necessary to determine the amount of re-
dundant check nodes of each code. Since the previous overheads
represented the k out of n symbols similar to MDS codes, these
redundancies no longer match the total code size. So the initial
overhead used to determine the total amount of check nodes and
symbol allocation was:

k' = k(1 + eLpec)(1 + err). “4)

In order to determine the new redundancies, we keep in mind
that we would like the ratio of the original redundant nodes of
each code to be the same. We introduce two new constants which
we would like to solve for: v r and v ppc. These constants
represent the increase in the overhead for the LDPC and LT code
to reach the size of the final codeword n. We have,

n = k(1 + yrewr) (1 + YippceLppe)- (5)

Initially there are ry ppc = kerppc and ryir = k(ELT +5LTELDPC)
redundant nodes for the LDPC and LT code respectively. Af-
ter finding the total codeword size n from the algorithm, the
LDPC code has r ppc = k7yLppceLppc redundant symbols and
the LT code has TLT = k(’YLDchLT + 7LT'YLDPC€LT5LDPC) redun-
dant symbols. We solve for ., vLppc by setting the ratio of the
final redundant symbols equal to that of the initial ones, or:

LT TiLT  YLDPCELT + YLTYLDPCELTELDPC
TLDPC B TiLDPC B “YLDPCELDPC
_ fr + écTérppe . 6)
€LDPC
Using (5) we obtain:
S —
M = %. (7
ELT
From (6) and (7), we acquire:
n
P2 @®)

YLDPC = .
(eLppc + €Lt + ELDPCELT)
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Hence the LDPC code has k7 ppceLppc redundant nodes. We
use a regular Gallagher code, meaning that the n — k x n parity
check matrix has three ‘1’s per column. The belief propagation
algorithm is used for decoding.

To determine the degree distribution of the LT code, we use
an idea discussed in [12] and [17]. In [12], the authors discuss
the design of the LT degree distribution for finite length raptor
codes. Based on keeping the expected ripple size of the LT code
at c/k(1 — x), they determine that the LT degree distribution
should meet this inequality:

V) > —1In (1 — c\/%)

a 1+¢ raptor

©))

withz € [0,1—6] and § > ¢/+/(k). The degree distribution can
be solved as in [12], by discretizing x in the interval [0,1 — ¢]
and forming a linear program that must meet the constraints in
9. In particular, the linear program is a minimization problem
where the expected degree, 2'(1), is minimized, or:

()
—In (1 — c\/%)

1+ Eraptor

minimize

subjectto  Q'(x) >

(10)

x €1[0,1—4]

where D represents the maximum degree. Using the overhead
determined above for the LT code, we use this degree distribu-
tion in the final step of the encoding process to add redundancy
to the LDPC code and forming the final codeword.

VI. SIMULATIONS AND COMPARISONS

All of our simulations are run over numerous Monte Carlo
runs to accurately depict performance. We measure the per-
formance of our algorithms by first comparing the suc-
cess probability of MRAET and MRAPT in Fig. 3. Fig. 3
also shows the desired probability level as well as the suc-
cess probability approximation to allow for a full compari-
son. The parameters we use for this plot are N=7, k=4,
p = [0.8000, 0.5901, 0.5338, 0.5261, 0.5203, 0.5107,0.5000] .
MRAET algorithm performs very well and achieves a success
probability that is higher or equal to p*. MRAPT on the other
hand seems to oscillate around p*, but typically stays above p*.
This makes MRAPT particularly practical since it determines
symbol allocation and redundancy in polynomial time. Compar-
ing MRAPT to the approximation we used for the probability of
success, it can be seen that this approximation seems to be off
by a constant offset from the true performance.

Using the same parameters as used for 3, Fig. 4 shows a com-
parison of the redundancy ratios of MRAET and MRAPT vs.
p*. Due to the sub-optimality of MRAPT, the redundancy ra-
tio of MRAPT is slightly higher than that of MRAET. The gap
between the redundancy ratios is fairly small until p* gets to be
around 0.98 and there appears to be a large jump for the redun-
dancy of MRAPT.

1
0.98
0.96
094 -
a
4]
O 092
=3
@
“
O o9}
2
9 oss
©
Qo
<)
& 086
084 - p*. Desired probability of succes
: === MRAPT probability of success
082 Probability of success approximation
=== MRAET probability of success
O'BO.B 0.82 0.84 0.86 0.88 0.9 0.92 0.94 0.96 0.98 1
p
Fig. 3. Probability of success of MRAPT and MRAET.
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Fig. 4. Redundancy ratio for MRAPT and MRAET.

Figs. 5, 6, and 7 show the performance of MDS, LT, and Rap-
tor codes using the MRAET algorithm for £=50. In the remain-
ing figures we change the number of input symbols to k=50, and
we evaluate the performance of MDS, LT, and Raptor codes us-
ing the MRAET algorithm. Fig. 5 shows the actual probability
of successful decoding for MDS, LT, and Raptor codes as com-
pared to the target probability of success. All of these codes
have a successful decoding probability that is equal to or above
p*, making them excellent candidates for multipath channels.
On average, the MDS code seems to have lower success proba-
bility than the other codes, though in Fig. 6 it can be seen that
the MDS codes do have the minimum redundancy. The Raptor
code has higher decoding success probability than the LT code
for lower values of p* but as p* grows the LT code outperforms
the Raptor code. Though in Fig. 6 LT code has significantly
bigger codeword size than both Raptor and MDS codes.

The Raptor code seems to have a constant amount of extra
output symbols than the MDS code. The code has more redun-
dancy added but it outperforms the MDS code significantly as
shown in Fig. 7. Fig. 7 depicts the average bit error probability
for these three codes. The Raptor code has consistently lower bit
error rate than both the other codes, and the LT code has lower
bit error rate than the MDS code. The bit error rate for the Rap-
tor code is extremely low and the LT error rate is higher by a
relatively minute amount.
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though runs in efficient polynomial time. Both these algorithms
are developed for the specific class of codes called MDS codes.
We apply MRAET to three codes, MDS, LT, and Raptor
codes. The simulations showed that the Raptor code appears
to be the best candidate for our algorithm in a multipath chan-
nel. It has a high success probability, along with very low bit
error rate, and the code does not have a huge amount of redun-
dancy difference over the MDS code. If one wishes to have
higher network efficiency MDS codes would be the ideal choice
since the redundancy is lower than the other codes. The problem
with MDS codes is that the higher encoding/decoding time re-
sult in more complex and expensive encoders/decoders. Also, if
an MDS code is used, and the necessary output symbols are not
received then it is much more difficult to retransmit the missing
information. Raptor and LT codes are rateless meaning it is very
simple to re-encode and transmit missing output symbols. An-
other advantage of these codes is the fact that they have cheap
encoding/decoding costs and result in low bit-error rate.
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Fig. 6. Total codeword size for different codes using MRAET.
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VII. CONCLUSION

We consider a network setup with a source and destination
node and N independent paths separating them. These paths are
erasure paths and they have a pre-determined “trustworthiness”
level. We determined the minimum code length and message
dispersal down the paths as to achieve a target success prob-
ability. Due to the inability to express the true success prob-
ability in closed form, we introduced two heuristic algorithms
to determine the mentioned parameters. MRAET uses the ac-
tual success probability and results in an exponential running
time. MRAPT on the other hand uses an approximation of the
probability of success, which causes sub-optimal performance,
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