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DLMS SCADA System based on TETRA
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Byung-Kwen Song’, Sukhee Lee™

Abstract
TETRA(TErrestrial Trunked RAdio) is wireless communication system generally adopted to public network and
backbone network, as the technology of Trunked Radio System specified by ETSI(European Telecommunications
Standards Institute) and currently adopted to the Electric Power IT Backbone Network in Korea. DLMS(Device
Language Message Specification) is used in order to meter an electric measuring instrument value.

In this paper, DLMS Server and Client simulator are used based on Window operating system. The
multi-functional gateway, which transforms the communications based on RS-232C between DLMS Server
Simulator and Client Simulator to the one based on TETRA PEI(Peripheral Equipment Interface), is developed
such that DLMS SCADA(Supervisory Control And Data Acquisition) system is constructed based on TETRA.
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B =32 RS-232C 7|9kl DLMS  Server
Simulator®} Client Simulator7te] %41& TETRA
Packet Data Server T+ Short Data Service 7]%F<]
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1. DLMS-COSEM

7}. DLMS-COSEM$] A €]
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Ho] 7hsdlok 3tk DLMSE SaM w39 2

A, OBIS(Object Identification System) tlo]E] €}
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OBIS 'value group: || A B C D | E F

+ Meaningful
combinations
standardised
(few 100 per media)

0..126
Historical
values

0...255
Quantity

0..64
Channel

0..255

Classification
+ Reduced codes for

display and standard
readout

0..15
Medium

0...255
Processing

1 1 1 8 2
Electricity || Channel || ILiA+ ||Timeint1|| Rate2

255
Notused

Example

a3 1 OBIS Structure
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1}. DLMS-COSEM A H/Zg}o] <l

DLMS-COSEM& 37415 9147 &
A 2233 TCP-UDP/IP7| ¥t &
7EA e WiE F2E YR

3A%E AAAY HDLCZIN B4 =
OSI(Open System Interconnection) 7
% o] Application Al&3 HDLC 7]4ke]
%, Physical AlZ2 % 3 Layer® T4 59
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L2 gF# o]t} Application Layer= AF&A2 5-H
§YS ACSEEE xDLMS HZol s ol
APDU(Application layer Protocol Data Unit) .2 A}
AstA = ¢o]E& HDLC 7]4te] Data Link Layer®
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AdstA @y, Data Link Layer: Application
Layer2 %8 HAgwe APDUY s E  F7}8ko]

DPDU(Data link Protocol Data Unit)Z #|&3}stx
Physical LayerZ &3t} Physical Layerol A& 2
g e PDUE &% EA EAAR HEs
A #rt.

TCP-UDP/IP7]%F &4l Zz5d ol ul
7189k 37 o A ¢ DLMS HlolE+= COSEM Wrapper
o 9s)A WPDU(Wrapper Protocol Data Unit) . &
Hest At ol& 71€9 TCP/IP ¥ UDPEAIY ¥
I Fde AwE won BAAA AR HdE
=3
DLMS-COSEM¢]

hyA =
XEE
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ZejoldE BdL AH Edi)
- FAEE FRE T o] BEAd Rl E,
COSEM AL(Application Layer)&= HDLC 7]%ke]
Data Link A% %+ COSEM TL(Transport Layer)
of o AW HM, o] ALe| e AH|x E+
AP(Application Process)E°l 93] A2AFH= A
o] e AMH2EE AMgdTE s dudth
APDUE S TLE+ HDLC7]%9] Data Link A&
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oA 71 AFAZTE Tl FAHAAY AFHTG A
W =3 g2 H& HDLC A&l o Asd o=
A2 o4 9 #@Es 7HAA o, oA %4
ko] AP SAP(Service Access Point)o|t}. o]¢} 2
o] Zeto]dES APEFH MM =84 HAEL 1
59 SAPol 9siA AdEL. agnz FElodE
o} A1 AP Atel AA(Application Association)= =
Zho]AE QL A SAPS] mjsge] g 2do] 7150
o

COSEM AP(Application Process)ol A+ Request2}
Response®| + 7HA @Eje] Aul~ ZeE|uE B E
ia= A 201]"1‘:— APZFe] 71EAQl &, F4l
2 sFoz ®¥stal . COSEM
E AE3te] o] FolA &= HE A
ZetoldE/AH  AP(Application
Process)?te] Flolth, Felo|dE APE A4 Ao

o o X

s

ojFojzA 1t F S RVICE.request ZgH|E|BE &
Zto]dE ALOA AE3tH ALS ACSE(Application
Control  Service Element)@r XxDLMS (Extended

DLMS)S E3 APDUE wEo(At. dld APDU=
IEC61334-4-419 Aod &S wEoh gz
APDUY dH % COSEM xDLMS APDUS $3dh=
AARQ(Application Associated Request),
AARE(Application Associated Response)’} 2.1,

COSEM ACSE APDU¢ %3}l RLRQ(A-Release
Request), RLRE(A-Release Response)s©| At} o]
& SPoE ZrEZE AFAA dEdt. APDUE
FAg ZEolAE ZIZEF AFS ol ABge]
AA ujAE FIlo HAEEL AW ZIZEF AlFLS
o] 2 <4Al3te] SERVICE.indication ZZV]EJHE A
ekl AW o Eg Aol AFoA Hesta AH
oAZFgA ) AT F4138 SERVICE.indications
MY o EFgAeld ZRAzoA ALt Ay o
EyAA ZrA2E FA% mAAE #A5HY

SERVICE response =7 E] X
AN AZoz g
F& A% ZenglB g SERVICErequest Z]1]
E|B=E tHET} ol FolAEd A AyAE APDUYL
AARQS! 4% AAREZ APDUZF A4 =W, RLRQS!
749 RLREZ APDU7Z} AAHA =4, o=
SERVICErequest ZIUE|EZ MW ZZEFE AF
o AYEw ZTpolAdE] AAMAE F3A
goldER At FepoldE ZREZ AFE
o] Z <=Al8le] SERVICE.ndication ZE|v]gln =z &

HE AAstel MH o=
Au ojEE Aol A

=
=

ZoldE ofZ A AFoeR HEHT oS
o)A ] & 0]3 $A13le] SERVICE.confirm =] 7]
z2 ZgoldE oEFAH Z2A2E HEs)
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of SeolAE ofE Aol ZRALE Aol He
% SERVICE.requestell et &9& WA Hr
Client Client Client Server Server Server
Application | | Application | | Protocol Protocol | | Application | | Application
Process Layer Layer Layer Layer Process
[ [ [ [ [ [
( Client and Server connections are established
SERVICE.req
SERVICE.req
---------- ¥ SERVICEind
SERVICE.ind
SERVICE.res
SERVICE.req
SERVICEind [ === = = = = = = o
SERVICE.cnf
T8 2 ZEfoldERf Muzie| J|2Hel &4 S&

t}. HDLC PDU T

HDLCE Hlo]8 &1 OSI 7 A5 RddA A 2
AZ dHold g2 AZFA AHEEE HE F49
dolg #d ZREFEA, X25 i =93 HES
A el A AHg"T 217 32 HDLC Z# e +x
ojt}.

Flag | Frame |Dest. |Src. Contrel |HCS |  Information | FCS | Flag

format | Address | Address

1 2 1,24 1 1 2 21
18 3 HDLC =&l #x(=ael Bl 3)

HDLC =& A¢d iAol Foja A=g
A, =¥ l°‘«1 Az g orlgith o] F A=
= 47 3 nlo] EX01111110(2)¢ HIE & AU
o

FY7 2= tFor TO9 49 2L s 7R
2 "lo]E9 =y ¥ vt 2t Zyd EW
e 4 ES 39 B A ORE HE IHE O
gl Al B gl g e AvE A9
g HDLC =Z#el dAl 2718 ¢ + d= =Zdd
4do] Fr7} &t} HDLCE ISO/IEC 13239914 A 9

¥ FT(Format Type)3 ¥9& AFE3tH, FT3 ¥4<
AbgEthE 2 9 B9 e 1010222 AE
gth NOWE Fos Xy s q4RE &
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Format type 0 Frame length sub-field

12 4 HDLC =ailgl =od
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[n
-
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o =

= . Upper Addr< 3¢ 4 =,
< 19, Lower Addr& =27 o]
FAAE 7H71A B9 54X F4 =9 Al
= [e]
o
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N
N
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S
o
)

b
Sy
jutol
|

)
)
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MSB LSB
I Rl R| R|P/H S| S| s|] o
RR R| R| R|P/F 0| 0] O] 1
RNR Rl R| R|P/H 0] 1] 0] 1
SNR

1] ol ol P| o] of 1| 1
M
DISC ol 11 of P] o] o} 1] 1
UA ol 1| 1| F| o] o] 1| 1
DM ol of of F|] 1] 1] 1] 1
FRM

1] ol ol F| of 1| 1| 1
R
Ul ol ol olp/H o] o] 1| 1
ZAEE HYro &XoaE= ¥ oA o] T
zZY ol AREZE AddeE )5S guse
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I(Information), £ W3 o Fn7}F HAIAAY
248 we §HY I HAEACA o
RR(Receive Ready), ¥ ¥ ¢] 2 5o 9A&
WS FH7F HAEAd o RNR(Receive Not
Ready)7} itk 944 HA4E& 3o 87 R=E AH
A 5= SNRM(Set Normal Response Mode),
AAE A7 Y3 DISC(Disconnect), SNRMI}
DISCel digt $Hoz EAMEZL gle g 220
= UA(Unnumbered Acknowledge)7} 1o, A
Ado]l #oR AdHEEe JgrE dExIIE HRY
DM(Disconnect Mode), Z&%® =Z#<9 HAHUY o F
Sl dF3l= FRMR(Frame Reject), A H &7}
Se @Y AHAEYS %= UllUnnumbered
Information) Z# ¢ Sol Atk & 1A ¢ R

A XM E HES Ausi, S F4l A4S
EZ 9uldtty, P/FE Poll/Final HIEZ 23 o)t
SHES AFAY S9E THEES A= AMEE
th Poll HIE= 84 d digh $HWAAE &7]E &
Tat7] e AbgEnh P=1 91 23 ZHYS AE3
F F=19 SHzZdds FAE g7A vEe P=l
24 ZHYSs A$sA &=t Final HEE $H
Zydo] AHEst P=12 8 ZEde ST F S
F=12 &9z dE dAEat7] fa &%t p=1<l
HE TP IS A Aeont F=19 ZEd e dAS
A Ak F=1 9 ZHUdS A5 A P=1d
8% ZEdds FAE WiAE NEE F=1 $%
zHds AT F

ZAEE = ol 2 Hlo]EQ HCS/ &4 4
ooole ZHdY o fF o%E WEste #E AY
A #rh HCSw Zd 9] sy FEvks gaert, Eg
1 "lo]E 9] FCSE HCSS wiz7tA 2 Zg e 27/
ARE FEsty £33 Zd AA LFUHE A
gteh o] F FHELS 5 A 9ste] Zyle
FARE A e

AR A= A9 AFozNH FAd APDU ¥
ol g EA At

2}. COSEM Application Structure

COSEM Application layer?] 82 JA424
COSEM  ASO(Application  Service  Object)
COSEM AP(Application Process)oll Al A B ~E =)
3tH, lower layerolA A& E = AB|AE o] R 3T}
COSEM ASO+% Client ¢ Server & & o
ACSE(Application ~ Control ~ Service  Element),
xDLMS(Extended DLMS) =223 CF(Control

Function)® & A 7}A9] 4 F+4 245 Z+=
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t}. ACSEY 71%5& AA(Application Association)?
T8 2 A, A AHE sk xDLMS9] 715
COSEM AP Atele] dHlolg FAl& A3t 18 i
CFE ASO AMH|27F ACSES 1#3F 7] Auj 9}
xDLMS ASE$ Supporting Layer®] AH]AE 7}
7s S st

Optional T4 242 SN_MAPPER ASE7} ith

o
o

SN_MAPPER ASEE  LN(Logical  Names)¥}
SN(Short Names) #%& Al&3tE AH2E 79

mapping < 3t}

LN #x 924& class_id, value of the ’logical
name’ attribute, attribute_index AF&3%tT} SN =
A8 Simple Devices(13-bit integer) S AF-& 3T},

DLMS-COSEM AM¥ & SN LNF 3yt A&
SIAY & o LFAA AHE T oy Fgeld

E A9 LNvho] A87bs3ity, xFEste AR 25 A
435 COSEM ZEeldES B ZIZEFS AME
@ W=, COSEM AH ¢t th& 54& =10t

Client Application& Fo HFE 3
(ex-Windows, Unix, Linux)olA #HAdFde &
A== FF=  API(Application  Programming

Interface)& &3te] Fo1x Aol digk FE §loj=
s w3 F oA

COSEM A¥ #H7F INS =23 & gl&
Client Application layer= 3714 component&
3t} component?] &% LN A H| 2o mapping3dt
= o2 SN_MAPPER_ASEZ}1 H&

COSEM Application Layert OSI Presentation
Layer®] 7]%¢l BER(Basic Encoding Rules) ¢1#H
7} AARQ9 AARE APDUs9| <1=zg 9] 27149 7]

5& Fga.

ot o

7
x
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2. TETRA

7}. TETRA PEI(Peripheral Equipment Interface)

TETRA PEI= Data TerminalZ} TE(Terminal
Equipment)& <d4ste e #Ho] 25 Tttt o] &
W PC(Personal Computer) ¥+ Special Data
Terminal ¥} Tetra Mobile Station ©]4 MT(Mobile
Terminal)®] 14  dEHo|~E AT grH21].
TETRA PEIE= ¥ 5 o9 #Zo] AT Command,
TNPI1(Tetra Network Protocol type 1), Packet L2
Cct(Circuit) Mode® A3ttt TETRA PEI
Physical Layer= ITU-T Recommendation V.249}
V.28 B9 AlE Y IEH ) ~E AFE gt

al

(359)

| TETRA PE1 Suppert Layer |

=

-

uDRaP |
IF Paalay
PEI DLL {pPE)
| .24

FEIC

PELA FEI D

a2 5 TETRA PEI X[ =|o|of

H =RgAE dd KDN(F)Y =4y A9 IT *
A 71gel H&s7] Y8l PEI C W4l Packet

Data Service 9} PEI A ®2]¢l Short Data Service
£ o] &3 TS ALEST

3. TETRA 7]%F DLMS 9w7hA] A2

7h g
TETRA 7]% DLMS w#iha
gaA e ge ALUED 1Y 63 g v
93+
- DLMS Client Simulator
- OS ! Windows XP Professional SP2
- IDE : Microsoft Visual C++, Win32 Console
Application
- DLMS Server Simulator
- OS : Windows XP Professional SP2
- IDE : Microsoft Visual C++, Win32 Console
Application
- OS : CentOS Linux 5.2(kernel 2.6.18)
- SwMI(aL k7))
- g KDN(F) A9 IT F4 7|3t
- TETRA Modem
- UNIMOji: MU-1000
- )% AlelEg 0]
- OS : CentOS Linux 5.2(kernel 2.6.18)
- IDE @ Emacs, Gee 3.4.4-2

>
[
ol
o,

. g7ls AelEge] &%

o7l AelEdele 18 6049 o] DLMS
Client Simulator 3} DLMS Server Simulator 29I
A8k Z+2F RS-232C E41E skt

a9 7€ DLMS Client Simulator 22| ©7]%5 7
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DLMS Client
Simulator

ETSI EN 300 392-3 TETRAPE |
TETRA AT THIET VET RS-

OLMS Data TETRA PDU [ HOLC Encapsulated in TETRA POU)

230,
DLMIS Data

T2 6 TETRA 7|gh DLMS HEZA] A[ARN WEQS FX

olEdolelty, 7] AolESelE DLMS Client®
HE RS-232CH 22 DLMS Request WAIAE 4
gt el 2% wiAA1E TETRA PEI Short
Data Service ®=+% Packet Data Service W2 o2 W
skale] DLMS Server Simulator Z¢] th7]% AolE
dolz M43ttl, 22l DLMS Server Simulator &
o frls AClESC]Z5E DLMS ResponseZ
TETRA PEI Short Data Service *:+ Packet Data
Service W&o& FAlsle] DLMS ResponseZ
DLMS Client® %3t}

: start

¥
READ DLMS Req
From DLMS Client >
OVER RS-232C

r

WRITE DLMS Req
OVER TETRA PEI

¥

READ DLMS Resp
(OVER TETRA PEI

READ DLMS Resp
To DLMS Client
OVER R5-232C

[y

J& 7 DLMS Client Simulator & CH7|& A0l E$)0]

2% 8& DLMS Server Simulator &2 t7]s 7
olEglololt}y, 7] thrl%  Alo]Edelx= DLMS
Client Simulator 3¢ t7]s ACJE = FE 9
DLMS Request "A|A]E TETRA PEI Short Data
Service T+ Packet Data Service W24 o2 4213}
o DLMS Server Simulator o 7] RS-232C42=2 #
%3t a8z DLMS  Server Simulator® %€
DLMS RequestE F4lste] &2 £t}

WRITE DLMS Reqg
TO DLMS SERVER
OVER RS-232C

READ DLMS Req
OVER TETHA PEI

L4

F

¥
READ DLMS Resp
< From DLMS Server
QVER RS-232C

WRITE DLMS Resp
OVER TETHA PEI

12l 8 DLMS Server Simulator & ct7|& HOIEH 0]
o} A gsid
1% 9% DLMS Client Simulatord] % %}3}Ho]t},

DLMS Client Simulator?} ©7]5 AlSJESNA &3
WA E Asts= gl

% B.DISC Send =
* 1.SNRH Send =
* 2.AARQ Send =

ELECT MENU = 2
E B 2F 83 21 18 17 DD E6 E6 @8 60 21 8@ @2 82 84 Al B9 66 @7 6@ B!
B1 BE 18 B4 BE @1 B2 90 98 86 5F 1F 81 B0 2@ 18 98 @4 88 a9 32 7E

Send —

VE : Start flag

@ : FrameTupe

F : FrameLength

3 : Destination address

1 & Source address

@ : Control field

? DD : HCECheader chock sequenced

ws Information Field ==
6 ¢ Format Identifier

: Group Identifier

: Group Length

: ARG Tag

2 82 82 84 : Version

1 8% B6 @7 68 85 74 B5 B8 B1 : app_ctxt_name

1 : app_etxt

E 18 B4 BE 81 09 88 80 86 SF 1F B4 88 : xdlnz_ctxt
18 98 : Conformance

4 B8 : max_apdu_size_recy

9 32 i FCS(Frame check sequence}
E : End flag

2! 9 DLMS Client Simulator &2tshH

19 10& DLMS Server Simulatord % 2t3}d o)
t}. DLMS Server Simulator’t DLMS Client
Simulatorol Al Ag® WA S t}r]s AoEdelE

Fato] Aewe Ugold.
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93 : Control field —> Poll : B1

3BCD : recdChecksum

—ENRM Frame

—Read part

E : Start Flag hit

AB : FrameType

HE : FrameLength

A3 : Destination address
21 : Source address

93 : Control field ——> Poll : B1

——>» 1 Byte address

3BCD : recdChecksum
—SNRHM Frame
—Read part

E : Start Flag bhit

A@ : Framelype
[2F : FrameLength

B3 : Destination address
21 : Source address
[1@ : Control field ——> Poll : 61
: recdChecksum

——» 1 Byte address

—Information Field.

a2l 10 DLMS Server Simulator S2tstH

29 112 DLMS Client Simulator 2] ©}7]% 7
o]Eg|o]9 FZ3tHoltt, DLMS Client Simulator®

HEH  2d HwAAES A8l DLMS - Server
SimulatorZ-9] t7]s AlES = HAAES ALst
1ogRe *@HPLD} 2 &9AAE DLMS

Client Simulatorol Al A& 3},

root@rhel4:~/hgfs/share/hdicToTetra

oeE) ®EE 2N Hogd @B =s8(H)
[TOTAL LEGNTH = 48]
[READ] 33 Bytes From
7E A0 2F 03 21 10 17
74 05 08 01 01 BE 10
nReadTotalbYtes : 33

HDLC Call Simulator
DD E6 E6 00 60 21 80 02 02
04 0E 01

84 A1 08 06 07 60 85

[READ] 15 Bytes From
00 00 00 06 5F 1F 04
nReadTota|bYtes @ 48
7E A0 1E 21 03 73 C3 7A 81 &80 12 05 01 80 06 01
08 04 00 00 00 02 A6 A1 7E 7E A0 10 21 03 10 1C
[READ] 1 Bytes From HDLC Call Simulator

7E

HDLC Call Simulator
00 00 18 98 04 00 A8 32

04 00 00 00 02
E7 00 OE

80 07
B85 EB

nReadTotalbYtes @ 49
[RECV] From 40 Bytes
7E A0 2F 03 21 10 17
74 05 08 01 01 BE 10
AQ 32 7E

From HDLC Call Simulator
DD E6 E6 00 60 21 80 02 02
04 0E 01 00 00 00 0B 5F 1F

84 A1
04 00

08 06 07 60 85
00 18 98 04 00

[SEND] 49 Bytes Send
7E A0 2F 03 21 10 17
74 05 08 01 01 BE 10
AQ 32 7E

HDLC data to opposite site
DD E6 E6 00 60 21 80 02 02
04 0E 01 00 00 00 06 5F 1F

Tetra
08 06 07 60 85
00 18 98 04 00

a2 11 DLMS Client Simulator & CH7|s A0l Eg0]
SZ&tetH

2% 12% DLMS Server Simulator ¢ t7]%
AolEgele]  F2  gdeltt. DLMS  Client
SimulatorZ t7]% AlC]Eg o2 5 H 8F wAAE

ERAL LN DLMS Server Simulatordl] A A&3icy 1
=il < DLMS Server SimulatorZ%-El =4l
Ll DLMS Client Simulators t7]s Aol Eg o] &
SHAAAE deste 98 3

g

| &

DLMSE 43 334

(361)

101

root® localhost:~/share/share/hdlcToTetra

ZUE) BIE 2N EHOYD B TSUH)

[RECV] From Opposite site TETRA modem
7E A0 2F 03 21 10 17 DD E6 E6 00 60 21 80 02 02 84 A1 09 08 07 60 85 74 05 08 01
01 BE 10 04 0E 01 00 00 00 06 5F 1F 04 00 00 18 98 04 00 A9 32 7E

[SEND] 49 Bytes, Send hdlc data to hdlc terminal connected by serial

7E A0 2F 03 21 10 17 DD E6 E6 00 60 21 80 02 02 84 A1 09 08 07 60 85 74 05 08 01
01 BE 10 04 0E 01 00 00 00 06 5F 1F 04 00 00 18 98 04 00 A9 32 7E

7131 12 DLMS Server Simulator & t7|%

Al ESo] w43k
7 OF3 e 4F doHES =y4cl AR =
A3, olF EFEIE ASTFEE dolg wWAA
£ Aosty, dge dF AR AF PHE 14
S AARHE B Z2EF A F40|th
2 =M= DLMS Server 9 Client 9% 3}
= 9% 7]¥ke] DLMS Server Simulator?} DLMS

Client SimulatorgE AF&399th. 47] DLMS Server
9} Client Simulator 7F¢] S4l& SHHKDN(F) M€
IT ¥4 7170%4e A&, 2822 DLMS Server
9} Client Simulator 3Fe] RS-232C §41& TETRA
PEI Short Data Service £ Packet Data Service 7|
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