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Building IEC 6180 SCADA system based on TETRA
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Abstract

TETRA(TErrestrial Trunked RAdio) is the wireless communication system generally adopted to public
network and backbone network, as the technology of Trunked Radio System specified by ETSI(European
Telecommunications Standards Institute) and currently adopted to the Electric Power IT Backbone Network in
Korea. IEC 61850 is the protocol proposed for SAS(Substation Automation System) of SCADA(Supervisory
Control And Data Acquisition) system.

In this paper, IEC 61850 Server and Client simulator are used based on Linux operating system. The
multi-functional gateway, which transforms the communication based on TCP/IP between IEC 61850 Server
Simulator and Client Simulator to the one based on TETRA Packet Data Service, is developed such that IEC
61850 SCADA system is constructed based on TETRA.
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root@localhost:~/mmslite/mvlfusr/server

LUE) HBFEE) 2I(V) HOYT) HEB) TBU(H)

(root@ocalhost server]# ./sositcpe_ld
ME-LITE-B0X-001 Version 5,02
Copyright {c) 1986-2005 SISCO, Inc, All Rights Reserved,

Initiate indication for local AR 'locall’

i
Entering 'server' mode, hit "¢ to exit ... H
]
M
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Status Aol BT 4T B
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Get_Var_Names HHH 2= OF W2 058 29
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&
Read_INT16_Var B 02 [

Write_INT16_Var

e

Journal_Read Journal2 MAE HE 3 Request
2 ny os |
PEERHIEY

Obtain_File_from_Client =
Get_File_from_Server Request

Delete_Server File 0y 0s [ I

Rename_Server_File

Request

Test_All DE JISE YW HAE Request
FIHOZ ZA I =Y

MH2LO HAE 1 FB

Auto_Monitoring

2
m =
A E
a

Disconnect & Exit

IEC61850_ Client_ Main

Connecting ...
Connected

Vendor = KDN, Model = MM5-LITE-B0X-001, Rev = 5.02

myl_status OK
logical status =0
physical status = 0
No local detal

mvl_getnam OK
More Follows : FALSE
16 Names returned :
Name List :
Temperature
UtcTimeNow
arrl0_short
chk_curr_mem_count
chk_curr_mem_size
chk_max_dyn_mem_ptrs
chk_max_mem _allocated
kdnVarl
kdnVar2
kdnVar3
kdnVard
kdnVars
large_ar
structl
struct1§l
structl$s

Testing VMD_SPEC Journallnit
mvl jinit OK
del entries =5

Testing VMD_SPEC JournalStat
myl jstat OK
cur_entries =6
mms_deletable = 0

Testing VMD_SPEC JournalRead
mvl jread OK
num_entry =6

[ ST S

=]

0 IEC 61850 Client Simulatore| Main

o

rls AolEde] T4 sdole= H54 JFE
2l 9 |IEC 61850 Client Simulatorl Command Hg Al glol
X

o
H1
>
o =
ofy
5 A
r>
)
2
&
>
o,
N
e
v
_O‘L
2
ES
v

g
T EAE el & 4 gl

o5 29 112 IEC 61850 Server Simulator 52
S ¥ 102 =2 718k IEC 61850 Client 7% AolEg ol E=3hdolt).
Simulator®] Main ¢ %--o]t}.

B~
o
0,

(352)



Building IEC 6180 SCADA system based on TETRA

[root@localhost
UDP read 40 Byte .
TCFP write 40 Byte
UDF Thread count = 1

ot

test]®

UDP
TCP
UDF

read 51 Byte .
write 51 Byte
Thread count = 2

UDF
TCP
UDF

read 11 Byte
write 11 Bwte
Thread count = 3

UpDF
TCP
UDF

read 22 Byte ..
write 22 Byte
Thread count = 4

UDRP
TCP
UDF

read 30 Byte ..
write 30 Byte
Thread count = 5

DR
TCP
DR

read 11 Byte .
write 11 Byte
Thread count = &

UDP
TCP
UDF

read 34 Byte
write 34 Byte
Thread count = 7

UDF
TCP
UDF

read & Byte
write 6 Byte
Thread count = 8

a2 11 |EC 61850 Server SimulatorZ2| cl7|s 0|

E9ol s=xtatH
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t7ls AlolES o] F2stH ol

test]l#®
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[root@localhost
TCF read 40 Byte
UDF write 40 Byte
Tcp Thread count = 1

St u

TCR
LD
Tocp

read 51 Bwte .
wrlte 51 Byte
Thread count = 2

TCR
D
Tocp

read 11 Bwte
write 11 Bwyte
Thread count = 3

TCH
UDF
Tocp

read 22 Bwyte .
write 22 Byte
Thread count = 4

TCP
UDP
Tep

read 30 Bwte .
write 30 Byte
Thread count = 5

TCP
UDP
Tep

read 11 Bwte .
write 11 Byte
Thread count = &

TCR
UDF
Tce

read 34 Bwyte .
write 34 Bwyte
Thread count = 7

TCH
UpDrF
Tocp

read &6 Byte .|
write & Byte
Thread count = &
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