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Design of T-N2SCD Detection Model based on Time Window
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ABSTRACT

An intrusion detection technique based on host consider system call sequence or system call arguments. These two ways are suitable
when system call sequence or order and length of system call arguments are out of order. However, there are two disadvantages which a
false positive rate and a false negative rate are high. In this paper we propose the T-N2SCD detection model based on Time Window in
order to reduce false positive rate and false negative rate. Data for using this experiment is provided from DARPA. As experimental
results, the proposed model showed that the false positive rate and the false negative rate are lowest at an interval of 1000ms than at
different intervals.
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Table 4, algorithm to assess intrusion

D= Vtzme(Smg)

d:= Vtzme(RmJ)
do
if diference(D,d, T#) < (%)2
I
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2000 3409 5 0.1467 21711 30 0.1382
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