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( Colluders Tracing on the Collusion Codes of Multimedia Fingerprinting
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Abstract

In this paper, it has the performance metrics and the utility evaluation of the collusion codes about multimedia
fingerprinting code based on BIBD and then the tracing algorithm of all colluders is proposed. Among the collusion codes,
the bit stream of “all 0" or “all 1” are generated, also same collusion code and bit reversed code with user's fingerprinting
code are generated. Thus there was occurred some problems, in which a colluder is deciding to anti-colluder or
anti-coltuder is deciding to colluder.

In this paper, for the performance metrics and the utility evaluation of the collude codes, the experiment onto the total
solution is processed by the logical collusion operation added with a partially processed averaging attack in the past
papers. The proposed performance metrics and the utility evaluation about the collusion code generated from multimedia

fingerprinting code based on BIBD is operated. Through the experiment, it confirmed that the ratio of colluder tracing is
100%.

Keywords : Multimedia Fingerprinting, BIBD, ACC(Anti-Collusion Code), Watermarking, Colluder tracing.
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Fig. 1. The proposed algorithm of the performance

metrics on the collusion codes of the

fingerprinting codes based on BIBD.
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Table 1. Fingerprinting codes by BIBD(74,1).

User 1 Code 0101010
User 2 Code 1001100
User 3 Code 0011001
User 4 Code 1110000
User 5 Code 0100101
User 6 Code 1000011
User 7 Code 0010110

Fingerprint
0101010 —

User 1

Collusion code

& 0011001 ()— 0212112 - 0101001

17k

0100101 -~ Threshold

0.5

Hrst 2234
Collusion attack by averaging.
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Table 2. Number of the generated collusion codes by
number of the colluders.
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Table 3. Number of the useless each attack codes.
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Fig. 3. Number of the useless collusion codes and kind
of the collusion operation at “all 0"and “all 1”bit
stream in the collusion codes.
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Table 4. Number of the useless collusion codes by the

collusion operation.

AND 1 0 91
OR 0 1 63
XOR 1 1 14
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Collusion codes of the User 6 and 7 by
collusion cperation.

OR 1010111
XOR 1010101
Average 1010111
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Fig. 4. The utility evaluation of the collusion codes.
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Table 6. Correlation Coefficient between the collusion

User 1 code 04714 ~10000 | -0.7308 ~0.4973
User 2 code -0.3536 0.1667 -0.0913 -0.0924
User 3 code -0.3636 0.1667 -0.0913 -0.0924
User 4 code -01.3536 I 0.1667 -0.0913 ~0.0924
User 5 code -0353% | -0.0913 0.1667 ~-0.0913 ~0.0024
User 6 code 04714 05477 0.1667 05477 04334 ®
User 7 code 04714 05477 0.1667 05477 0.4334 [ J
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Table 7. Collusion codes of the User 56 and 7.

83

T O10. E 99 Z223EQ Userge A=Y IZE
ofo| AEAF U SEX FH,

Table 10. Correlation  coefficient between the Users

fingerprinting codes and the collusion codes in

0000000 “all 07 HES Table 9, and the colluders tracing.
OR 1110111
XOR 1110000 User jgjg'f‘% Userlcode | - | - | 01667 | 01667 | 01667 | @
—== User2 code - - | 01667 | 01667 | 01667 | @
Average 0000111 User3 code | - - | 01667 | 01667 | 01667 | @
Userd code | - - 00 | 0750 | 01250 | @
E 8 E 79 32AES Userge Erizzlg 2= User5 code | - - 01667 | 04167 | -0.1250
ofe| AmAH g 2 FEX FH Userb code - - | 01667 | -04167 | -0.1250
Table 8. Correlation  coefficient between the  users UserT code | - = 1o | -0a167 | -01250
fingerprinting codes and the collusion codes in
Table 7, and the colluders tracing. E 11 XOR ZooAlA AMIAZ 12b 19| AIR
g7t 323Ee #
f ] , = Table 11. Number of the useless collusion codes of the
User] code - -0;4714 AO.1667 ~0.1667 | 02682 correlation  coefficient 1 and -1 on XOR
Use2 code | - | -04714 | -0.1667 | -0.1667 | 02682 collusion operation.
User3 code - | -04714 | -0.1667 | -0.1667 | -0.2682
Userd code | - | 0386 | 10000 | 07500 | 02012
User code - 0353 | -0.1667 | 04167 | 02012 | @ = f
Userb code - 03536 | -0.1667 | 04167 | 02012 | @ ik 2EF 2 8
User7 code - 03536 | -0.1667 | 04167 | 02012 | @ - -
28 —
E Q9 User 12342 s23E 28

Table 9. Collusion codes of the Users 1,23 and 4.

0000000 “all 0" Bl EY
OR 1111111 “all 17 HES
A9} WEY
XOR 0001111 s
Average 1111000
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Table 12. Decision of the colluders tracing.

0 1 1 1 0.471 0547 0166 0.547 0433 ®
0 1 1 1 0471 0547 0.166 0547 0433 ®
0 0 0 0 0471 0730 | -1000 | 0730 | -0497
1 12 1 1 0 1 0353 | 0091 0166 | -0091 | -009%
0 1 1 1 -0333 | -0.091 0166 | -0091 | -0092
0 1 1 1 -0353 | -0.091 0166 | -0091 | -0092
0 0 0 0 -0353 | -0.091 0166 | -0091 | -00%
0 1 0 1 0 0.3536 0 03536 | 0353 ®
0 1 0 1 0 -0471 0 0471 | -0471
0 1 0 1 0 0.3536 0 03536 | 03536 ®
68 | 1346 0 1 0 1 0 0.3536 0 0353 | 03536 S
0 0 0 0 0 -0471 0 -0471 | -0471
0 1 0 1 0 0.3536 0 0353 | 03536 ®
0 1 0 1 0 -0471 0 -0471 —0471
0 1 1 1 0 0 -1000 | -L000 | -1.000
0 1 0 0 0 0 0.167 0.167 0.167 S
0 1 1 1 0 0 0.167 0167 0.167 ®
119 (234567 0 1 0 0 0 0 0.167 0.167 0167 e
0 1 1 1 0 0 0.167 0.167 0.167 ®
0 1 0 0 0 0 0.167 0.167 0.167 ®
0 1 1 1 0 0 0167 0167 0.167 ®
E 13 4 79 ciEAs B 119
Table 13. Polynomial coefficient 7 of Eg. (7).
91 Useful collusion
attack codes
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. i = by collusion operation.
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Table 14. Performance comparison between the proposed

algorithm and the conventional algorithms.
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