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Abstract

Security is critically important for ubiquitous sensor networks that are usually used for the military and serveillance in
environments that are opened to attacks, such as, eavesdroping, replay attacks of abnormal messages, forgery of the
messages to name a few. ZigBee has emerged as a strong contender for ubiquitous sensor networks. ZigBee is used for
low data rate and low power wireless sensor network applications. To deploy ubiquitous sensor networks, the collected
information requires protection from an adversary over the network in many cases. The security mechanism should be
provided for collecting the information over the network. However, the ZigBee protocol has some security weaknesses. In
this paper, these weaknesses are discussed and a method to improve security aspect of the ZigBee protocol is presented

along with a comparison of the message complexity of the proposed security protocol with that of the current ZigBee
protocol.

Keywords : USN, IEEE 802.15.4, ZigBee security, authentication, key management

73

I.M E

AT FUEYA D fulFE 2 dE Bao] =4
FehaA gAZ A AgstE A FA EYA
£5F4 WPAN(Wireless personal area network) 7]
FETL k. WPAN 7]&9 tigdeze
ZigBee, UWB(Ultra wideband)$} Blutooth 59] &

3
1.
)=}
5

ofN
N

ALY, T A A-a AR}
AM e A7) A =gekR
(School of Electrical & Electronic Engineering,
Yonsei University)
¥ B A7 AYEAY 2 ARFANATIEZL o
T ITATAH UAe 72082 £35S
(T A-2009-C1090-0801-0038).
AFd9ak 20083699, AL EY: 200992¥€17Y

(206)

], o] ¥ 53] ZigBee7t ¥4 A9 o2 FFAs)
3 9lch ZigBee"& IEEE 802.154%%¢] £ %(Physical
layer) @t w A4 2 A o] &(Medium access control layer)
& Egstd UEHA AZFH NMEA Fd AAA
el A% ZFLE UE FA F2 Ve e
AYLE7F A3 A7 AFY 78] 7hHsdte A5F
£ JEHa, ¥ A3 A&7

15
7] A%, 27, 87 2UHY, F9 dgsox, 27
ez, 24 5o i S80) AEE slgoln, E

T
o,
—_

00metol A 250kbpse] &2 &
HolHE A3, BEF(Multi-hop) 71%5°] A 94
o o 650007) ©]#¢] :=E(Node)& A28 & ol &
FA 9= UEYIAE FASE Aol 7Ms3stet ohdch



74

(N-to-M) EF219 ZEY(Mesh)o.2 o|Fojx &xtg
HEY A E FAA ] 23 dole Y ¢ - Wz o
37l fste] ==E9 A% AFH doly ¢z}

BEAEoIY EMAY AR 93 =4 2 9 -
%71 $EiA,  ZigBee®

(Advanced encryption standard) WA7] ¢3uAble
olg3te F x=r7ke] 7] #E)(Key management), 7
A7 (Key establishment), 7] A4 (Key transport) @ ¢
< (Authentication) #8& 33t o] 7|18 o] &3}l
WA EA S, WMEYAZNetwork layer), $£3
(Application layer)ol A1 9] HoJg] Za¢le] thgh Bl
75& AFE.

T ZigBee B A2 Ad BAEE 71X
3 Stk ZigBee® A AE(Trust center)Zh= AdS
ol-g3te] HEYAYY] w59 718 Byl
°] G H(End-to-end) HoHE 7Hs38HA 3
5E Abole] HjEIE F¢ 2B FA4
gdth. a8y olme F3H
ZigBee H ot A&"HAE &3] BASXE
ol HE7|e kA Bl b F23d A7 &
Z7)%ke] ZigBeedl A 9] AlZbek BA7F Ak 3 i
7l 43 NS AT ZigBee Ala"ME A E
AE7E BAE L 3t RE x=E9 nusE s

£ 5o e F2HQ o

wezt

=)

Qg AT 9

gk o], ZigBee B $F

ANES A BN

o 1
Ju

o Mo =y

fu
hu
]
o
=
e
)
2
P,l’,
M

T8E
I3l ZigBee TREZS AW BT, ZigBee?} 7}
A gl oY 71 BAHES B4 MM E
I3oA 248 ZigBeeo] EANL 12 & & A
Ed Z2EZS Aden, VgAML 7129 ZigBee
ZREEY B =EAA Adsts ZIZEFZS vud

N2 IDE 0j88F USNS =t Aoy M

1289 E9]  AES

(206)

II. ZigBee L ERITS| F|oFY &4

1. ZigBee 2Ot

ZigBeew 2AE F41& A Yst= [EEE 802154 &
T F U E T M, AR, A ER T FA
HEHA FokollA 10~100m W9 248 543 #
A" AFEE 48 7I&olt). ZigBeew Fuldst

74 LANY /dez, 71&9 Ve tdE 542
AYLRE HAgste U 2% FRE LFAIE

A AN UEI EFolt} ZigBee HEHIE A5
g F UEY3, Ud 59 A A A g4
7171 %3, 27, 84 ZUHEY, FH Aol °
gug s FAF Fol &Lt HZ HY LRFgo] 3
i ol A F UEHA F FHIAHZ 75 £F42
2 Zhgda 9ok

2003 IEEE: A7HE, AAgd tdgd YEYA
T2E 2T WPAN 7l&& Aste 821548 23X

= ANt

=]
-

stx, 2006 ZigBee ##oldA(Alliance)w IEEE
8021540 WEYZ - Hek AL 4z Helad

ZigBee EF3t 2% WA 108 LXEJth ZigBee:
IEEE 8021549 &2|33 fAHZA A Ao YESH
AFH SEXNYFFAPS: support
sublayer), 8 Z# 9= (Application framework),
ZigBeeU] Blo]| 2 A (ZDO: ZigBee device object)E X
33l= 28Z(Application layer) 2.2 TFA R} ZigBee
2d LZE A4¥EE 1Y 19 2o

$&FE §8& ==, ZDO, APSAtel9] Qe H
o|~E AYdtt §& ZHUYI= S8 A A

Application

Application Layer

Application ZigBee Device Object
Framework (ZDO)
Application Support Sublayer (APS) g
Security < F! APS Security Management ‘ §
Service (E
Provider %
(SSP) Network Layer =3
o
< >} NWK Security management l %
[
- ‘ Medium Access Control Layer l
{ Physical Layer !
gl ZigBee 2AE4 X

1.
Fig. 1. Architecture of ZigBee stack.



2000 28 HXESE

&5 FAAA g3 e
o tisted &g a1, ZDOE
Alojgt tiupo]~zke] nioly A 2
A2, S8 AA 9 T4 AEH|AE
I APSE vRRI9E 9% HolES 44 -
VEHAZqME YEY, HSH
1, @29 duto]27te wAxE Xd
Q #EE A Y} ZigBee VIES
FHJoin) £E ]2 (Leave)dh=
ZH el g Heks AT

ey

«1 0| 7
gt} ZigBee
AFH 43 AFHE AR
EQazH $830M A4HE Zage
tlelH °L§§} 2L Ué"é AFE daE FY3l=
% 99 9 2

T} (SSP: Secunty service provider)7}

_}E:
i

ZA%t). ZigBee® HoF MulAx fAy] otzHbAle
ol-gdte] F ==z wjy] A A AAE £
31, o] 71§ ol&dte] WAHITA S, UEHAZE
&AM dolH Zedd dig Bt /5 E AF
gt} ZigBeeol A BoFS 98] AMEEE 7)= npAET)

(Master key), #37](Link key), UE$Z7)(Network
key)l A F79] 717k dvh &4 =252 398 9
43t A (Point-to-point) H]UE
HAIE o83t 1F HUEAS 3
PBA718 A7) f8 AHEEHE vET oy,
BA71E AH&ate] UEYATE s A A$dg,

2. ZigBeeOlM2| {22 CHIO| AL

ZigBee YE$ A= A=Y o]¥(Coordinator), #H$-
(Router), d=tjulo]X(End device)?] Al /9 x=
B 7AEH 3, BA Mg Fod AFHAE
A&e FTYlH I} steE Aostn i moe)
B d35sE A 7] 29 2 B, 9F 59 HES
=] host 4&E &n a}Ta: HEYZ FAL 93
EE FIdt a2 dEduieas H9EHE
T e AFME S} FA HMH FEE 5 4

EP ZlgBee MEQa 3 F e
€ A 7T F sivke

N2 tlutol
Aolth, M2 fufo] 2
t HMEHIZE Aozt ooy tdd oF
oo IFE & ALk F, vEY A

2+ WA ¥ (Beacon) WAAE A%t @%3 9
Zta, AEg BeHE Foted 2

TENH 46 HTCHA2Z

(207)

75

Joiner
(End Device}

I
]

Coordinator

I

| Connected (unauthenticated)

Router

Update-Device Command

Decision to
accept new device

Secured TransportKey Command
(Master key)

| L ed TransportKey Command
(Master key)

SKKE-1 Comand

SKKE-2 Comand

SKKE-3 Comand

SKKE-4 Comand

A

Secured TransportKey] Command (NWK key)

| Joined (authenticated) ]

a3 2. 7|F ZigBee HEIo|AM S MZE ClHlo|Ag
e oty
Fig. 2. Key establishment process in ZigBee network.

A RS FadeEd v dqAXE 24ale] M ¥
Yol EAsks 98 =94 95 (One-hop) 22

BH2EAE Hth 2 tulo] 29 TFFHE Ysted
FOlelE= dute]xo A mlaE7|E AEs)a,
715 o] &3t ZTulo|H <} tinto]2a7te] AZE HA
A, aE|a A YAIE o] 45y ﬂﬂ}
T UEYAINE A dAditol vIEY A 4
o7 FFete Aotk 19 28 AR tntol
FodlolH2HEH YEYAINE Bu ¥ 33
| O]E} ZigBeedl A= tiuloj 27t Y EY A7)
ol & ot

HEYZ &5stax = 2$ gule]2r) Y
EYAINE A AS Be WHE ZAE AEE
el SR e )
L tulelz~7k YES A AZAHHE, eHEE I

ol Al Hrlo|E tinjo] s HEE Bk

o]

it (njfc; D ox

2. QUHOE rjrlol 2 AAAE e AT olEE A
2% futol2r} HESZN AHE Firje
FHARE AT T, Orlol2d A HES IS
wolse $42 thes po) Adat o, o

B F004 FAGYL ok
D SHdeleE haEE ool 2ol A A%
o

i) FoidlolEjgt tulol A WIAHTE o] &8}
SKKE (Symmetric-key key establishment) 3



76 M2B IDE 0|88 USNS RO #ety 74 UE

BEEFZS FY5to 27|18 Ao

i) LYo|HE FA7E o185t VEHNIIE
d331e gs tuto] 2o A At

iv) tulolAE A7) & o435t TTiYlo|E A
A2 dolHZ e HEHNAIE 53t}

3. ZigBee U ESITA9 FAY 24

ARY, 249, AuLe FHT A ZigBee:
HFHH2 AN HEYAE FE3E FHY 7e=
vy glth, a3y d&3}E ZigBee MEYAE TS
7 2L BARES /X3 Ytk

L Fodlelee HEAls E2 vEYAY &F
g BE =EE9Y AT vixg7)el g3
£ o /IR T Qlojof & ¥k ohe} goz BA
A € BE =59 nfAEIAR AR A1
Qojof sttt 187] Wi vEHIANY k= 5
7t FAEFE o4 wlHstd o #e AHF ¥t
ol a7H<E 7] B F2A dHo] EA3.

2. Alolele UES A Hx2 &F3= dulo)
259 A3 date] &g sfof gt a1y
FAylelEeAE 2589 A3 FF da& @
HY olRd ZA7F EAEA @7 e, 9j¥-o)
A% tutolxrt YEHIC FF3A 2 oA
7t 8. H%E R vblol2d B¥E AF
o] FAE ZigBee Bt A28 A% FAHo
=3

3. T AEA FFE dulo|2) nlrEAE 7}
A QA G, 29 2004 9F Zo] ZTjulolH
£ "t&E 71§ dutolzd Al Aol s, o
BN FAREE st e tfulo|2Afo]
o Qkdd Ado]l Ryt Ho| glA| 4] Wi
stAEIlE aYE JRE wFo] HoHdA, v}
2ZH7|7} =&0] HY, o]Fd] g FA Ade
St ARee AEglel FTER AdHE ¥
A7 EE ohFG YEQAIIMAE & 5 A
olfjg]7] W&o UEHI HA Hlo] T3y
o] WAL 2R nfAET) =& w3 ZigBee
HF A ~ele] AZhg Bl o] )

4 MEA VEHYZY FFH3eEE BE dupo]xvit}
Alo|E ¢ AA3sto vi2HY|, Ja7i WEY
718 A4 VEE ForMN BE EHo| T
dlolel2 JFdch 234 wEo] uhet vE]=

N %o

r
M
o

of FFHAL =5 57 Golirkd Aol
o a7t AFHel FAAe] Pold vEN
Azge el Asse Aol Yk

0. Hetsh= A

o] AolME MR 243 ZigBee YEHIS &
AFEL NI N2 & ZigBee TEES L AGHT)
Atsle ZzEZe FYyelHY 7] BE 1T
87) 915k, A28 ID FAZ TN o] 88 5 3
= AaEa el A7 gaaalle Hgagd
ZigBeeold 2t w=S& WENA YA §U8 F&
2 Rojwon Aol FAE Rk wSEL o
F48 B8 VEYZ Y& EFHA AN &%
o} 2ala Agtele Z2EZL I 439 e] 7]
A3 Qe AN BAE HAs7) At gl FA
3092 woz st MANT B A d3E
Aol A AAE 712 gEul0n wse g
ol RS AFFENE G HE 7] Alo]2E 2
F3t7) WEd, AN YEHI 223 Hg 5@
FA7) Geddoz deid o

Aetste T2EZLS 27|13 GAY HEYA FF
SAZ PAED 1Y 3& B =20A AtsE wha
Z Nz ¢ tuto)art F4HERE YERAIE B

£ 34< vehd Zojth

l

—_—

N
¢

ne J

Joiner
Coordlnator Router (End Device)

| Connascted (unauthenticated) |

PKKE-1 Comand

<
Update-Device request Command

New device
check

Update-Device respond Command

PKKE-2 Comand

I Jolined (authenticated) l

a8 3 Hokske ZigBee WESRIZO|AM S AMZE Cldf
o|Ae| 37 A

Fig. 3. Proposed key establishment process in ZigBee
network.

WA, 2 =24 A4HE JevHES aoksu
che3t 2ok



2009 28 HXIB83

¢ G 2% pE AT 2 B P
¢ G A% pE AFE 2 A 7
v PEG GOl B4

* e GXG—G
o C: =YY
* R:Z$H
o J:gutolx
o K,=sez,: ZUlolE e w27
ol E o] F7]
Al2~€ 1D

)EG  xE i8] FA7)
¢ K =sK,€G ' =& i8] H|E7)

7, AP

. KPC=5P€G1 :
¢ P xE ;9
4 K H(

¢ H:H{01)'>G, B G

* NKEZ : MEHAT)

¢ MK E27, A9t B9  MAC(Message
authentication code)7|

¢ L,SG ' A% BY THAR

¢ LK,e7 0 A% BY #37)

¢ ElM) 7] KE o] &8t AR M 45t

¢ D) 1 7] KE ol&3td WAR mE Ems

YEHIY FFE RE 55L& YAJ|E o438
o dujd SAE &1 MEYAI) VK, S o] &3t 1
54 3
(2713} dA]

FYdlel8 ce AlY wEy) sezg‘r 771
K, =sP% A%, =29 A2d ID (B =E
IFAIY IHF2)E o]8std 7 wmgo viEy)

=sH(IF)E At Ax"l FeH
param =< G, Gy,p, P, H,, H,, K, > 748t} o, 2zt
=29 HEIE AL dANA AZHAY ARSI}
A4 d¥ste §9 A WHE o8 AFH:
Zt xx9 FAIIE 259 AEAER A2 D7 9
t}.

agn A3 gulolart vEY I Holste A

T RAY W e GX G- GE ) BE
e(aPbQ) = (P, Q)* & 53l AN
P, Q< G, 9 &4
Zahe ool

P, Q< Gi3t a,bE Z,o Hsle
Vi) e(P,Q) = 18 &)

2 U

4], iil) 2E P, Q< G, o Ud e (P, Q) AR EHAS b

| ==X M 46 @ TC ®

(209)

H2s 77

BAe7) Sfstel, AOolE e wESe
& 71%ete Ao, WEHAT}
ERREEEL L

Ao} EAEAY Haw
RNEPEER IOEE
94328 9EY == o] Ty
g2 gEaAY A Ao dE
4e 7 1a1a Aoz ool wHF
eiol

off r2 it wlo

i

P

- Kol
ST,
EE

f
,:L
%
o
<
©

»
ln
m\n
ro

MEYZ &7 9A]

L YEH I 920 HH, Hufelx = Ao A=

d€zg ANYIHL J =dP, MKz =e(KyK,)
=e(Kp, Kp)* St Jy=MAC,, (R.JJ4)E AXYS}
o 28 RAA m, =(,h) 8 AFITh o4, ¢

T AR R, AFHe AR me I8 29
2] PKKE-1 (Public-key key establishment-1)&
vHERA Y,

2. %$H RS (K, K )" 9
g = MAC,g. (RJJt) & ARst g, =79 A
HARE Azl BgA o] JHeE RS oA
J9 {AulelE 8A WAAE AEdH (Bt
W, ok RE 2EY ®BAI| LK,E AHESt ¢
Ml TA& FRFTh) whef g o] AYsHA
%s Afode VEYZ d2ARFE FEIH
Tt ArE2d 554 2019 AR

Axste] go AR A% F RAAA J9

HolE ¢hg WAAES BT wor Jl HARE
o $5H e ZAfode duelE A
g FSHAA B VEYa 4234 £84
2tk (oldele Festtd, o RS P37
LE & A3 QHHstHA A& F3dith)

4. 7t Avlo|EHE, RS o9 AF rezE A
3] Ly,=rJ, =rdPE AXEIY  Jote] A7)

g sk, A4E HAI Lk,

LKy, = Hy(L,,)Z

MKR/=6(KP,K )=e

o=
cE H}o
= 3k
4 gk

A A]

g o)l MESAII  NKE W EEF
E=E, (NK)%t. 283 R =rP% R,=



78

MAC,, (RJR,t;)E At o] joj 7
m,=(R,R,E)E AF3t olu, t,& AIZFF R0
i, A%He dAR mye I¥ 29149 PKKE-2
(Public-key key establishment-2)Z v}ehiith,

5. J& R/ =MAC, (RJJt,)& ANE R, =R/
o] AHARE AAd Y, L,,=dR, =rdPE AAE}
of R¥%}S] JAT| LKy, = H(Ly)E AT 18
I QY g3 LKR,% o] g3l U4SF EE B
23} D, (BE)=NKy3t9 VENAI NK,E 85

gk o MEYAINE 53 J= EYZ §

2o JE3 Aotk

IV. ®etshe YAl et 584y

ARt Z2EZL 7]|&d ALY vtrETE
flol, vigy] Asg §A3FE g2 gezA 28
4L BE A7A AMAAG. =3 mulelEs}
=t #EE oY AREY BES Doy B
A3 tulo|art YE A Fdste AL WA s
HEHZY RS b S/, o] Yo, At

3 ZZEZNE MACA ANARE X st
S T gHE & JEZ HASIA

a3 AgEe ZREZAAE ZUYolE}t Al
o ujg7let ¥EYAY], 1gxn A Y 4729
xEZH Ja7IT RS Fo2A FUYolE
71 #81§ sy, vEY A FsEE A=
& Hrtolae 7k AR Je SeEHEEE A
LﬂE%iﬂE AE g 5 IEE A 71&9 =
HulolB 2 JAFHAY ERFE 9 2$-EolA 24
NP2 HES TS ReE ddsta tulo] 29 v

ENT FFAE #AEAA HEQAY Te4S FY
A Z T
£ dutol27t 77k X6l Y& SSHERE A
HYUEAZIE A% B F YEF HASY7) GE
o, Atste e HEF(Multi-hop) 873 242
A5l 0% o 2e39 Z2EZo|t FYjulolE g
tulo] 2 Ae]o] o] FolX| & 7]E9] ZigBeed] 7] #ul
WA E WAA AFe 2 olE 9 tnle] 2 Al
o] & ol vl dt} 2822 7)E ZigBeeol A P37
s ME TS BolE HA nE Eold Qe 3Y
dlolH ¢} fufo]2 Apele] Fawbe wlAz] AgE

A4

Mo

A2 IDE 0]28 USNS =t oy JHM

(210)

F.‘ =-=4-- ZigBee(Tree network, child nodes=2)
E -0~ ZigBee(Randomly generated network)

| |
10° ! —— Proposedy(Tree network, child nodes=2) | _ __ _ _ 1
==+

::,::::::t:::‘:::t::j:::‘:zz}f(zzz
1;0 27)0 3(;0 450 500 630 '700 880 900 1000
Number of nodes
a8 4. Hotste ZigBee HIE AL} 7|=2 ZigBee Ul
EQ3oM FIEHE 5171 918 tAIX] 7= b
ol
Fig. 4. The number of the key distribution messages of

the proposed ZigBee network protocol and
typical ZigBee protocol.

O(th—1)707} €}, o]df H|3t A Z2EZL I

DulolHE FAAT 7% AL £9F F gl 7]
& WATE 2, 2989 tuolx AbololA] A4 7]

7b EWEER dAR 9] AF7t O(2r) 2 FEEA F0
Bt 29 4E 7129 ZigBee TEEZ Y} AOH3 T2
EZ9] 7] vl Bao) tig WAx] EREE v A
o|t}.

ZigBee M EYaE 2H, EF W EZZXE A
A}, B =@M s WA Y EREE vwdr] 9
A A=t 2702 27 EF 724 YEYAY,
Jole] 91 ==8 AAEtT oo Wt Yojz A
g MEHINA, 7] B 93 WA A5E vz
gt dol2 MEHAE 4T 9, AT 999 F
Aol ZOlolg =8 Fu, zdulolgelA 7ne
=71 A HAZ EYZY dZdd JEYI A

AHA & LE FoA VEYH J7he =29 &
Az YEYAC A9} Z2EZo 45 &3}
7] 91814 HAlA] BREle o) gdu. 19 5 ¢

o Y02 UEd £a P Neldel
S Apold] R@HE WAA ASE e Acd
B 2 LB THT A 29 7] BAE 9
A ASHE AR A5E 7E 20% FEOE EY
S ok =% 19 5% 2ol AHAHAN Agai
AAA Y AFE 5% AasE, 19 6NNAY F
o =24 AFFE WAAE 2%0ls FEoE 7



20094 22 MXBES| =X M 46 A TCHAH 2 = 79
. - solol whe} B HAXE A5 gE, WES
4000~-—-:-—-§foi2:ed 4 ‘ 29 & A =& g7 FIMESE Fopitt
| I B LA v.d &
.\ : ; | "’ ! |
2500———4‘———:” + —‘———i//f4f -1 - - -4
| I A ZigBee: ARH, 248, AU 802 AQS} BUE
- R N R S 98 Fse s A AAdeR #U9% FHENE
Tl AL S o Foz FEwm rh IYY B =RoME B
g et 71929 Q1% Fol FAZ Zighee R AWl 47
2 ‘ R 5 = 20 w3 = =
1 200 300 4(‘)0 500 600 700 800 960 1000 §1- ‘149_}:/%] O] 2)\8’ g gjl_s] J—’ ]E EHQ }‘ /\H —3— :L—
Number of odes 2EZS Agrstith At WAl Mxe] E33 7]
38 5 Helsts WA J1E ZigBee WA w2} 7| #ele Faz A & SN dEAs e R
2 E sl AMEMEO|M MESHE HAIX] 7Y AAE N2g Z2EZEN 7|E ZigBee A2 B
2 H| o ] .
) ob-e- 7}EA17) 2 UEYAY AL FAAZ AAE
Fig. 5. The number of the key distribution message = g3pA71 M UTJ i OZ °k°o] ) i
that transmitted from turstcenter. ZREZot & =EdME AgdcAs F&l A
& ZEEg $e4e A
g 500 . ; i - ’
E 45017} --@-- ZigBee(Tree network, child nodes=2) | : :
B || 4 Proponsitos networ, omit ooy | %1 23
"E 400 - —— Proposed(Randomly generated network) |~ }——--ﬁ;\“ﬂ
%35"‘”7*”?”*%**<*”1”*%7"% *******
% o A T | (1] ZigBee Alliance, “ZigBee specification,” Technical
}Z 20/ - - f‘f . ,‘I‘l: R . ,3 ,,,,,,,,, Report Document 053474r06, Version 1.0, ZigBee
ﬁm, e N Alliance, 2005.
Sasol L S U [2] “Standard for part 15.4: Wireless medium access
3 l control (MAC) and physical layer (PHY)
H ’ —p 1 . specifications for low rate wireless personal area
§ 1 ‘ ; < networks (LR-WPAN),” IEEE Std 802.15.4, 2003.
R Vv o L [3] NIST, “Announcing the Advanced Encryption
Standard(AES),” FIPS PUB ZZZ, 2001, available
a8 6. Hokste AR 7| E ZigBee Aol wf Al at http://www.nist.gov/aes.
EMEE Mottt ==olM FI2HE s ME [4] A. Shamir, “Identity-based cryptosystems and
_ Sh= HAIR|S] Ba i i signature  schemes,” Proc.  Advances in
Fig. 6. The average number of the transmitted key Cryptology, Crypto’84, Springer-Verlag, LNCS

distribution message per node.

A%t wigE] AdE o]&std Ex‘ﬁ}% AU EL
a9 B 71 EaAAAA 1/3 5 o2 HE
12 £¢ & ok 449 ==& 53}]"1 ko
179 e & 71 F71EFE sourz o
A9 FAdtaz s N7t s
g WAR] 2 FrkebA "ok 18 EE Ard
EEZL =59 /g7t BE AN HEYAAA g &
HHelty, I9 fAMAYE WEHAY FA upebA
== A7 718 Al B LEQ] A A HEa
£ 239 E98 & A =

A AE FRAANN FAY

s

T

l

>,

__4

= =0
— -

(5]

6]

(7]

8]

(211)

196, pp. 47~53, 1985.
V. Miller, “Use of ellipic curves in
cryptography,” Proc. Advances in Cryptology,
CRYPTQ’85, Springer-Verlag, LNCS 218, pp.
417~426, 1936.

N. Koblitz, “Elliptic curve cryptosystems,”
Mathematics of Computation, vol. 48 no. 177, pp.
203{209, Jan. 1987.

D. Bonech, B. Lynn, and H. Shacham, “Short
Signatures from the Weil Pairing,” Proc.
Advances in Cryptology, Asiacrypt 2001,
Springer-Verlag, LNCS 2248, pp. 514~532, Dec.
2001.

D. Boneh and M. Franklin,
Encryption from the

“Identity—Based
Weil Pairing,” Proc.



80 ANAR IDE 0|88 USNS =ot Fkd THM HEgF

Advances in  Cryptology, Crypto 2001,
Springer-Verlag, LNCS 2139, pp. 213~229, Aug.
2001.

[9] M. C. Gorantla, R. Gangishetti, and A. Saxena,
“A Survey on ID-Based Cryptographic
Primitives,” Cryptology ePrint Archive, Report
2004/131, available at iacr.org/2005/094/.

[10] W. Diffie and M. Hellman, “New directions in
cryptography,” IEEE Trans. Inform. Theory, vol.
22, no. 6, pp. 644~654, Nov. 1976.

[11IJR. L. Rivest, A. Shamir, and L. Adleman, “A
method of obtaining digital signature and public
key cryptosystem,” ACM Communication, vol.
21, no. 2, pp. 120~126, Feb. 1978,

{121 T. ElGamal, “A Public-Key Cryptosystem and a
Signature  Scheme  Based on  Discrete
Logarithms,” IFEE Trans. Inform. Theory, vol.
IT-3], no. 4, pp. 469~472, July 1985

[13]N. Gura, A. Patel, A. Wander, H. Eberle, and S.
Shantz, “Comparing elliptic curve cryptography
and RSA on &bit CPUs,” Proc. Cryptographic
Hardware and Embedded Systems (CHES 2004),
Springer-Verlag, LNCS 3156, pp. 119~132, Aug.
2004.

[14] C. C. Shen, C. Srisathapornphat, R. L. Z. Huang,
C. Jaikaeo, and E. L. Lloyd, “CLTC. A
cluseter-based topology control framework for
ad hoc networks” IEEE Trans. Mobile
Computing, vol. 3, no. 1, pp. 18~32, Jan.~Mar.
2004.

A x4 7H
33 2439

1992 AA et AT

4 TR
19954 A St 43t}

At 24 Ak E4.
19979 AZelsta 58 19940 AA| A BEL A A3 83
A &4, AL 4.
20053 Ad#gstn AR 199913 Pennsylvania State
AFeET A} = University, Electrical
20053 ~2007d AFAUSR FRENFFE Engineering ¥} 4.
AT, 19973 ~ 19993 Pennsylvania State University,
20073 ~3 A AXNEgT A7) AA-FEe Electrical Engineering, Faculty
AF A, Instructor 2 23
<FHAE : FAMEYARL ¢Fo)E> 20001d ~20053 Oklahoma State University,
Electrical and Computer Engineering
B3R
2005 ~ & A QAN A7) ARF e _l__;ﬂ
<FBARE: FHEAL o5 F4 %, Ad Hoc %

ARl B FAHA>

(212



