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ABSTRACT

General RFID system has assumed that the communication channel between reader and back-end database is
secure channel. However, the reader can be communicated with the database through insecure channel like the
communication channel between the reader and the tag according to application environment. In this paper, we
propose a new secure RFID mutual authentication protocol based on open network channel which assumed that
all communication channels between the database, the reader and the tag are insecure communication channels.
The proposed protocol uses a secure one-way hash function to provide authentication and integrity against all
communication messages which exchanged on the open channels. In addition, we designed that the proposed
protocol can provide forward secrecy by performing the database and the tag update their old secret key with a
new secret key after finished mutual authentication.
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