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ANALYSIS OF PRIVACY-PRESERVING ELEMENT
REDUCTION OF A MULTISET

JagE HoNG SEO, HYOJIN YOON, SEONGAN LiM, JUNG HEE CHEON,
AND DowON HONG

ABSTRACT. The element reduction of a multiset S is to reduce the number
of repetitions of an element in S by a predetermined number. Privacy-
preserving element reduction of a multiset is an important tool in private
computation over multisets. It can be used by itself or by combination
with other private set operations. Recently, an efficient privacy-preserving
element reduction method was proposed by Kissner and Song [7]. In this
paper, we point out a mathematical flaw in their polynomial representa-
tion that is used for the element reduction protocol and provide its cor-
rection. Also we modify their over-threshold set-operation protocol, using
an element reduction with the corrected representation, which is used to
output the elements that appear over the predetermined threshold num-
ber of times in the multiset resulting from other privacy-preserving set
operations.

1. Introduction

Private set operations such as set intersection, set union, and element re-
duction of multisets are important tools for privacy in many applications. The
element reduction (by d) method for a multiset S, a set that allows the repeti-
tion of elements, is a method to obtain a multiset, (Rds(S)) after reducing the
repetition number of each element by d. Whenever one sees an element a in
Rd4(S), then he/she knows that a appears more than d times in S. A private
element reduction method of a multiset enables the controlled disclosure of pri-
vate information and it can be combined with other private set operations to
support the controlled privacy level of the output of a private set operation. The
element reduction of a multiset also can be used to develop privacy-preserving
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techniques for monitoring distributed networks. In a distributed network mon-
itoring service, each node monitors anomalous local traffic, and the distributed
nodes collectively identify behaviors that are identified by at least a threshold
number of monitors.

In Crypto 2005, Kissner and Song studied privacy-preserving set operations
such as set intersection, set union, and element reduction of multisets [7]. By
using the polynomial representation of set operations and a public-key en-
cryption scheme with a homomorphic property, they proposed protocols for
privacy-preserving set intersection and set union. They also proposed an over-
threshold set-union protocol by using their polynomial representation of an
element in a multiset.

In this paper, we point out that there is a mathematical flaw in their poly-
nomial representation of element reduction used for a multiset. Due to this
mathematical flaw, the protocol may identify elements that appear in the mul-
tiset for less than the threshold (¢) number of times. Hence, when we apply
their over-threshold set-union protocol to a network monitoring system, it may
identify user with normal behavior as a user with anomalous behavior and
this leads to privacy threat of a normal user. Hence, this could be a serious
problem in privacy- preserving techniques, and it is necessary to correct the
protocol. We provide a correction to Kissner and Song’s polynomial represen-
tation of an element in a multiset for element reductions. We also modify their
over-threshold set-union protocol and propose an over-threshold set-operation
protocol on the basis of the corrected polynomial representation. Our over-
threshold set-operation protocol can be combined with any privacy-preserving
set operation so that the output contains only the elements that appear in
the resulting multiset of the set operation over the predetermined threshold
number. The security proof of Kissner and Song’s protocol can be preserved
in our protocol since our protocol differs from their protocol only in the man-
ner of representing the element reduction of a multiset as polynomials. Hence,
our modified over-threshold set-operation protocol is provably secure in both
standard adversary models: honest-but-curious (HBC) and malicious adversary
model.

We remark that a preliminary version of this work was announced through
[10]. A protocol similar to that presented in this work was independently
suggested in [6], at about the same time.

Our paper is organized as follows. In Section 2, we introduce a multiset
and its polynomial representation used in this paper. In Section 3, we describe
Kissner and Song’s polynomial representation of element reduction of a multi-
set and point out a mathematical flaw in the element reduction case and errors
in their over-threshold set-union protocol. In Section 4, we present a modi-
fied over-threshold set-operation protocol on the basis of the correction. We
conclude our paper in Section 5.
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2. Multiset and its polynomial representation

First, we consider the concept of a multiset. In contrast to an ordinary “set”,
a multiset permits the duplication of its elements. For example, in a multiset,
an element is represented more than once, like {a,a,b}, and the multiset is
different from {a, b}.

Now, we define the set intersection, set union of multisets, and the element
reduction of a multiset as follows:

Definition 1. The intersection of multisets A and B, AN B, is the multiset
composed of the elements that are in both A and B. If an element “a” appears
l4 times in A and lp times in B, then “e¢” appears min{l4,/p} times in AN B.

Definition 2. The union of multisets A and B, AUB, is the multiset composed
of the elements that are in A or B. If an element “a” appears l4 times in A
and lp times in B, then a appears [4 + [ times in AU B.

Definition 3. The element reduction by d, Rdz(A), of a multiset A is the
multiset composed of the elements of A such that for every element “a” that
appears d’ times in A, a is included max{0,d — d} times in Rdq(A).

Next, we introduce a polynomial representation of a multiset. Let a ring

R be the domain of the homomorphic encryption function and P be a subset

of the ring R, where the elements in P are uniformly distributed in R and

the probability that a randomly chosen element of R is an element of P is
negligible.

o From a multiset S to a polynomial fs € R[x] :
— Given a multiset S = {S;}1<;j<k,S; € P, the polynomial fs €
R[z] that represents the multiset S can be constructed as

fs@@) =[] @-9).
152k

e From a polynomial f € R[x] to a multiset S :
— Given a polynomial f € R[z], the multiset S represented by f can
be defined as follows:

a € S and a appears t times in § <
(x —a)t|f, (zx—a)* | f and a is an element in P
If f and g are the polynomial representations of multisets S and T, respec-
tively, then f# g and ged(f, g) are the polynomial representations of SUT and
SNT, respectively. Furthermore, SNT is represented by f*7+ g*s for random

values of r and s of a higher to or the same degree as that of deg(f) with an
overwhelming probability [7, §].

3. Analysis of Kissner and Song’s element reduction methods

In this section, we review the results of Kissner and Song [7, 8] and point
out a flaw in their polynomial representation of an element in a multiset for
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element reductions. Furthermore, we show that there are critical errors in over-
threshold set-union protocol due to incorrect polynomial representations used
for element reduction in a multiset.

3.1. Flaws in Kissner and Song’s polynomial representation for ele-
ment reduction

Kissner and Song used polynomials to represent multisets and proposed
probabilistic polynomial representations corresponding to the element reduc-
tion of a multiset. Kissner and Song’s incorrect polynomial representation of
the element reduction (by d) of a multiset is given as follows:

(Incorrect) Element reduction (by d): Let f be the polynomial rep-
resentation of a multiset S. For random polynomials » and s with
a greater than or equal to degree deg(f) and a random polynomial
F with degree d whose solutions are not in P, f@ « Fxr+ fxs
is equal to ged(f, f9) % u, where f(9) is the d-th derivative of f, u
is uniformly distributed in R®[z], R*[z] is the set of all polynomials
whose coefficients are in R and whose degrees are lesser than or equal to
a = 2deg(f) — |Rd4(S)|. The polynomial f(@ % F xr + f * s is a poly-
nomial representation of the multiset Rdq(S) with an overwhelming
probability.

In the above explanation, since u is uniformly distributed in R*[z], the
probability of u having a root in P is negligible. f(®«Fxr+ fxs = gcd(f, £ )*u
is the polynomial representation of the multiset Rdy(S) with an overwhelming’
probability.

The polynomial representation of the element reduction proposed in (7, §]
uses the following lemma.

Lemma 1 (Lemma 2 in [7]). Let R be a ring and f(z) € R[z]. Letd > 1.

A. If (z - a)*|f(2), then (z — a)|f ¥ ().

B. If (x - a)|f(z) and (z — a)®t1 | f(z), then (z — a) | FD(z).

By using Lemma 1, Kissner and Song showed that ged(f, f (4)) is a polyno-
mial representation of Rd4(S), where f is the polynomial representation of the

multiset S. However, Lemma 1 is incorrect when d > 1. We can provide a
counter-example for Lemma 1 as follows.

Example 1. Let a, b and c be distinct elements of ring R. Let f(z) = (z —
a)(z — b)(z — ¢). If Lemma 1 is correct, then the relation

(@—a)f f()
holds since (z — a)|f and (z — a)® t f(z). However, f?(z) =6z —2(a+b+c)
and (z — Q—'%’ic—)ﬂf(z)(x), ie.,

(x — a)|f® (), when ¢ = 2a — b.

This contradicts Lemma 1.
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The mathematical flaw in Lemma 1 results in errors in their polynomial
representation of element reduction. In Example 1, we consider an element
reduction by 2 for the set S = {a,b,c} of distinct elements, with ¢ = 2a — b.
Clearly, it can be noted that Rdy(S) = ¢. However, as shown in the above
example, ged(f, @) = (z — a), which cannot be a polynomial representation

of Rd2 (S ) = qﬁ
3.2. Analysis of Kissner and Song’s protocol

In this section, we analyze the over-threshold set-union protocol proposed in
[7, 8]. This protocol is a multiparty protocol with n users under the assumption
that at most, ¢ (< n) players can dishonestly collude. A user ¢ (where 1 <i <
n) generates a multiset S; whose elements represent private information and
they are in P. Assume that each individual multiset should have the same
cardinality. That is, for all ¢ such 1 < i < n, |S;| = k for some value of k.
The j-th element of the multiset S; is represented by (S;);. At the end of the
protocol, all users want to obtain a multiset that consists of the elements greater
than the threshold in the set union S = S; U--- U S, of each user’s multiset.
The goal of the protocol is to solve the over-threshold set-union problem which
is defined in [7, 8} as follows:

Definition 4. ' All the players know the elements in the union of the each
players’ private multisets that appear more than a threshold number of times,
and the frequency of these elements in the union without any other information.
We call the elements of the resulting set as over-threshold elements in the union
of the private sets of all the players.

In their over-threshold set-union protocol, Kissner and Song used the ele-
ment reduction method to obtain the over-threshold elements in the set union.
Cousider a fixed threshold number ¢ and a polynomial p that corresponds to
the multiset S of the union of the private sets of all players. Kissner and Song
computed ged(p, p'*~1)) as the polynomial representation of Rd;_1(S).

If we apply their over-threshold set-union protocol to the set union § =
{a,b,c} with a threshold of 3 as in Example 1, then the protocol outputs
the corresponding set {a} as the set with an over-threshold of 3 in set union.
However, a appears only once in the set S; hence, Kissner and Song’s protocol
is not the correct threshold 3 protocol.

Suppose we consider the above example in a distributed network monitoring
system with a privacy policy that states “the monitoring system identifies only
users with an anomalous behavior over threshold 3”. Then, the user a will be
identified in the monitoring system; however, since it appears only once, and
it should not be identified in the monitoring system. This conflicts the privacy
policy adopted by them.

IThis definition can be extended to an over-threshold set-operation problem by replacing
the union by a general set operation.
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Hence, a correction is required in Kissner and Song’s polynomial represen-
tation of element reduction.

4. Corrected polynomial representation and modified
_ over-threshold set-operation protocol

In this section, we suggest a corrected polynomial representation of element
reduction and propose a modified over-threshold set-operation protocol by us-
ing the corrected polynomial representation.

4.1. Corrected polynomial representation of element reduction

We propose a new method for element reduction by correcting Lemma 1. In
particular, we prove that gcd(f, f/, ..., f?) is a polynomial representation of
Rdy(S).

By correcting Lemma 1, we obtain the following lemma.

Lemma 2. Let f(z) € Rlz]. Then the following are equivalent.

A. (z — @) | f(x).

B. f(a’)zf,(a') = =f(d)(a')=0a i.€., (w—a) & fa (LU—G,) | f,w--a(x_
a) | £, |
Proof. (A = B) Assume that (z—a)%*! divides f(z) and f(z) = (z—a)?*1g()
for some g(x). Then, the general expression for f(* is

fP@) =@+ 1)d-- (d~n+2)(z - )" "g(z) + (2 — )" hn(2)
for some hy(z) and 1 < n < d. Hence, f(a) =--- = f@(a) = 0.

(B = A) First, we will show that if f(®(a) = 0 and (z — a)"|f(z), then
(z —a)™*! | f(x). Since (z — a)"|f(x), we have f(z) = (z — a)"g(z) for some
g(x). fM(z) = nlg(z) + (z — a)hy(z) for some h,(x). Since f(™(a) = 0,
we have g(a) = 0, which implies that g(z) = (z — a)g:1(z) for some g;(z).
Therefore, f(z) = (z — a)"*1g1(x).

Because f()(a) = 0 and (z — a)|f(x) by hypothesis, we have (z — a)?|f(z).
Further, by combining (z—a)?|f(z) with @ (a) = 0, we have (z—a)|f(z). By
repeating the same procedure with f®(a) = 0,..., f9(a) = 0, we eventually
obtain (z — a)4*!|f(z). a

We obtain the following corollary from Lemma 2.

Corollary 3. (z —a)?*! | f(z) = (z —a)? | f'(2).
Proof. By Lemma 2,

@-a)™' | flz) & fl@)=fl@=:=fDa)=0
= fla)=f'a)=-=f@a)=0
= (x —a)? | f'(x) by applying Lemma 2 to f’.
Thus, Corollary 3 is proved. O
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Next, we will prove that ged(f, f/,..., f(¥) is a correct polynomial repre-
sentation of Rdy(S).

Theorem 4. Let f be a polynomial representation of a multiset S. Fora € S
and a positive integer £,

@—a) | god(f,f\. .. fD), (@—a)=fged(f, f,..., f@)
< a appears £, times in Rdg(S).
That is ged(f, ', ..., fD) is a polynomial representation of Rdq(S).
Proof. For sufficiency, assume that £, is a positive integer that satisfies
(z —a)’s | ged(f,..., fD), and (z — @)t Y ged(f,. .., f D).
Then, since

(@ —a)’ | ged(f,..., f¥),
we have

(@=a) | f (=a) | f,..., (@=a)f | fD.
By Corollary 3, we have

(Z - a)fa—l i f(d_H)v ey (JI - a)1 I f(d+za—1)'
Thus, we have (z — a)**% | f by Lemma 2.
If (x — a)fat4+1|f, then f(a) = --- = f¢at9(a) = 0. The part f(a) = =

f)(a) = 0 implies that (z — a)®*'|f by Lemma 2. Similarly, f®)(a) = --- =
f%*9(a) = 0 implies that (z — a)f=*'|f® for all 4, with 1 < 4 < d, and it
means that (z — a)®e*t ged(f,..., f@). This contradicts to the hypothesis.
Therefore, we have (z — a)f=+4+1 4 f.

Hence, £, satisfies

(2~ a)f**4|f and (z—a)et 4 f.

Further, we know that a appears £, + d times in multiset S since f is a poly-
nomial representation of S. Thus, a appears £, times in Rdg(S5).

For necessity, assume that a appears £, times in Rd4(S). Then, we have (z —
a)fa+? | f and (x — a)%*4t1 } f. By Corollary 3, we have

(@=a) >t f @=a) | fD, L, (@—a) | fEFY, (@ —a) t fEtD
This implies that

@=—a)f | f, (@—a) | f,..., @=a) | fO, but (¢ —a)=*" { /.
Thus, £, is a positive integer that satisfies

(x — )| ged(f,..., fD) and (z — @) fged(f, ..., f ). -
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By Theorem 4, we can correct Kissner and Song’s polynomial representation
of element reduction as follows:

Corrected Element Reduction (by d) Let f be the polynomial represen-
tation of a multiset S. For a random polynomial r; of degree greater than or
equal to deg(f) and a random polynomial F; with degree ¢ whose solutions are
not in P, Z?:o f® % F; xr; is equal to ged(f, f,..., f@) x u(z)). Thus, the
polynomial E?:o f@ x Fy % r; is a polynomial representation of the multiset
Rd4(S) with an overwhelming probability.

4.2. Over-threshold set-operation protocol

In this section, we propose an over-threshold set-operation protocol using
our modified polynomial representation of an element in a multiset. As de-
scribed above, the goal of this protocol is that all players should obtain the
multiset of the elements that appear in the result of the set operation of each
private multiset more than a predetermined threshold number of times without
acquiring any other information.

There are n (> 2) Honest-But-Curious players with a private input set S;
such that |S;] = k. We assume that at most ¢ (< n) players can dishonestly
collude. The Honest-But-Curious (HBC) players act according to predeter-
mined actions in the protocol. If no player or coalition of ¢ players obtains
information on the private input of the other players other than what they can
deduce from the result of the protocol, then the protocol is secure. We can
find the formal definitions of this model in [5]. The players share the secret
key sk corresponding to the public key pk for a additively homomorphic cryp-
tosystem E, that satisfies several characteristics: it is additively homomorphic
and supports ciphertext re-randomization and threshold decryption. Paillier’s
cryptosystem [9] satisfies these requirements. Since we use homomorphic en-
cryption to encrypt polynomial, we define the encryption of a polynomial as
follows.

Epr(f(2)) = (Epr(£(0]), - -, Epr(fldeg(f)]))

A detailed explanation of the additively homomorphic public-key cryptosys-
tem and the feasible homomorphic operations of encrypted polynomials can
be found in [7, 8]. Let the threshold number be d and F; be an arbitrary
polynomial of degree j that has no roots representing the elements of the set
P.

We use the modified element reduction method of the multiset in step 2
and fix the flaw in the original method proposed by Kissner and Song. Steps
1 and 4 of the above mentioned protocol can be varied according to the type
of set operation. In [7, 8], protocols for privacy-preserving set operations,
set union, and set intersection were proposed. In step 1, if we apply Kissner
and Song’s privacy-preserving set union and set intersection then we obtain
the over-threshold set-union protocol and the over-threshold set-intersection
protocol, respectively.
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Protocol: over-threshold set-operation - HBC

1. Set Operation: Each playeri = 1,...,n computes f;(z) =
(z—(Si)1) - (x—(S;)x). Players perform the predetermined
set operation protocol, and player 1 obtains the encryption of
polynomial p, corresponding to the result of the set operation
(Epk(p)). Player 1 distributes E,i(p) to players 2,...,c+ 1.

2. Element Reduction: Each playeri=1,...,c+1

(a): computes Epi(p'), ..., Ep,(p'®) from Epk(p).

(b): randomly choose (d + 1) polynomials t;0,...,ti4 €
R*[z).

(c): sends Epp(p*tio+ Fixp #ti1 4+ Fyxp@ xt; 4)
to all the other players.

3. Group Decryption: All the players perform group decryp-
tion to obtain ® = F; % p(@ « (Zf:ll tig)+ -+ Fir*p *
(it i) +px( zcill ti0)-

4. Recovering Set: Each player i = 1,...,n determines the
resulting set depending on the type of set operation.

Because the difference between the over-threshold set-union protocol pro-
posed in [7, 8] and our protocol is only in the polynomial representation method
of the element reduction of a multiset; it does not affect the security of the pro-
tocol. Thus, our protocol has the same security as that of [7, 8] in the set
intersection and set union cases when we follow their set operation protocol.

5. Conclusion

A privacy-preserving element reduction method can be an important tool to
identify internet users with anomalous behavior, while it preserves the privacy
for normal users. In Crypto 2005, Kissner and Song introduced a polynomial
representation of an element in a multiset for element reductions and proposed
an over-threshold set-union protocol using the polynomial representation and
homomorphic public-key encryption scheme. In this paper, we have shown
that their polynomial representation is not correct and its impact to their pro-
tocol can be somewhat critical for privacy-preserving techniques. We present
a correction for the polynomial representation of element reduction of a mul-
tiset. We also modify their over-threshold set-union protocol and propose an
over-threshold set operation protocol on the basis of the corrected polynomial
representation. Our over-threshold set-operation protocol can be combined
with a privacy-preserving set operation, and it outputs the elements that are
greater that a predetermined threshold number in the multiset resulting from
the set operation.
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