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Global Transaction Scheduling
for One-Copy Quasi-Serializability with Secure Properties

Jeong, Hyun Cheol

{Abstract)

In the security environments of heterogeneous multidatabase systems, not only the
existing local autonomy but also the security autonomy as a new constraint are required.
From global aspects, transactions maintain consistent data value when they assure
serializability. Also, secure properties must protect these transactions and data values to
prevent direct or indirect information effluence. This paper proposes scheduling algorithm
for global transactions to ensure multilevel secure one-copy quasi-serializability (MLS/
1QSR) in security environments of multidatabase systems with replicated data and proves
its correctness. The proposed algorithm does not violate security autonomy and globally
guarantees MLS/1QSR without indirect information effluence in multidatabase systems.

Key Words : Secure Properties, MLS/1QSR, Transaction, Autonomy, Scheduling.
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oM Zhe 1-AME #4EA S A8 AEAAH 25

o] Aot Az A ke TEES AEHW H - HES Ak wEtA BeVel AeVel tid GTo Aol
Mol S EddMolt). GT7} HlolEle] 24 diks AGeAE HwhelAl REF Alojdth. GSME B2
TP £ lws I Hebew AV FFE W ST A e ENAMQ STE LESMO R A &3
© 7 A9 FEH| gle AHEA A Fk(Before
Value, ©]3} BeV)Z} 7841 Fh(After Value, |3} AeV) Algorithm GlobalModule(GTM, GSM for GTs):
S FAIBIERE TE{(GT)U(ST)} AtolellAl 71 241 o] 1. If Gq is Front = Rear
B digh A9 HE fE2 WAE ok Then Execution Exit.

2. If Gq is Front # Rear /#{dste ddEANT EA/

Then {

V. 494 ~7|1&4 1) Insert GT into Gq

o] A& MLS/MDBS 2744 GTo] MLS/1QSR

S HAGER AdAoR Aoy A% LueE
(Algorithms for Guaranteeing MLS/1QSR, ©]s} AGM)
< Aeketn FES e

4.1 dugE

o
o

AGMAIA AL & AR 2 tedt 20 A 7
(Global queue, °]3} Gq)= 7 HloJElel thal] Aibs &
P EdAAS AE MR AN A HEg
<A (Global Serialization Order, °]3l GSO)E Z+=th.
7841 H(Updated queue, ©]3t Ug)= dEo] 7341 %A
T AHL Z§Alo] wmigeld STe AH3l A (Secure
Transaction Serialization Order, ©|3} STSO)E 4 ¢
o A9 FH(Local queue, ©]3t Lg)= A FelA T =

A9 283} A (Local Serialization Order, ©]3} LSO)

o AHES g mA Y ERAAS Zterth AGM
GI7h A12E W 19 Bg, 94& J9, LESM 2&, A9
BEd g ¢ugEe i%‘&ﬁ?

A97 4230] MIS/1QSRE A8 4= U=E &)
A3l AN B FF A Bt AXA S ndd)
o FF{GCNUET}e] AAeA7t B =S gt 1t
HAQ B F29 727 449 A5 GTY ddeA
£ FAIsA dolHd| dieh 2739 hSLY| #to] B3

/GIRSHE/  Assign SL(GT)E{T, S, C, U} by GSM
2) Decompose GT into SubTs
He2 443+/3) Make readlist, writelist for SubTs
4) Search GID(IW) for replicated data
5) If SubTs & { write_set }
Then Call PrimaryCopySelection
6) Submit SubTs into each LESM
/829l ST 412+ 7) Tssue ST into LESM Site(D")
)

3. If GT Commit or Abort

Then Delete it in Gq/*34+&8
4. Repeat 1. to 3.

5’.*/

%zﬂ@ 7\.“71*/

i)
o oxl

Ho
3
r

Q

o

v

Oﬁ

ofi
ol

Q

©
>,
2

foofN 4t e ot 1o

o
TR

oly O
rdo,

(<]

o

olrl

ox,

o,
vl

]

RN E2

A 103



dolglel 9 24 e A A7

Alogorithm PrimaryCopySelection(Replicated_Data):

1. If Operation € { write_set }/*7124k/
Then Reference GID(IW) by GSM/*294 wAa gz
2. If highest SL(RD)rpewrite set}/*3 391 HSH55*/

in each replicated DEv(site)

Then Select a Site(D')/*/12a% 92+

for write_op as primary copy
3. If Operation & { write_set }/*#=514k/
Then Select Same_SL(DE " (site))/*#Ea 4 42/

for read_op as primary copy

4. Return SelectPrimaryCopy_msg /*lAlx] ¥/
to GlobalModule(GSM)

GrEtte] QuFEe] was] 9Ad & JEs |

FelElo] dostd EdHe Edl
HE ST 73219 7BAIE A}

Uy

217 Aol A4 7o gho.

GSMe| GIDY W&

=
x

2 o
Qo] AAE T Aol WAHTE 7F AR AHEY] gk
72 W St Seaws 2 9]
aoll thate] o] A9 AlEE d94oz 715ALmt
< T 9
5

£} STe 7Ald 9&

Aolth 7 2)1dd| A%
a

7\_11
29 A3} B,

P ST9) BerEi e

[9)

fo] - Hel Sr(Security

Function, |2} SF)el] we} 274t} SFe= ST7F 24 AHRS

128 F UES STAA BE ARl tigl] Aok A4
TEehe Bobsas wigdth A9 8 RE(Local
Execution Module, ©|3t LEM) GT9| tja] 924 ¢s
T2EZY 7 98-S dta GIMe| A& FENA
Ag ol 29 dlojefulo] A A|AEl(Local Database
System, ©|s} LDBS) .= #|ZstH LDBSS] 235 GIM
oAl Mgttt tr2 A9e) LEM A= F4ldte] GTe
ABRE A7) e RS Alzatt A Hel el
AH(Local Security Manager, ©]8} LSM)& 1 A]<9] LT9}
elolejel thell MLS/MDBSIIN #&3ke Hetew %7t
7lze] mel Ao HobeHEE a3t A 2
23 JHE A9 B AFd(Local Information Dictionary,
o&} LID)ell #4138t} LIDE <28 3>9 2th

N

tlo m

<33 3 X9 B2 AR = HolE Xo| HoisR

Algorithm LESMModule(LEM, LSM for SubTs,
STs, LTs):

1. If SubTs are SecurityLevelConflict

Then Call SolveSLConflict/*Bst53%E 452/
2. If SubTs are operation_conflict

Then { According to GSO,

1) Case(read):/*s=1¥/

e Apae) A gas/If Se( site) = Update OK
SRS AAAE gk A=+ Then Read Scaev
[ A gk A=/ Else Read Scpev
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N
)

2) Case(write):/*7]1593k/
# g/ Confirm Pe(”site)
E Ao STA|%#/ Issue ST into Sc( 51te)
)
3. If Uq is Front = Rear /*94% 74
Then ST is Finish
Else {
1) Contain W*(Pcaey:S) for STs
[FESYEFA] o2 STE AR A9 A2/
2) SF: {SL (D) =n SL(write_op.)} — SL(ST))
for Sc(D) € " (site)
Update Sc("site) /* =
Maintain Uq to STSO
/5) Return ScUpdate_msg to GID(IW)

/*o]
/*

Aol gl&*/

3) B AR AN/

4)

/AR kgl
}

4. If LT is submitted /A%

Then Send LocalModule

5. Repeat 1. to 4. for each Transaction

E

i

GSMo| &gt Hets
Z 9l3le] LSMe] GSM#} D}ié—

ARANA ddat= A7t
io}%,%—% el a GT4

o ek AR g0
#¢GTel YEU
%, GSMeo| GTe]
gl 7 9% A
A

b A
e
ed

5

Algorithm SolveSLConflict(GSM, LSM):
1. If GSM(SL) =n LSM(SL) /*x<t
Then Execution Exit
2. If GSM(SL) w> LSM(SL) /*etars+
Then {
1) If Operation is read_op/*#=12/
[*EekERe A5 g #5+/Then Read SecureSlot(AeV)

5% 9

O %
o

|

3%

GSM

LSM

e s
<78 4> Hot5g 5=

S5 2) If Operation is write_op /*712d4k/
[FEAER AT g A/
Then Create each SecureSlot(AeV)
in LID(IW) }
3. If GSM(SL) <u LSM(SL) /+d%5+
Then {
1) If Operation is read_op/*#=4
Then Read each SecureSlot(BeV)
[ BereRe] AAA @ w5 in LID(IW)
2) If Operation is write_op
Then Go to S5

3

o

}
4. Return SolveSLConflict_msg /2 #AA] whg
to GlobalModule(GSM)
A Ager ERAA LTS A7 A A
2] 2K (Local Transaction Manager,

Fa.

Al
ol xd EdAA
o|g} LTM)7} ~A|&

=4
1%

Algorithm LocalModule(LTM):
1. IF Lq is Front = Rear

Then Execution Exit.
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2. If Lq is Front # Rear /*4¥3d A4 E
Then {
1) Submit LTs into LTM
2) According to LSO /219 223} &</
Execute LTs, SubTs/*dl& Fdglo] $8)%/
without distinguish
}
3. If LT Commit or Abort
Then Delete it in Lq /*d4 #5€ E
4. Return LT'sExecutionResult msg to L
5. Repeat 1. to 4.
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