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ABSTRACT

Currently broadcasting and telecommunication has integrated, And IPTV Service has appeared who called TPS(Triple Play Service) which
integrated with broadcasting, telecommunication and Phone Service. IPTV provide braodcasting service and VOD(Video on Demand) service,
and it must be satisfied digital content security. For this condition, IPTV Forum working on standardization of interface for digital content
security. The Security solution for broadcasting and VOD are CAS(Conditional Access System) and DRM(Digital Rights Management). But
these solutions manufactured by many vendors, so there is no inter-operablity. And after finished standardization of interface for CAS and
DRM system, the problem of inter-operability with them will be issued. For this reason, Rights management system which possible to operate
independently with platform is necessary. In this paper, To protect multimedia digital content, we designed and implemented Conditional
Access Management System.

FYE
MPEG-21, ©}X|€ ", IPMP, XML

& IPTV A H| 27} o] 475} 5]

I.M 2 A ek QeI Aol A o] Anv] HFo 2 A & FFot
leH, & 53
HElM U] X8 Zelx= 147 3740 28y 3 YUTH IPTV Mu 2 282 25 E 93 B0

« BT C St A FE S s A M AL 8| E) "X} 2008 11, 06



FRAFHRTAG S =EA A3 A3

FEHo ok 3y, o] & A IPTV RPN R &
¢l CASS DRMY] SIHHO2E EF3 Fd
[1,2,3].

A CAS A1 283} DRM A| A 8L Bk A{u] A &
£ 22 R ARES AW A A Nagony
Y AZEn o 43 AR 3y A 2gL AAYgAE
o] AR et I 833 3o CAS Al2€l3
DRM A 2EIZFe] A3 A H 45 849 A& ofr]

¥

8oz

Sck S CAS A 2915 DRM A 29 9] B o] 2 B
23} Aedo] SRHW BF ABIA 0|28 7)o 2 of

NF B A2ENY B £§ LFA 24T Qo
SAFETHAL o) Bt A 2o HYHOT 45 £ 8
Fot Y AN Be) A20 Doy oplse, &
2F0) 594 4B A0 B dole] BEHE 27
B,

ol & =ML Helrto} A 2z w
EhHARPTV A 2E 9] A8 8 B2 A28
2 A9 Fasd,

I. 2oy

2.1 MPEG-21 REL(Rights Expression Language)

RELE RDD®} 7] MPEG-21 A1 At #e) 2 1
3 (IPMP, Intellectual Property Management and Protection)
o AF a4 2 ¥ 9ok RELS MPEG-21 HE]T|T]o)
F2 YA OAY Edx o] §, 75, B L AE T
2 5o] 29 T A2 A% A2 wad §ofo] o3}
SRELETPECEY RLERSE £ Ex e
S ATHOZ A2 AT S 8A) =0 Z §49
43 970 434 & ABE Aol S Helth RELS) ~
7| vt REL Core, REL ¥ &7, REL ZE]v|t]o] &7
o7 FAETHS].

2.2 XML A A4 3

XML A2 & ¢1e) 9] fAd ez tj 3t t]x]
g MEE A8 3] 20]F XML
T8 9] vlolE eblell chal AAAAH & A2 gohe6).

XML AAA 2 Signature A2 HEZ E'_‘_ &
ate TR Ho| glon HAAAFE @
7)€ 8}+= Signaturelnfo A2 HE 9} A€ ﬂ e &

46

&

ol

A3} SignaureValue 4 HEE 71 EH o2 X5
g FA o At
Signedinfo A HE &= Ao #HE ARE 7]
=31, XML A tstel] ALgE dnEEFE gAske
CanonicalizationMethod A2 HE, A o] ALE-H &
318& & YAIEE SignatureMethod FZ|HE, A
A+8-% Digestat ¥ Digestat +&& 913 AMS-€ &aie
Zg PAske ngestMethod d2|HE 9}, DigestValue
A2 HE, 72 31 DigestHH AHUES ¥ B3}y WA}
Mg A8 8 E49 AR 7|8} Reference
AYHER FAHHG XML AAAE L FEE MF, F
B A, Zed A 37k FA o2 vt XML A
A o] 27)uk F2= 29 13 2k

<EncryptedData [d? Tvpe?>
<Encryptiontdethod/>?
<ds:Keylnfo>
{Encryptedkey>?
< Agreementhiethod >?
<ds:KeyMame>?
{ds:HetrievalbMethod >?
{dgi+>?
<fdsiKeyinfo>»?
<{CipherData>
{CipherValue>?
{CipherReference URI?>?
</CipherData>
{EncryptionProperties>?
</EncryptedData

38 1. XML XM Ee| AF|of =
Fig. 1 Schema of XML Signature

. sal2s 22| AlLE A

31 AYE L

@A) IPTVE CAS A 283 DRM Al 2FE FA9
A hsh= wheko 2 whdEln 9o CAS A~ S &
3 AR 0] HE Y DRM A 2L £ 22 73
D99 B 5 E 3] [PTV A H| A AR A A5
th ol & & Al2g i A8 e] BA FAEE 17

al

2] YE it



< MUK >
T8 2 A ARIALERE B M E
Fig. 2 Relation Diagram of System and User

& e QA0 o2 28 30 A
tolojag oz THsAH

L

] HELEEES]

23 T
?ﬂ‘*‘ﬁ:’i‘&&"‘ !

o g i
sETen TR i
3

]

]

t

E BTN ey S

2EIREY SRR {'J
J

2 HeN ERYE g8 1

e BHERER 2R ? CABE RN ER

4 BT BTN B

44 YUY R ETE g

5 S ANEE Y

34 UEIE B HOER U9

g

T8 3 A TE| AlAH MA AL AlBA
clolo a3y
Fig. 3 Sequence Diagram of Scenario

12} IPTV *1 v Ao 744l ate] IPTV Al et~ 8
oo 8 & AH2E 41%’6‘}7] A 2nlE
79 }04 IPTV Alghd}
5

[ox

I

o
)
ok
v

R
=
rooff [ s

O
2
of
>
2

> o

ol
of
=)

N g l> ml
o N o =
18 o8

g

o

wu o

=

:(I)(::
B

(]
5
S )
e, 1=
N
S
o I

> ol ofm
ey ol

i
£2

o fn TLorx M

)
e
2
a2
.Hl
R ol
jud)
I
o2
I
to
%
X
=
r
oo (>

%ﬂuﬂ,DRMHH]é% %) 8 REL 7]t
2 ATAE AR 8 2
E]—é—%ﬁ&%ﬁ% )5t CAS A1 2= 5 7 DRM
oA Bed £UAT ARZ AA 2L B, o
CAS A 2813} DRM Al A8l o 2 HE] Asl R E
wow Y AN E XML 4538 B8 A4 o),

J
>

o,

[N

L

l=0,~l>

dobe @ B & ool ook o > 2

O:

32429 A

B oA el AA: 718 A aw), A3k B A2
do 2 Uym o] 2 HAES Y] 93 43 A 1 HAE
ZYOAER TAEN AT AR A A2
AA T2E 2 49} 2

EEEE)
=M 3| BAR UM AP
R T TR KT 3]
Sipsee) Y 5N OEEE] B2
2E
ENDIEE) SEN DS
1

B

e (258 oo mam m2128 |

SEMS

Xt
pom D) | o MES

XKMS BAIR] 2L
l #al B AL

Ty el
LMM Critse wigs |

#HZE i oe voss |
- [Mulz=2 Bamg | 5

RS

I AR

O 4, FAIES 22| A|AH
Flg. 4 Conditional Access Information Management

System

47



P FARFTAG =22 13 A1

337 &g A2

7] e A2"e JEYI AEsolx, XKMS
(XML Key Management Specification) ™| A %] 2] 2} 5, 91
S R, A AR A duyE pra
T2t

XKMS ®IAR] 2 2] 5= XKMS HA1A] Q1E]#] o] A
& S VEYZ AE o] AZHE XML 849 84
AAAE AFEE 1EE HAAE XKMS dAA]
A REZ AEdr) o] F XKMS HAIX Hrg
HAYE XKMS 8% WA E £435t 55, AF, 3
7], AXAR 8 WA 2 BHF 52 23 vA
A 9] BF QAFA HYFg A} AR AR E F
3 7HA ALY AFA S S4B} ARE WA st] A
a0 AggTh AF 2R WA A Agad A%
g AR} a4 H WA R X349 AR E duFF
e oA BE)she AAAY, G323 4H 3, 253}
¢ FES AMEshd MR 2 HFe 33 A9 E
gt 7] 8 WA A A HAFdel HAE o
AE 7] ARG AFA HRE Fr)gT) 93] AH 8
2 mAA 8] B4 717 AFE 912 9) URL F4E 48
3o}

AFA B F=DRM A=l U3t Auo) Do F
AFM ARG A 9 B ok XKMS w2 %] X 2] &
o] XKMS #[A| 2] M ZEZRE Q59 A4, AF,
9710 s L F S A9, At el e g 54
AFA ) A ed dnFg By, dugdF Ay
o] duEEF S AMEt] AFA o Ug 24 wAR)

& A2 A2l 2= U] XKMS | A A A E 5
EE 3o

TAAE AR #F= AFAH Hyo 2o I)E
AR g b o2 AFA AR L AFA AL
5= dAMY duEEd 8% 715 A
XKMS mIA] ] A 2] 52} XKMS 94| 2] A 2 2§ 2 2F

A4 719 duEFE ARE Ao 449 7)E
Az A EEE T AGL AgErh 7) A4 9
of 7ol i AF 23 7] &
A T FanEEE A8k 719

Foll
oL

Y,

>
o)
e
)
o

o 5}7) 8t}
G2 PP XML WA E T XML 2538
#)93l7] $13] RSA, DSA HAAS txelZ 3} AES,

48

Triple-DES % 3.3} &1L %, Base64 7353 4a]5F,
XML A ¥ 3} g Eg A3t

343% A2 A 29

A B AN 2A S HEN T YE o)L, BeA <
B0, XML HIAA] A, AR defFE 744
o ¥ ¥ B8] A 27S CAS Al 27, DRM Al =8, 21
T AL B8 A2 AA | ZEste e
Boo] a8 B8 7FAA AR, A Ay, A AR, A
H A2 AR, A AR E 25 A,

A g o) aE A B Al2Hd FEHo
U= AEE B A7 H2et #HE 5 Ae AdEHA
o|2& A Fdrt #YAE o AHH| & T3 7MY
A AR, BA AL, 5 SN2 AL PR, A A
AR, A AR E HFH

XML HAA] A2 F= qAIA & U B9 A I o]
225H A8 dAX] MY RER e WA
A A ELES AAE XML WA R 9] 73 & 24351
AR ge|fd A%d AR E B

AR #Eie A4 B Alxddo] CAS A2
DRM Al 2=#l, 2148 AR #e] A2 A5
AREAE7] AR AHLE B3t Jom, AE
B2 & s 7HdA AR, A AR, A2 AR, 4
A AR, A% JRE AZL: dHRES T #e
fiazd

A AR B RES 7MYAY 7|2 R A A
AHEFAIPTV At 2] 45 & A3t 24
HE BHREEL2 7HAAS & Sz A 24

A Bestr ol & B3 A §5¢ fr 5 Edxd o)
g AS B dich Mu|A A E B RES A Ay
2H 3 JE F8 ZHXEY T/ B F8 Auja
9 FFHE B stt. FAAS AR B REL PTV
Aghdkzo)] A2g AvtEFIE o] AHW 5 9} A A&
BE AR 5 CAS A 2dloA Yo g HRE B
o A AR BT E2DRM A 2Ho A F 5 Edl=
Z2239E BF37] Y] Fulz Az} Zex o],
Zrlzo g ALE Fa 2 7HS Iz 2z AR
59 ABE B

354 AR H2E Fgo|dE
CAS A28 3} DRM A 282 7} Wi (Vendon) E ¢



3
<
2
o
iy
07
kel
=)
Ol
o
AN
>,
1
Okt
‘0,
]
=
-,
ket
e
>,
{>
o2

547142 AR 2437] hRo] A2 FH
=9 9o oldgo] g, ¥ =
M Deiste] FAAT A B A ado] e
AW 919 BASAT. A An HAE Sl
= 72 59 o] WESZ A8 o)z, XML A
2%, B U AL, AR AR o] AR 7
o

{
i

o 2 2 o
.U

| FEEERET T |
SN wERY

AT
28

PAT B3 PMT B2

FURE || $URE || 2H2F
v?
. ARV ]

% 5 AHSEE HAE Be2Po|ddE
Fig. 5 Test Client of Rights Information

XML WAA Aelfs XML JAA] Qe Fe]~
XML DOM 544}, XML | AJA) A2 5L 2 724 5w, v
AAE HEYZ A o]=2HE FAl5

N =

4
of Az
A HER Aedc} WA AR5 FAH REL
A ARE F3 AR 2Ra At

BE AN A g B MPEG-21 REL WA %] 4 2] 5.8,
MPEG-2 TS 37! A4 8, PAT 57 ¥4 25, PMT =
L A 25, CAT H7l A4 EF 2 4 Eth MPEG-21
REL WA 2] #H 2] 282 XML W AR A 2] 278 XML
DOM 9}4] & s} ¢ REL B3t &4 & dehdol sl g @
T ARE B3 DRM A AEE 98 A% AR
75 AR QIE Aol 22 HEsln, CAS Al 28 & 9]

AHg2E Qo) aE AE FX A2 ZHE REL
AT AR FME dgdol A AT HBE F9
ahe 9y gdiel olu] DRM Al&gE §13 dg
M REL 45 Eggy el 722 4Aste] 28
QlE]H o] 2ol B E) ] CAS Al AE-S A3 A Y8
£ REL 4 & #4138t A4 ¥ PAT, PMT, CAT, ECM,
EMM 74 Ecl g ele] 722 A ste] 28 H

f-

o

V. SAHE Bl AAY

E Az 7138 Ao A #E Aag
Mol Fzxg oot F1fE Alage A #e
Azdoz R 7Rt A ARE 7|9 o E CAS
A2 ¥l3} DRM Al Z:8lo A ALE-E & 1EA g 715
A D gesict 43k #el Al s vrgAE o

A4 2 4 e E #eldhy o] & MPEG-21 ¥4

b 2

W x15}¢o] CAS/DRM Al2® o2 Addio)
12 MSALS] Windows XP £ A A 7F 2 A€
IBM-PC 5.8 AFe Aol A MS Visual Studio NET
20033 MSXML 4.0 SDK, MySQL Essential 5.0.45& A}
&3to] FHs

o o
o

417 #e) Alae g

=
E
-
I
it
2
-
2
2
rir
ol
S
)
Wy
P
ofN
2
ol
i

28T 5 ot AYAFA A8 EAY,
~99 MENT 4S 9she A2

3
Azgolq HsE RE o WES 2
k=]

RE )
e b
o HU 2
o 2 B
oﬁj‘ll’,

psA
i
e,
Olt
-
rir
L,
=
i
o
5
off,
21
>
-
ot
-4
o
)
S
_;
>

3 7] gl Al 2gg 7R AEH o]~ E 1| 60
B ATt

v}

49



Fa AR EA SR =EA 4137 NS

Key Monagemend Syslem

I . m .-
: LR RpT e
1

/
/
NARHA 28E= HE Y N9
OMERLS A HEAIEZ A

EECE] @EQ}—‘
OIS EYE BN

3 6. 7|32 A
Fig. 6 Key Management System

4298 ¥ 29 78

A B A299 AAHQ AR ol 2k A Al
F2E o)Toled 55U ANES Bl L BT
F 9le 9% 4 B%, CASDRM A28, 541 4|
&7 pel A29s 9L FISE ALY 9F A

J

o F, AlaF A = RE WMES 2o 0jdR
A 2 Fsk= oWE HIY FARZ ARG
A A Aladle 7ES dE )28 27 74 U
EhR sttt

AR AR = SYNEAEES TR AL
ol 550 e ARE AT BEYRE SH ANE
o ) AEES AFESto] A8 AR, A G, A4
2R, FUAG AR, AF ARE AT Qo &
A7 ARE M2 B AY FE50] Jd ARE
T4 B AAsor E B #ete AR H2 4GS
gelgof 3, A2 ARG A2A=E AHSSHe
2IJAHGE T ATESY 219 AF HHE 3l
AR P ARE I55tH G Y 2 A, 447}
Thed HE AESC] 4std. AeAe £4 A E
oM st R He AHGL HE FEES
AHgete] B A RE 22 7hs sttt

50

I 2|2
28t MHHE

AMLE 2E 02t

R G
| ¥ Al CAS/DRM Al 2Hl 322

a7 7. Ast 22| Al2g
Flg. 7 Authority Management System

FEZ TN EFAARES FA L
)= A A1 B2, CASDRM A7, 541 A2 7]
#el N2d% ABE GYE BF A2d Aol A
2ol BAEHE BE o WES 27 AR 47 2
gelgh oMIE 2EY BARE T 48 B
A 29E FEF B o] 2 19 8o Lhehigic.

A 22| AL
EX-34Y] UEI BZ A0

a2 8 ASHHE B AE Zalo|dE

i}

Fig.8 Test Client for Conditional Access Information



A IPTV T A A5 Bt £33 4
Qeivolre) e Sa A AT Hy A xwlo] AF
&4 & B8L7] A3 CAS/DRM A o)l A B354
08 280 /M AN AR FAMNENAE T AE P
A #Y A2 e AA 2 P

B A€l & MPEG-21 REL 27ju}& 7|uke 2 Ay
H A AR £ dis) DOM A A E A s gA
H DOM¥: CAS/DRM Al =sllo] A 2 28 43 4

D 2
BE BT BAsD glow o= %xﬂg% MPEG—21
L 24 —3— 1B¥°§XJW§M 1ol &
o] Al
£3) CAS AI*EM 3% MPEG-21 REL £4] & 7]
gro g FAAS JHE FF8 CAT H7 Ars
ECM, EMM A EE AT & vk AHEake QE5A
HYE 8 XKMS BA o Ao E a4 dazx 1~~°""*
WA B e AHHEEG At AT A
719 B3 A 537 59 #ert bt & *1*‘6“
E4 & MPEG-2] REL £3-& Abg-3ta] 789 74
A &glolebs Mt WEbdo] Bl o A3 &84 B
5 IPTV AU 28 9] CAS/DRM A] 2 7¢
A Heh AR Rt bEetE A

mOV
r—{o
é
&
o,

=_~Z
o{v

L lo o oft lo
}o{l
fhed
offt

—gﬁ{érg"ﬁgttg‘ozzo}m
Je,

gl Hot &5 4o glojAe] 8= B 5o
B ul, CAS/DRM A28 olg o]~
] Aojgte] 438 ) EAHE 7HA

g
o
%ﬂl

3|

AN
o

2 2

t_:

BE AT A 2 C =
s ENas 1%*}0% = DRM*‘V\E“«] 71%3
2 g5} ZH—S‘_—ﬂH £ ste A7t dasd, ofs
CAS/DRM A] %z} FEf g M2 477

[s) x

2] +AE, “IPTV E¥l= Ei 71% 1 - CAS$}
DRM FA o327, gha 3 el 28354 *06 Vol. 6
No. 8, p157-164, 2006.6

[3] 449, “DRME A& 7P A FFAA A A
Ar, =gt =4 '07-10 Vol 32 No. 10,
2007.10

[4] °)& 3, “IPTV =W £F 713 2717, TTA Journal
No.116, Section - IT Standard & Test, p53-59, 2008.3

[5] ISO/IEC 21000-5, MPEG, ‘Information technology -
Multimedia framework (MPEG-21) -- Part 3: Rights
Expression Language’, 2004

[6] XML Signature, World Wide Web Consortium,
http:/fwww.w3.org/TR/xmldsig- core/, 2008.6

[7]1 XML Key Management Specification 2.0, World Wide

http:/fwww.w3.0org/TR/xkms?2/,

Web  Consortium,
2003.6

ISP

2 =(Yong-Soon Cho)

1999 e Aj ek al 7 F e E okt
& SPAL
20014 iﬂxﬂcﬁa)l-'ﬂ AFelgeta
(J—B’]—H/\}_)
20084 g}];]q}&ﬂ Zﬁ.,T.E}A»'(ﬂ»J} m/\}g,]rz%
# 74 Fob : XML, MPEG-2, T € ¥4, XML =t
X4, MPEG-21, IPTV

&t7| H(KI-Chul Park)

2007 w8t A e ekt
(FAh

2007d ~ AR HFHE
3} 44} 374

A Rof ] t]o] AlAE Wit e A LE f
A A AA U ES 3, Web-Service

51



YA LEAN I EA A3 A1 5

M 3| 4 (Hoe-Kyung Jung)

oA Eob e Yo AR RAE], XML, SVG,
Web Services, Semantic Web, MPEG-21, $H] A B &
A M EY A, PTV

52



