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<Abstract>

ProcessControlSystems(PCSs)orSupervisoryControlandDataAcquisition(SCADA)

systemshaverecentlybeenaddedtothealreadywidecollectionofwirelesssensor

networksapplications.ThePCS/SCADAenvironmentissomewhatmoreamenabletothe

useofheavycryptographicmechanismssuchaspublickeycryptographythanother

sensorapplicationenvironments.Thesensornodesintheenvironment,however,arestill

opentodevastatingattackssuchasnodecapture,whichmakesdesigningasecurekey

managementchallenging.Recently,Nilssonetal.proposedakeymanagementschemefor

PCS/SCADA,whichwasclaimedtoprovideforwardandbackwardsecrecies.Inthis

paper,wedefinefourdifferenttypesofadversariesorattackersinwirelesssensor

networkenvironmentsinordertofacilitatetheevaluationofprotocolstrength.Wethen

analyzeNilssonetal.'sprotocolandshow thatitdoesnotprovideforwardand

backwardsecreciesagainstanytypeofadversarymodel.

Key Words : Wireless sensor network, Forward and backward secrecy, Key management, 

Process control systems, Supervisory control and data acquisition

Ⅰ. Introduction
1)

ProcessControlSystems(PCSs)orSupervisory

ControlandDataAcquisition(SCADA)systemsare

usedtomonitorandcontrolaplantorequipmentin

industriessuchasenergy,oilandgasrefiningand

transportation.Thesesystemsencompassthetransfer

ofdatabetweenthenetworkmanagerandanumber

*Thisworkwassupported(inpart)byResearchFoundation

ofEngineeringCollege,SunchonNationalUniversity.

ofRemoteTerminalUnits(RTUs),sensornodes,etc.A

SCADA system gatherscriticalinformation(suchas

wherealeakinapipelinehasoccurred)andthen

transfers this information back to the network

manager.Thenetwork managerisresponsiblefor

alertingthehomestationabouttheleakandcarrying

outnecessaryanalysissuchasdeterminingwhether

theleakiscriticalornot.

TheownersandoperatorsofSCADAsystemsaim

toincreasethemonitoringsensitivityoftheirsystems
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andreducethedaytodayrunningcostwhereveritis

possible.Duetotheintelligentmonitoringcapabilities

oftheWirelessSensorNetworks(WSNs),integration

between SCADA and WSNscan beoneway to

achievetheseaims.WSNsfacilitatethemonitoring

processbyperformingspecifictaskssuchassensing

physicalphenomena ata remote field and then

reportingthembacktothenetworkmanager.Theycan

form the“eyesandears”ofSCADAsystems.Nodes,

whicharecapableofperformingfunctionssuchasgas

detectionandtemperaturesensing,provideinformation

thatcantellanexperiencedoperatorhowwelloil/gas

pipelinesareperforming.

Romanetal.highlightedtherolethatWSNscan

playinSCADA[13].TheyarguedthatWSNscanaid

SCADA's functionalities by providing monitoring,

alerts, and information on demand. However,

vulnerabilitiesrelatedtoWSNscanbeintroducedto

SCADA.Oneofthosepotentialvulnerabilitiesisnode

capturebyanadversary,whichleadstothesecurity

compromiseofsensornodesgiventhelackoftamper

resistancepackaging[4].

Withlimitedresourcesinsensornodes,defeating

thistypeofthreatisveryhard.Nodecapturewill

translateintocompromiseofallthecredentialsstored

inthesensornode.Furthermore,theadversarycan

compromiseallthesoftwarecodesinstalledwithinthe

sensornode,especiallyrandom numbergeneration

functions.Forexample,hecanmodifythecodesor

replacethemwithhisowncodestomisleadfunctions

relatedtoSCADA/PCS,oruseafixednumberfor

random numbersforinputtosecurityprotocols.In

thisregard,thequestionarises:Canweprotectthe

pastandfuturekeysfrom theadversaryevenafterhe

gainsallthecurrentsecretkeysstoredinthecaptured

nodes?Akeymanagementprotocolissaidtoprovide

“backwardsecrecy”and“forwardsecrecy”whenits

answertotheabovequestionispositive.

Tothebestofourknowledge,however,thereisnot

yetasinglekeymanagementprotocolforWSNswhich

isbothbackwardsecureandforwardsecure.Recently,

Nilssonetal.proposedakeymanagementschemefor

WSNsinPCS/SCADAenvironments.Theyclaim that

theirschemeisbothforwardandbackwardsecure.To

befair,weclassifyadversariesintofourdifferenttypes

accordingtotheircapabilities,andanalyzedNilssonet

al.'sschemetoveryifyifitprovidesforwardand

backwardsecreciesagainsteachtypeofadversaries.

Ⅱ. SCADA

TobestunderstandtheschemeproposedbyNilsson

etal.,someunderstandingofSCADA isinorder.

Today'sSCADAsystems(thethirdgeneration)area

combinationoflegacyandmoderntechnology[8].It

hasbecomeanopensystemarchitectureratherthana

vendor controlled architecture as in the second

generationofSCADA.Itusesopenstandardsand

protocols which facilitate distribution of the

functionalities ofSCADA.We refer the readers

interestedinthedifferencesbetweenthesegenerations

tothepaperbyMcClanahan[8].Figure1showsa

simplified SCADA system architecture which is

composedofthefollowingcomponents:

Master Center.The master center component

contains the network manager, human machine

interaction,databasestorage,processingserver,etc.It

hasthehighestphysicalsecuritylevelcomparedto

othercomponents.Generally speaking,itreceives



A Security Analysis of a Key Management Scheme for PCS/SCADA Sensor Networks

디지털산업정보학회 논문지 125

<Figure1>ThesimpliedversionofPCS/SCADA

monitoringinformationfrom remotefields(through

thecommunicationsystem component),processesit,

andthenmakesdecisions.

Historian.ThehistorianisabackupfortheSCADA

systemdatawhichisoftenlocatedinaseparatesubnet

different to the one where the master center

componentexists.Themastercentercomponentisable

toaccessthehistorianinordertobackupthedataof

theSCADAsystem.

RemoteFields.Theremotefieldsarecomposedof

substations(gateways)andintelligentelectronicdevices

(IEDs)[1]whichcanbephysicallydistantfrom the

SCADA mastercenterandinmanycasesarenot

physicallysecuredduetothelargenessorremoteness

ofthecoveragearea.ThesubstationconnectsIEDs

with the master center component through the

communicationcomponent.Ithasahighdegreeof

complexityandmighthavebetterphysicalsecurity

thanIEDs.TheIEDscanbesensornodes,remote

terminalunits,orrelaystonameafew.

Communication System. The communication

systemsareresponsiblefortransferringmonitoreddata

(controldata)from remotefieldcomponents(master

center)to mastercentercomponent(remotefield

components).Thiscommunicationcanbedonevia

fiberoptics,radio,satellite,etc.

Ⅲ. Adversary Model and Security Concerns

Ourmaininterestandmotiveinthisworkwasto

findakeymanagementschemewhichisresilientto

nodecapture:i.e.,aschemethatenablessensornodes

torecoveritssecurestatusevenaftertheyhavebeen

capturedandthenreleasedback.Consequently,weare

interestedinwhattheadversarycandowhenanode

is captured,and afteritis released back.Key

disclosureisatrivialfact;whatelseshouldbedoneby

theadversarytokeepcontrolofthenodeafterheput

itbacktothefield?Hewillhopethatthenodeuses
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<Figure2>ClassificationofAdversaries:“Seamlessmonitoring”meanstheadversarykeepsmonitoring

everysubsequentkeyupdatemessageaftercompromisingasensornode;“softwaremodication”includes

alterationofanysoftwareinstalledinthenode,especiallytherandomnumbergenerator.

valuesofhischoiceforallcryptographickeysor

keyingmaterials.Forthispurpose,hemaytryto

modifysoftwarecomponents(especiallytherandom

numbergenerationpart),andmonitorallorpartofthe

subsequentkeyupdatemessages.Inthisregard,we

usethefollowingcriteriatoclassifytheadversaries.

•Theadversarycanreadandmodifyallthesoftware

codesand configurations,including secretkeys,

installedinthesensornode.

•Theadversarycancarryoutseamlessmonitoringof

allthesubsequentkeyupdateprotocolexchanges.

Accordingtotheabovetwocriteria,wedividethe

adversariesintofourdistincttypesasshowninFigure

2.TypeIistheweakestadversary:neitherseamless

monitoringnorsoftwarecompromise;TypeIVisthe

strongest: seamless monitoring and software

compromise.TypeIVissomuchpowerfulthatitis

unlikely to devise any practical cryptographic

countermeasureforWSNs.Theuseoftamper-proof

technologywillbeneededtocopewiththistypeof

adversary,butitisoutsidethescopeofthispaper.

Oneinterestingpointhereisthattheassumptionof

software modification is equivalent to that of

software-basedrandomnumbergeneration,intermsof

theirconsequencein thecontextofcryptographic

protocols.Softwarealgorithm-basedrandom number

generationdoesnotgivetruerandomnumbers,which

canonlybeobtainedfromastrongphysicalsourceof

randomness.Oneconsequenceofthisequivalenceis

thatitmakesnosensetouseexpensivetamper-proof

technologieswhiletruerandomnumbergenerationnot

used.Putadifferentway,wedonothavetobother

withtruerandom numbergenerationwhensoftware

modificationisassumedtobeaneasyworkforthe

adversary.

Havingidentifieddifferenttypesofadversaries,we

havethefollowing concernswith regard tonode

captureand theconsequentdisclosureofallthe

internaldataofthecapturednode:

•Pastkeysecrecy:Thepastkeysshould notbe

compromised.

•Futurekeysecrecy:Thefuturekeysshouldnotbe

compromised.

Therequirementofresiliencetonodecapturerules

outtheuseofanylong-term keys;thekeysmust

changeorevolvecontinuouslyovertime,withold
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M Networkmanager

N Sensornode

 Goupkey

  PairwisekeybetweenM andN

 Random noncechosenbyentityX


   Asymmetrickeypairofnetworkmanager

 MessagemencryptedunderkeyK

  MessageauthenticationcodeofmusingkeyK

priorkeysdeletedsecurely.Inotherwords,werequire

akeyevolutionschemeinordertoachievepast/future

keysecrecyagainstthethreatofnodecapture.

Terminology.Tothebestofourknowledge,the

terms“past/futurekeysecrecy”haveneverbeenused

in previousliterature.Similarterminology include

“(perfect)forwardsecrecy”and“backwardsecrecy”,

whichhasalwaysbeenquiteconfusing.Theterm

“(perfect)forwardsecrecy”goesbacktoGünther[3].

Theoriginaltermassumesalong-termkeyandsession

keysestablished bythekey,and meansthatthe

currentsession key is notcompromised by the

“future”(thus,theexpression“forward”)exposureof

thelong-term key.Thisterminology,somehow,seems

tohavegotaslightlydifferentusageinthecontextof

group key communication;itconcernsaboutthe

contaminationofagroupkeyataparticulartimeby

thecompromiseofanolder/newergroupkey.The

inherentambiguityhasbroughtatwinterminology:

“backwardsecrecy”.Someauthorschoosetheterm

“backwardsecrecy”tomean“forwardsecrecy”called

byotherauthors,andviceversa.Toavoidallthis

confusion,we will use a new more concrete

expression:“past/futurekeysecrecy”.

Ⅳ. The Key Management Scheme by 
Nilsson et al. 

There are several papers dealing with key

managementdesignsforSCADAsystemssuchas[2,

11]. However, these designs either use heavy

cryptographicmechanisms,whichdonotsuitresource

constraineddevices,ordonotconsidertheintegration

ofWSNswithinSCADA.

Tothebestofourknowledge,theonlyexistingkey

managementinWSNsforSCADA/PCSenvironment

hasbeenproposedbyNilssonetal.[9].Theydesigned

twokeyupdateprotocols:thefirstoneupdatesthe

pairwisesymmetrickeybetweenthenetworkmanager

M andasensornodeN(asdescribedinProtocol2)

whiletheotherschemeupdatestheglobalorgroup

keyamongM andthewholegroupofsensornodes

(asdescribedinProtocol1).Theyclaimedthatthe

protocolsprovidebothforwardandbackwardsecrecy

(orinournewlydefinedterminology,theyprovide

bothpastandfuturekeysecrecy).Itisunfortunately

notthecase.

InTable1,wesummarizethenotationsusedforthe

descriptionofNilssonetal.'sprotocols.

<Table1>Notationsforprotocoldescription
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Toinitiatethegroupkeyupdateprotocol(Protocol

1),M generatesanew groupkey,
′ ,randomly.It

thenencryptsittogetherwithanotherrandomnumber,

,using  astheencryptionkey,andsendsthe

ciphertextoverthenetworktothetargetgroup.No

nodeinthegrouphasanycluewhetherthereceived

keyisfreshornot.Inotherwords,thefreshness

property,fromtheviewpointofNdoesnotholdsince

thetwovalues(thenew groupkey 
′ andthe

randomnumber)arerandomvalueschosenbyM.

Itisbothimpracticalandinsecureforeachsensor

nodetomaintainalistofkeysthathavebeenused.

Thus,anexternaladversarywillbeabletorecorda

rekeying message and then re-injectitinto the

network,whichleadstoupdatingthegroupkeywith

anoldkey.Consequently,thegroupentersakey

mismatchphasewherethekeyversionthatthegroup

ofsensorsusesandwhatM hasaredifferent.

Onegood security practiceisto minimizethe

damagecausedbyacompromisednode.However,the

authorsdidnotconsidercommonattacksinWSNs

thatanadversaryiscapableoflaunchingattackssuch

asselectiveforwarding[5]ornodecompromise[4].If

asinglesensornodehastheabilitytoaffectthe

operationofagoodnumberofsensornodes,thenthe

adversary willtry to compromisethatnode.For

example,ifanadversarycompromisedaparticular

sensornodeinamulti-hoppath,thenitwouldbeable

toenforceallothernodesdownstreamtoenterthekey

mismatch phase.Theadversary simply dropsthe

rekeyingmessagefromMforthegroupkey,andthen

usethenew groupkeytocalculateMACsontheir

identitiesandthereceivednonce,whichresultsina

successfulimpersonationattack.Wecaneasilyfixthe

problembyreplacingtheMACdatawithanotherone:

e.g.,
′   .

Moreover,to initiate the pairwise key update

protocol(Protocol2),Ngeneratesarandom number,

,andencryptsitwithM'spublicencryptionkey

.Itsubsequently computestheMAC on the

encryption resultand sends this MAC and the

encryptionresultoverthenetworktoM.Thenew

pairwisekeycanbecalculated,atthesenderNandat

thereceiverM,byhashing  withtheprevious

pairwisekey.Thismeansthatthenewpairwisekeyis

alwaysdeterminedbyN.Theadversary,consequently,

is able to know allthe future keys once he

compromisedN.

A closerlookattheprotocols,Protocol1and

Protocol2,revealsmoreseriousdefectsofthem.

DefectI.Thewholevalueofthenewgroupkeyare

directlycarriedbytheprotocolmessages,encrypted

underthepairwisekey .Theconsequenceisthat

compromiseofthepairwisekeyforjustonenode

leadstocompromiseofthegroupkeyforthewhole

group.Thisisamoreseriousproblem thanitmight

appear,becausethepairwisekeycompromisedoesnot

necessarilyrequirenodecapture.

DefectII.Thevalueofthenewpairwisekey
′

isonlydeterminedbythesensornode.Whenthe

adversaryofTypeIIorIV(hecancompromisethekey

generationcodesstored inthenode)capturesthe

node,allthefuturepairwisekeysforthenodecanbe

pre-determinedbytheadversaries.Namely,physical

compromise of the node immediately leads to

compromiseofallthefuturepairwisekeysifthe

adversarycanmodifythecodesinstalledinthenode.

This,inturn,leadstocompromiseofallthefuture

groupkeysaswellbecause,asmentionedinDefectI,

thegroup key isdelivered encrypted underthe
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pairwisekey.Hence,contrary to theirclaim,the

schemedoesnotprovide“futurekeysecrecy”,against

nodecompromise,foreitherthepairwisekeyorthe

groupkey.

DefectIII.Althoughnotexplicitlyshowninthe

protocoldescriptionsabove,thekeyinputforthenew

pairwisekey 
′ isnotreallyrandom intheir

scheme;itisinfactafunctionofapre-installedsecret

keyandacountervaluestoredinthenode.This

meansthat,whenthenodeiscapturedandallthe

installeddataincludingkeysexposedtotheadversary,

allthepastpairwisekeysaswellasthefuturekeys

canimmediatelybecomputedevenwithoutrecording

asinglekeyupdatemessage!Infact,thisdisasteris

notjustbecauseofDefectIII,butalsoduetoDefectII.

Notethat,duetoDefectIIIcombinedwithDefectII,

theadversarydoesnothavetomodifythenode's

softwareatallinordertoextractallthepastand

futurepairwisekeys.Hencenominimumlevelofpast

orfuturekeysecrecyagainstnodecompromiseintheir

scheme.Moreover,theadversarycanextractanygroup

keyinthepastorfutureifhehasgottherecordsof

thecorrespondinggroupkeyupdatemessage.Note

alsothat,forthis,“seamless”monitoringisnotneeded

bytheadversary.Whatdoesthismean?Thescheme

is,intermsofeitherkindofkey,neitherforwardnor

backwardsecureagainstnodecompromiseforallthe

typesofadversaryI,II,IIIandIV(seeFigure2).

Asforpastkeysecrecy,wenotetwoproposed

schemesintheWSNcontext:Klonowskietal.[6]and

Mauwetal.[7].Bothschemesusehashfunctionsin

order to achieve key evolution. Both schemes,

however,areintendedtobeusednotforgroupkey

update but for updating pairwise keys for

node-to-node [6, 12] or node-to-base station

communication[7].

Ontheotherhand,asforfuturekeysecrecy,Mauw

etal.'sprotocoldoesnotprovidethisproperty.The

protocolisbasedonahashchainschemeoriginally

proposed for RFID security [10]. In RFID

environments,protectingsecrettaginformationfrom

tamperinginthefutureisabigconcernwhileitdoes

notseemtobesuchaprimeconcerninWSNs.Thisis

becauseitismoreauthenticationandintegritythan

privacy thatreally matters in WSNs,especially

SCADA/PCS.Hence,future key secrecy ismore

valuedthanpastkeysecrecy.Ontheotherhand,the

protocolproposedbyKlonowskiprovidesfuturekey

secrecy in a “weak” sense;namely,itwillbe

computationallyhardfortheadversarytocomputea

futurekeyfrom thecurrentcompromisedkeyifhe

failstorecord,sayten,subsequentevolutionsteps[12].

Ⅴ. Conclusion and Future Work

WSNshasbroughtdevastatingsecuritythreat:node

capture.Thethreatissopowerfulthatalmostall

existingkeymanagementprotocolsarejusthelpless

becauseitoverthrowsthefundamentalassumptionfor

cryptographicsystemdesign:longtermsecretkeysare

securelystored.Thisiswhysocalledforwardsecrecy

andbackwardsecrecyarerequiredincryptographic

key management protocols for WSNs. Both

terminologiesarerathermisleadingandconfusing,and

soweproposemoreproperones:futurekeysecrecy

andpastkeysecrecy.

Nilssonetal.[9]haverecentlyproposedakey

management scheme for WSN applications in

PCS/SCADA environments,which was incorrectly
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claimedtoprovidefutureandpastkeysecrecies.Some

proposals(onlyforpairwisekeyupdate)providepast

keysecrecy,butnotfuturekeysecrecy[7,6].

Wenoticedthatanycryptographiccountermeasure

alonecannotpreventthemostpowerfuladversaryin

theWSNcontext;hecancaptureanodetoextractall

the confidentials,modify any built-in codes,and

seamlesslymonitortokeepcontrolofthenode.This

kind ofattackerscan only be foughtby using

tamper-prooftechnologiesaswellascryptographic

ones. The assumption regarding this type of

adversaries,however,isbynomeansthemostusual

or reasonable assumption. Seamless monitoring

requirestheadversarynottoloseeverysinglesession

forgroupkeyorpairwisekeyupdate.Thetaskof

modificationofrandom numbergenerationcodeswill

addanotherburdentothat.

In order to measure the resilience of key

managementprotocols,wederivedfourdifferenttypes

Ⅰ,Ⅱ,Ⅲ,andⅣ ofadversariesvaryingintheir

capabilitywith regard toseamlessmonitoringand

software manipulation.As shown in Section Ⅲ,

Nilssonetal.'sscheme,contrarytotheirclaims,

turnedouttoprovideneitherpastkeysecrecynor

futurekeysecrecyagainstnodecompromisebyany

typeofadversaries.Thisresultisrathersurprising

becausetheyadoptedpublic-keyencryptiontobuild

the pairwise key update protocol,which isstill

arguablyexpensiveforcapability-limitedenvironments

likeWSNs.

Our analysis shows that equipping a key

management protocol with forward secrecy and

backwardsecrecy(orpastkeysecrecyandfuturekey

secrecyinourownterms)isnotatrivialwork.As

future work we pan to design a new protocol

providingbothproperties,andexpecttoreportonthat

inasubsequentpaper.
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