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Advanced WLAN Authentication Mechanism using One-time Session

Key based on the Vulnerability Analysis in Nespot Wireless Lan System

Hyung-Woo Lee'

ABSTRACT

Nespot provides a convenient wireless internet connection service. The existing IEEE 802.1X
EAP-MD5 authentication mechanism can be achieved based on [D/password information for a wireless
connection. The Nespot system offers an advanced accounting and authorization procedure for providing
wireless user authentication mechanism. However, many problems were found on the existing Nespot
EAP-MD5 mechanism such as a ID value exposure, a leakage of personal information on wireless au-
thentication procedure and a weakness on Nespot mutual authentication mechanism. Therefore, we ana-
lyzed the limitation of the existing IEEE 802.1X EAP-MD5 certification system, and suggested a one-time
session key based authentication mechanism. And then we offered a simplified encryption function on
the Nespot certification process for providing secure mutual authentication process.
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