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Symmetry structured SPN block cipher algorithm

Gil-Ho Kim?, Chang-Soo Parkﬁ, Gyeong-Yeon Cho™

ABSTRACT

Feistel and SPN are the two main structures in designing a block cipher algorithm. Unlike Feistel,
an SPN has an asymmetric structure in encryption and decryption. In this paper we propose an SPN
algorithm which has a symmetric structure in encryption and decryption. The whole operations in our
SPN algorithm are composed of the even numbers of N rounds where the first half of them, 1 to N/2,
applies function and the last half of them, (N+1)/2 to N, employs inverse function. Symmetry layer is
executed to create a symmetry block in between function layer and inverse function layer. AES encryption
and decryption algorithm, whose safety is already proved, are exploited for function and inverse function,
respectively. In order to be secure enough against the byte or word unit-based attacks, 32bit rotation
and simple logical operations are performed in symmetry layer. Due to the simplicity of the proposed
encryption and decryption algorithm in hardware configuration, the proposed algorithm is believed to
construct a safe and efficient cipher in Smart Card and RFID environments where electronic chips are
built in.
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Round(State, RoundKey)
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Final Round(State, RoundKey)
{
ByteSub(State);
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AddRoundKey(State, RoundKey),
}
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void Symmetry(union sbuf *a, int rkey, int c0)
{
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int cl;
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templ=(*a).word[3]"ROTL((*a).word[2]
| wkevword{rkeyl{c0+2], 29);

(*a).word[1]=(*a).wordl2]"ROTL(templ
& wkeyword[rkeyllcl], 12);
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(*a).word[0]=templ;
(*a)word[2]=temp0;
}
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