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ABSTRACT

The methodology of classifying traffics is changing from payload based or port based to machine learning
based in order to overcome the dynamic changes of application’s characteristics. However, current state of traffic
classification using machine learning (ML) algorithms is ongoing under the offline environment. Specifically,
most of the current works provide results of traffic classification using cross validation as a test method. Also,
they show classification results based on traffic flows. However, these traffic classification results are not useful
for practical environments of the network traffic monitoring. This paper compares the classification results using
cross validation with those of using split validation as the test method. Also, this paper compares the
classification results based on flow to those based on bytes. We classify network traffics by using various
feature sets and machine learning algorithms such as J48, REPTree, RBFNetwork, Multilayer perceptron,
BayesNet, and NaiveBayes. In this paper, we find the best feature sets and the best ML algorithm for
classifying traffics using the split validation.
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et al. [7] {NBKE, FCBF

ML ee}E Feature set Description
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B E=EdAMe 227844 g 7|E A7-E
backboneoll 4] dlolE] & $3lsl] £ E HIE JEe
2 oEE Aol ds FFHT whe A g &
A wol shte] dlaZFollA ethereal [10]E ol
sted ] 771219 thE ofEeAo]419] data traces T
#Jstedch o] g E HEelAo]d-& POSTECHS] W E
=z ¥ wuE " 3k 9lE NG-MON [31% #
Fx3lo] AlgEo] @ol A4l Sloky T[dE= of
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E 2. 2k o)Z2]Ad¥ Data size 2 Flow 7|5
Table 2. Data size & # of the Flow of Each Application

PESE! ‘ Training . Testing
Size Flow Size Flow
o1 - -
(MB) | () [ (MB) | (AP
MSN 454.07 377 454.07 65
Afreeca 946.97 483 946.97 223
Clubbox 904.244 4490 904.244 835
Gom 168.654 1633 168.654 756
Alftp 1574.528 501 1574.528 234
lexplore 73.542 1386 73.542 258
Alsong 16.3975 85 16.3975 49

AL 5 QlE ‘afreeca’, Web diskd! ‘clubbox’, fip

£ ojgdA FHUdE FaHE ¢ Ue iy,
Microsoftoll 4] #|-F&H=  chatting o Ee]#Ale}Adal

‘MSN messenger’, 12} 7}A] contentsE AAZFOZ
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At 2 ofEeAeldrct training} testingS ¢
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€ 4N AX RO testingS T packet H|o]
HE 1A% 308 Fk ®=sitl Split validation®
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71 &l gEb g2l 5 gleh £ =AM E flowE
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® Connection duration

® Packet size statistics (minimum, maximum,

mean, standard deviation)

® Inter packet arrival time statistics (minimum,

maximum, mean, standard deviation)

IP address®} EE W3+ packet headeroid] &
& e AHels, deolelrt ¢hEs} Ho drjzix
o] AREL e}8 HHUZ ol 7] Al HE&
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-5
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4.3 #7}t
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A 7FA B 71Ee] e, A1~33 Ze] True
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FN) 522 Jepd 4 9tk
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recall : A 222 £§59 94 F 44 A 259
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— Al
Recdll= 7w %2
precision : A 2802 EF% 94 F U4 A 1
ol 43l 94 NS /A 2180 BEE A4 Y
a A
.. TP X
Precision = TPt FP (4 3
Aol ML ¢8| Z&H feature setS 27] s 4]

1% o]83le] overall HEHE ol 7]—2¥ 2 AL
Adgcl w3} Ao ML d3e]E3 feature set
o] matchell WA= Z+ HER|A )] precision
#} recall® AHBol £F] HIALZ ogolymx}
g},

V. AE 2N

o] Aol A= 57}A] feature seti} thoFd ML 4L

Z Zolla] FA naffic traceol] thEtod overall 3
HEZ 71 Folv HAH9 feature set¥ ML &2
£ Az ok B =FedAe o1 2L 3714
Ag-e +3slHcl.  Cross validation®}  split
validation®] 27FX] testing 7|Ho| w}E iraffic
classification A& v AP, vle]E sk
2 A%E 73 A, flow 7HEeR &% £F 4
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5.1 Testing 7|¢ofl =i2 Ecliy 257 &4
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