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Abstract

| propose adding usersMedia Access Confrol (MAC) addresses fo standard X509 cerfificates fo provide more secure
authentication.  The MAC address con be added by the issuing Certification Authorty (CA) 1o the "extensions’ section of the
X509 cerfificate. | demonstrate that when fwo users with MAC address information on thelr digital cerfificates communicate, the
MAC address on the first user's certificate con be ecsly verified by the second user.  In this way, security can be improved
without markedly degrading system performance and the level of intial frust between parficipants in virfud communities will be

Improved.
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1. Introduction

Virtual communities on the Internet are exploding
in popularity.  Discussion groups, blogs, online
text-based chat groups, and online video conference
groups - to name only a few -are growing at a
dramatic  rate. Furthermore, the potential for
continved growth of these communities s
tremendous.  As Internet usage continues to grow
throughout the world, and as online communication
becomes more common, virtual communities are

poised to become an imtegral part of social and

* %3 3] 9 : Texas Tech University
sunghyuck hong @ttu.edu
[2007/10/24 531 - 20071113 4AL - 2008/02/04 AIAIRE]

economic interaction in the Internet age.

Virtual communities are growing, in part, because
they are free of the spatial and temporal constraints
that often limit the growth of “real”communities of
users who interact face-to-face. One consequence of
asynchronous, anonymous, aspatial communication in
virtual  communities is  that identification and
authentication of users are necessary -and often
challenging or problematic. It is relatively easy for
malicious individuals to impersonate someone or
eavesdrop on messages transmitted over a network
User authentication in virtual communities is thus a
major concern [1]. The lack of security features -
features that foster trust and embolden individuals to
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participate in virtual communities - are presently a
factor limiting the growth of virtual communities.

To increase security assurance, many security
technologies have been developed [2][3][4]. Among
the most commonly used strategies to authenticate
users is the use of digital certificates issued by
CAs. A CA verifies an applicant’s credentials and
identity, then issues a certificate in the form of a
certified public key so that other parties have
assurance that they may rely upon the possessor of
the certificate.  Generally, it is assumed that if a
user trusts the CA and can verify the CA’s digital
signature on the certified public key, then the user
can assume that the public key does indeed belong
to the party identified in the certificate.

The CA-based authentication has
well-known weakness, however.  The weakness

arises from the fact that the users cannot ensure

current a

that the name on the public key pair is really a

true member’s name. If a malicious user
impersonates a legal member in the group, then
other members attempt to verify whether the user’s
certificate belongs to the legal member by checking
both the CA’s public key and the public key that is
encrypted by the CA’s private key. There is no
that the
information on the certificate is true or false since
users enter their own information; this is the main
problem in certificate-based authentication.

To address this problem, we propose MAC
address-based authentication [5] to compensate for the
weakness of a certificate-based  authentication.
According to [5], user authentication is only based
on the MAC address which is a physical address
associated with the IP address.There is no any other
authentication  method.  Furthermore,  computing
machine can be identified by the MAC address.

However, a user can’t not be identified by the MAC.

way to definitively prove, however,

Therefore, a MAC address itself isnt enough to
identify a user. Therefore, user authentication must be
combined with conventional authentication method.

Authentication methods are various. Authentication
based upon physical characteristics of a user’s system
has been proposed by other researchers [1] but not
widely implemented because of security reason. In
addition, human’s biometric - information itself still
needs to be added additional security features due to
biometric accuracy. Biometric information must be
transformed into a template and determined by
assessment  system. There is no 100% accuracy
between a registered template and scanned template
that users just scan hisfher biometric information [6].
That is the reason that the biometric information is
not widely pervaded for authentication. Such an
approach supports member authentication by focusing
on where a user is in addition to who a user is.
Before describing the authentication scheme we have
developed that can be used to improve authentication
provided in standard X509 certificates, we will
briefly touch on advances in cryptography and present
a model for MAC address-based authentication. We
believe our proposed authentication enhancements have
the potential to reduce the risks to participants in
virtual communities, protect members’ privacy, and
ultimately improve trust between community members.

The paper is organized as follows. In Section 1,
the authentication problem is introduced. Section 2
describes that authentication problem in group
communication is introduced and MAC address-based
authentication is explained and proposed in Section
3. In Section 4, the method of MAC address-based
authentication is explained. In Sections 5, the proof
of efficiency in MAC address-based authentication is
explained. Finally, conclusions and future works are
presented in Section 6.
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2. Issues in Public Key Infrastructure
(PKI)

A PKI is a system used to provide a ftrust
relationship between network parties by issuing a
certificate and enabling members to be authenticated
over an insecure network. The PKI conmsists of the
components thatare necessary to establish a frust
relationship and deliver a message securely over an
insecure network. The components are CA, certificate,
member, Registration Authority (RA), repository,
Certificate Revocation Lists (CRL), and a method of
evaluating a chain of certificates from public keys
that are known and trusted by the target name in
advance. However, most public key based systems do
not have all components [7]. Furthermore, Current
group communication protocols use a  self-signed
certificate which has a well-known weakness arising
from the fact that members cannot ensure that the
name on the public key is really a true member’s
name [8]. Since members enter their own information
there is no way to definitely prove that the
information on the certificate is true or false. For
secure  group  communication, secure  member
authentication and the integrity of messages must be
provided among group members. To maintain secure
member authentication, current self-signed certificate
must have additional security features.

3. Model for Improved Authentication

The weaknesses of public key encryption can be
mitigated by utilizing MAC addresses during
authentication. A MAC address is 6 bytes (48-bit),
expressed as 12  hexadecimal digits, with a
theoretical number of addresses equal to 16"
(281,474,976,710,656). The first three bytes of the
MAC address are a network card manufacture ID

that is globally assigned by the Institste of
Electrical and Electronics Engineers (IEEE) [9].
Theremaining three bytes are station ID’s assigned
by each manufacturer. MAC addresses are unique
in any Local Area Network (LAN) at any given
time. A user may change the MAC address in a
network card but the new MAC address will be
registered to the routing table in the router to
communicate with outside networks. If a duplicated
address is found, network packets will not be able
to be transmitted to the duplicated address. Because
of this reality, a MAC address-based identification
scheme will assist in user authentication.

MAC spoofing poses a threat to effective

address-based
an  IP-onlyor

implementation of MAC
authentication. ~ ARP  is  not
Bthemet-only protocol; it can be used to resolve
many different network-layer protocol addresses to
hardware although, due to the
overwhelming prevalence of IPv4 and Ethemnet,
ARP is primarily used to translate IP addresses to
Ethernet MAC addresses. In addition, it is used for
P over other LAN technologies such as Token
Ring, FDDI (Fiber Distributed Data Interface) which
provides a standard for data transmission in a local
area network that can extend in range up to 200
kilometers (124 miles) [10], or IEEE 802.11, and
for IP over Asynchronous Transfer Mode (ATM).
IP over Ethernet networks are the most popular
LANs nowadays. They use ARP, the Address
Resolution Protocol, to resolve IP addresses into
hardware, or MAC addresses [11].

ARP is an essential function used by a network
interface card (NIC) to find the physical address of
a destination NIC [12][13]. In traditional ARP, a
user who needs to send data to another user will
have the Internet Protocol (IP) address of the
destination, but the sending NIC must use ARP to

addresses,
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discover the corresponding physical address. The
address is obtained by broadcasting an ARP request
IP address of the
destination NIC. All stations hear the request, and
the station having the corresponding IP address will
return an ARP response packet containing the MAC
address and IP address. The sending user’s station
will then include this MAC address as the
destination address in the packet being sent. The
sending station also stores the IP address - MAC
address mapping in a table for a period of time (or

packet that announces the

until the station receives another ARP response
from the station having that IP address).

During the ARP request-response sequence, MAC
spoofing could happen. For example, an adversary
can fool a station by sending the MAC address
from a malicious network device. A false ARP
response, which includes the IP address of a
legitimate network device and the MAC address of
the rogue device, could cause all legitimate stations
on the network to automatically update their ARP
tables with the false mapping. MAC addresses and
IP addresses are not private; a malicious adversary
can access the ARP table make them available. In
light of this reality, MAC spoofing is a cause for
concern in any scheme that advocates using MAC
addresses for authentication. To minimize the risk
posed by this tactic, Secure Address Resolution
Protocol (SARP) [14] should be employed.

SARP is an enhancement to ARP that provides a
special secure tunnel between each client and router
that ignores any ARP responses not associated with
the client on the other end of the secure tunnel.
Therefore, if SARP is installed on the client side of
the stations, only legitimate ARP responses provide
the basis for updating ARP tables.  With this
enhancement, MAC address-based authentication

becomes a viable avenue for improving security in

virtual communities.

In sum, the use of a MAC address significantly
increases the level of security in the group
communication protocols and preventsa possible
impersonation only if attempts at MAC spoofing are
thwarted. =~ A malicious adversary who wants to
impersonate a legitimate member of a virtual
community must expose his or her own physical
MAC address to initiate communication. Since the
exposed MAC address provides a mechanism to
trace the adversary’s location and thus allows the
virtual community to filter out this unknown MAC
address, an adversary might hesitate to impersonate
a member and join the group communication.
Clearly, MAC address-based authentication aids in
the implementation of secure group communication
and enhances strategies currently in use.

There is a prerequisite to accomplish a secure
MAC address-based authentication, in which each
his/her
communicate with others. If a user use more than
one machine, he/she must register histher MAC
group for
authentication. More secure features always lead to
establish secure group
communication, the prerequisite must be satisfied.

member must use own machine to

addresses to a control  server

more constraints. To

4, Mac-Address based Authentication

The general format of an X509 version 3
certificates is shown in Fig. 2, below [15].
be seen that the certificate contains a version, a
serial number, the issuer name, a signature
algorithm identifier, a subject name, the public key
identifier, the
subject’s unique identifier, any extensions, and the
CA’s signature [16]. Wemake use of the option
to include extensions to the certificate to improve

It can

information, the issuer’s unique
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security by providing more stringent rules for
authentication. ~ Specifically, we propose that digital
certificates be issued with a user’s MAC address
included in the “extensions” portion of the digital
certificate. The authentication process we propose is
depicted in Fig. 3. Suppose two users, Daniel and
Olivia, agree to communicate with each other,
When Daniel’s system initiates contact with Olivia’s
system, his X.509 digital certificate, which includes
his MAC address in the “extensions“portion of the
certificate, is transmitted to Olivia. An example of
an X.509 certificate with the added MAC address
information is shown in Hg. 4.

In this scenario, the MAC address in Daniel’s
certificate is used as a security deposit Daniel
must initially offer something of value to initiate
Olivia’s  system validates Daniel’s
certificate by using the GetAdaptersInfo() function
to contact Daniel’s NIC card and verify that the
MAC address on his certificate matches the one on
his NIC card.

interaction.

Version

Certificate

Seral number
| Algorithm

Parameters

Izzuer name

Mot hefore

Not after

Subject name

dentifier

Extensions

Encrypted

Fig. 2. Format of X.509 Version 3 Certificate

Once this process is transacted, communication
between the two users can begin.

Danizl’s certificate

Extension
WAC addrzss
10.0F. 1F.7T8.98.E2

10-0F-1F-78-98-E2

Validation
Olivia -

Iatching

CGetAdapterslnfo{10-0F-1F-75-55-E2)

GetSdaptersinfo Daniel’s

Network Card

Fig. 3. Verification of MAC Address Using
GetAdaptersinfo{) Function

As depicted in Fig. 3 and described above, our
proposed method for verifying a wuser's MAC
address relies upon the GetAdaptersinfo()function
from the C programming language, and can be
implemented by any system with a C compiler.
This function can be used so that each party on a
network can verify the other's MAC address. The
code for verifying a MAC address using this
function is presented in Fig. 5, below. We believe
that the inclusion of MAC address information in
digital certificates, when paired with verification
GetAdaptersinfo()  function,  offers
significant additional assurance in verification of
user identities. Thus, CAs can begin to add
MAC address information to the digital certificates

they issue to mitigate the risks currently endemic to

using  the

interactions in virtual communities. An overview of
secure group commmmnication is shown in Fig. 6.
In this Fig, users A and B request a certificate
which is a public key to a CA. The CA then
issuesthe public key that each user requests. Thus,
each wuser can possessa certified public key
containing the user’s name, the date of issue, the
MAC address, and the CA’s signature.
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Cercificare:

Version: 3 (0x2)
Serial Nowber: 0 (0x0)

Issuer: C=US, sr-rex.s Lelubbock, O-Texas Tech University,
OU=Computer Science, CN-MAC address:00~11711-27-A8-DC/Busi l=sunchyuck. hong@tou. eda
Validity
Not Befora: Dec 3L 02:30:03 2005 GAT
Not hfter : Jam 30 02:30:09 2006 GMT
Supject: C=US, ST=Texas, L=lubbock, O=Texas Tech University,
OD=Camputier Science, CN=HAC address:00-11-11~27-43-DC/knai l=sunghyuck. hono@ttu. eda
Subject Public Key Infa:
Pablse Koy Mgorichn: reaBncoption
(1024 bix)

8£:7e:93: b:29:10:eb:dd:

....... 72.

Exponent: ‘s (0x1000L}

XS09v3 extensions:
X509v3 Subject Key Identifier:
T6:9R: 1D OC: 1B: 58: 17:XB: 2B: 57:CL: 14: 2K: KB: 93: 8B:A4:EC: 90:84
093 huthority Key Idem:ifier:

Jreyid:C6:98:1D:0C: 1B; SE: 17: EB: 2B: 57:C1:14:2A: EB: 93:5B:A4:EC: 90: 84

DitName: /C=US/ST=Texas /L=Lubbock /0=Taxas Tech
Universicy/0U=Conpucer Sciance/N=HAC

hongteu. ada

Fig. 4. MAC address on X509 version 3 Certificate

static void GetMiladdress (void)
{
IP_ARDAPTER INFQ RdapterInformation;
DWIRD dwBufl = sizecfiZdsprerinformation};
DWORD dwStatus = GetAdaptersInfo(kdapterinfomation, SdwBuflan)
owStatus == LXROR_SUCCESS!;
PTER_INFD p AdapterInformstion = Adsprerinformsti

Print¥haddressip hdap 5 3
13 Adapznrrrfsvmacmn pi Adapterinformavion —>’Jex-:.
Jwhile ip AdapterInfcrmationi;

Information -

Fig. . To Retrieve MAC address C Language Code

In addition, by wusing the aforementioned
GetAdaptersinfo() function, each user in Fig. 6 can
verify the other’s identity and trace the other’s
physical location in the network using the MAC
address on the certificate. If both parties possess a
valid key pair (a certified public key and a private
key), then they can communicate securely using the
keys.

The fact that users may desire to participate
inthe virtual community from a variety of locations,
on a varety of systems, and with a variety of
different devices is not a significant issue. While a
MAC address is specifically identified with a user’s
NIC card, users who desire to participate in a
virtual community from a variety of locations may

simply register the new machine’s MAC address to
be authenticated by the authentication server. Thus,
users are not limited to accessing the virtual
community from only one machine.

By using the model presented here,
address-based
solution to the security problems posed by malicious

MAC

authentication becomes a strong
users in virtual communities.

Using a MAC address leads another constraint
which a user must use histher own machine. If
hefshe wants to use another, hefshe must register
another MAC address to others. Therefore, there is
a prerequisite to accomplish a secure MAC address
identification, in which each member must use their
own machine to communicate with others. More
secure features always leadto more constraints. To
establish  secure  group  communication, the
prerequisite must be satisfied. The application of
such a technique has the potential to influence
users’ trust perceptions and further aid the growth

of virtual communities.

Certificate
Authority

Secure Communication Channel
with a certified public key and a private key

Key with MAC
address

Key with MAC

A certified public
address

Private Key Private Key

)
1
1
1
1
|
1
A cedified public 1
1
1
]
1
)
[}
[}
'

(
(
(
(
{
1
t
I ‘—‘
1
]
1
]
]
]
]
| Secure Group Commumication

Fig. 8. Overview of Proposed Secure Group
Communication

5. Improving Security without Degrading

System Performance

The overhead is given by the sum of execution
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costs and communication latencies. The overheadin
certificate-based  authentication  is
determined by the encryption algorithm (ie, RSA
(171, DES [18], Blowfish [19], and RCZ [20]),
variable key sizes (often ranging from 40 bits up to
2,048 bits), and computing power(determined by the
type of CPU and memory size).

The overhead to trace MAC addresses using the
GetAdaptersinfo() proposed
authentication scheme is directly related to network

conventional

function in  our

latencies, including how many hops to travel
between network parties, network bandwidth, the
size of data packet, types of communicational
protocol, and types of routing algorithms. With the
exception of the number of hops, the network
latencies do  not affect the  experimental
resultsbecause they are invariable. The number of
hops is a major overhead for the proposed method.
More hops necessitate more transfer time to check
the integrity of the retrieved MAC address.

To estimate the MAC tracing overhead, we
measured the elapsed times to trace a MAC address
on a SUN Ultra Sparc (SunOS Release 5.9, 270
MHz, Memory 256MB, 4GB IDE hard drive) with
a 1024 bit RSA key to encrypt and decrypt the
certificate. Fig. 7 shows the elapsed times to trace
a MAC address for various numbers of hops.

There is not a dramatic difference between the
time required to authenticate a user using
conventional authentication and the time required
using MAC address-based authentication.  This
reality is demonstrated in Fig. 7 which shows that
decrypting the certificate takes the longest share of
time while the additional step of verifying the MAC
address adds relatively litle time. The total elapsed
times to complete authentication in our proposed
authentication scheme are not appreciably different

from the times

required in  conventional

authentication.

600.0

e e e THNES (IMBECH)

5000

4000

300.0

2000

100.0

00 4
i 2 3 4 5 & 7 8 8§ 10 11 17 13 14 15
Number of Hops

Fig. 7. Elapsed Times for Tracing a MAC address by
Number of Hops.

Table 1. Proposed MAC-Based Authertication versus
Conventional Authentication

Types of the The proposed | Time Conventional Time

Overhead Authentication | (msec) | Authentication | {msec)
Decrypting
encrypted X 1,302.0 X 1.302.0
certificate
Eetrieving a
MAC address X 24 - -
fromm a certificate
Tracing a MAC 006 3 " .
address X 2093
Towd Blapied 15137 1,302.0
Time

Tradeoffs always exist between security and
performance.System  performance can be degraded
when there is an overemphasis on security. To
ensure that our proposed authentication scheme
enhances security without appreciably degrading
system performance, we have conducted tests
comparing our proposed method to conventional
certificate-based  authentication by measuring the
overhead introduced. According to Table 1, the
proposed scheme only took 209.3 msecs more than
the conventional certificate-based  authentication.
Therefore, based on these experimental results, we
conclude that the increase in overhead resuiting
from MAC tracing is only slight.

33 oleful Zal (9743)
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6. Conclusion

When participants in virtual communities agree to
place their confidence in a trusted third party such
as a CA, then trusting relationships between users
can develop. As we have shown, security in online
virtual commmmities can be improved by the
introduction of new authentication strategies that
verify a participant’s physical location.  Physical
address-based authentication provides more assurance
for trust relationships in virtual communities. A
malicious individual might hesitate to join a virtual
community if his or her originating physical address
were able to be traced by using his or her MAC
address. While there is a slight increase in the
amount of overhead introduced by the integration of
the MAC address into the authentication scheme,
without such security enhancements, participants in
virtual communities will continue to be exposed to
unnecessary risk. To increase security level in group
communication, MAC address-based authentication
must be used with conventional authentication
scheme in order to reduce risks, and we will
continue to research about the security assessment
in MAC address-based authentication in our future
work.

Without employing strong security features, virtual
communities will not fully accomplish their goal of
enabling communication between members who
share common interests. Virtual  commumities
should thus have strong security features to protect
members’ privacy and message integrity.The
attractiveness of virtual communities has been
demonstrated by the vast numbers of users who
have already begun to participate in them. I the
security risks that are common to these communities
can be reduced, opportunities for further growth can
be more easily realized.
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